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Why “Azure” OpenAl

Reliability & Scalability
. SEHIA

- EHIFACognitive ServiceRIARTEZEE

- EE5BEE)E (Automation Task -+ ARMEE ) * API 3L+ Fine-tuning

« APIEET/ETE
Security « Endpoint hosting

o TBZESR (SOC2 - HIPAA - ISO - GDPR
Data Privacy etc. )

- FLhBAEES (vNet ), Private Endpoint/Link
- TPEMIEES (Responsible Al)

+ Azure AD #75, RBAC/IAM 1#ERETE
&S5 (Managed ID)

+ RBSLA 999% BE

- ERate Limit (TPM/QPM) =m Microsoft OpenAlI
« 1BEARAESupport

Management
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Your data is your data
EHBIR SRR, WA EARIEE

Your data from any fine-tuning is not

M ICI‘OSOft CIOUd used to train the foundation Al models
R B B RS BB B S B P R AT
Runs on trust ; 2

Your data is protected by
the most comprehensive enterprise

compliance and security controls
RAIEIER Z B E A NHEE SR A TSI HAIRE
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Data, privacy, and security for Azure OpenAl Service

Customer action

Azure OpenAl service boundary
Create fine-tuning job

(customize a model)

Upload training files

i Training
Training data T Custom models
uploaded

Prediction Infrastructure /
Deployed models and Async detection Alerting system
endpoints

Completion & embedding
APl calls containing prompts

Generated result

Prompts and « All generation calls
completions « 30-day retention
» Geo specific

= Human review of content identified by
alerting system for potential abuse and/or

misuse.
+ Debugging purposes in the event of a failure

 Finetune |
Azure OpenAl 11 fi] IR B E OIS, 152 YK
* Encrypted and decrypted using FIPS 140-2 compliant 256-bit AES
*  Microsoft-managed encryption keys (MMK)
»  Customer-managed keys (CMK)
» Reference: Azure OpenAl Service encryption of data at rest

Microsoft 1~ & {1 fi & P & £ 2R Il #R 2 SUE AT
Microsoft %Y

» Reference: Training data for purposes of fine-tuning an OpenAl
model

Azure OpenAl fi 7 7] RE & T B (A7 AR T BRI EE #,
&R AGE 30 X,
* Debugging purposes in the event of a failure

* Investigating patterns of abuse and misuse to determine if the
service is being used in a manner that violates the applicable
product terms.

 Reference: Preventin nd harmful conten neration

BB Microsoft B T L EEMBUMEBBILRE
£ £ M prompt & completion data

 Reference : Abuse and harmful content generation


https://en.wikipedia.org/wiki/FIPS_140-2
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://learn.microsoft.com/en-us/azure/cognitive-services/openai/encrypt-data-at-rest
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext

an{eNB H B R SR A TEXRIE

Some customers may want to use the Azure OpenAl Service
for a use case that involves the processing of sensitive,
highly confidential, or legally-regulated input data but
where the likelihood of harmful outputs and/or misuse is
low. These customers may conclude that they do not want
or do not have the right to permit Microsoft to process such
data for abuse detection, as described above, due to their
internal policies or applicable legal regulations. To address
these concerns, Microsoft allows customers who meet
additional Limited Access eligibility criteria and attest to
specific use cases to apply to modify the Azure OpenAl
content management features.

If Microsoft approves a customer's request to modify abuse
monitoring, then Microsoft does not store any prompts and
completions associated with the approved Azure
subscription for which abuse monitoring is configured off.
In this case, because no prompts and completions are
stored at rest in the Service Results Store, the human review
process is not possible and is not performed.

Customer action

Create fine-tuning job
(customize a model)

Upload training files

Completion & embedding
API calls containing prompts

Generated result

100¢

Azure OpenAl service boundary

- Training
T dat:
raining data PP ——— Custom models
uploaded

Prediction Infrastructure /
Deployed models and Async detection Alerting system
endpoints

Prompts and « All generation calls
completions « 30-day retention
« Geo specific

« Human review of content identified by
alerting system for potential abuse and/or

X

misuse.

« Debugging purposes in the event of a failure

BEEH:

n mer f the logging and human review pr
5% B : https://aka.ms/oai/modifiedaccess



https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext

i = e B8

Availability General Service Terms Service Specific Terms Add-ons | @ Related Resources Data Access and pse o . . .
® Except as provided below, as part of providing the Azure OpenAl service, Microsoft will process and

Azure OpenAI Service store Customer Data submitted to the service, as well as Output Content, for purposes of (1)
monitoring for and preventing abusive or harmful uses or outputs of the service; and (2)

In addition to the Limited Access Services terms above, the following terms apply to the use of the Azure developing, testing, and improving capabilities designed to prevent abusive use of and/or harmful
OpenAl Service. outputs from the service. Authorized Microsoft employees may review data that has triggered our
automated systems to investigate and verify potential abuse. Authorized Microsoft employees may
Use Limitations also access and use this data to improve our systems that monitor for and prevent abusive or
e Microsoft may limit Customer's access to or use of Output Content or the Azure OpenAl Service if harmful uses or outputs of the service. In both cases, for customers who have deployed Azure
Microsoft has a reasonable basis to believe that the Output Content or Customer's use of the Azure OpenAl service in the European Economic Area, the authorized Microsoft employees will be located
OpenAl Service (i) violates the Acceptable Use Policy for Online Services; (ii) is inconsistent with the in the European Economic Area. See the Azure OpenAl product documentation
information submitted in connection with Customer's Limited Access Service registration form, or https://learn.microsoft.com/azure/cognitive-services/openai/ for more information.
(iii) is inconsistent with requirements in the product documentation for the Azure OpenAl Service, * The foregoing Customer Data processing terms will not apply if and to the extent Customer is
as updated from time to time. "Output Content" means any data or content output by the Azure approved for and complies with all requirements to use the Azure OpenAl service with Modified
OpenAl Service. Content Filtering and/or Abuse Monitoring
* Customer may not use the Azure OpenAl Service to discover any underlying components of the Third Party Claims: Customer is responsible for responding to any third-party claims regarding
models, algorithms, and systems, such as exfiltrating the weights of models. Customer's use of the Azure OpenAl Service in compliance with applicable laws (including, but not
* Customer may not use web scraping, web harvesting, or web data extraction methods to extract limited to, copyright infringement or other claims relating to Output Content output during Customer's
data from the Azure OpenAl Service or from Output Content. use of the Azure OpenAl Service).

Reference: Microsoft Product Terms



https://www.microsoft.com/licensing/terms/en-US/productoffering/MicrosoftAzure/MCA

Managed Identity for Azure Resources

7t Azure Active Directory PR EREIVIEH B &= & BI(ManagedIdentity) - IEEER 271E
Azure AD BB RIFEM - BRAEINCILUERRES 2 HEAIZRES Azure AD KL - MAFZE
B EREE -

= Microsoft Azure TPl © Search resources, services, and docs (G+/) T 0 & @ &

Home > Cognitive Services | Azure OpenAl openai

-openai | Identity # -
Azure OpenAl

u Azure VM £ >earch System assigned  User assigned

& Overview

A system assigned managed identity is restricted to one per resource and is tied to the life

E Activity log can grant permissions to the managed identity by using Azure role-based access control (
\ identity is authenticated with Azure AD, so you don't have to store any credentials in code
¢ 2
~‘ “n Access control (IAM) identities.
‘ 8y Azure Web Apps € Tocs -
» (D Refresh £ Got feedback?
@ /2 Diagnose and solve

problems
< > Azure Functions

Status ©
Resource Management " Off |

Keys and Endpoint
@ Model deployments

4 Pricing tier

<> Networking

= Identity

» Service Principal Type = Managed Identity
* Locked down to only be modified by our service Il Propertes

« Canonly be used on resources where it has been assigned (certificate) 8 Locks
Key rotation managed by Azure

Cost analysis

Monitoring

Reference : How nfigure Azur nAl Service with Man |dentities - Azur nAl


https://learn.microsoft.com/en-us/azure/cognitive-services/openai/how-to/managed-identity

EEBAER PRI

.\ Private DNS zone

D' privatelink blob.core windows.net
A — -
NS HEREEMRIREPRFEH Azure OpenAl, FRIENE
resoivers
HAERE N AR
_____________________ ‘Q hzure provided DNS A private endpoint is a network interface that uses a
| E Eo) 166.63.129.16 private |P address from your virtual network. This
I Q : Azure Firewall network interface connects you privately and securely
i My ! , to a service that's powered by Azure Private Link. By
 [e===eAnpliction &_.;, enabling a private endpoint, you're bringing the service
B ¢ ¢ i PXpressRoute into your virtual network.
'\ ons1 == K Azure DNS Resolver
I 172.16.1.10 17216111 ! Hub virtual network levdd
| | u
On-premises natwork 1010000716 I‘
172.16.0.0/16 e
B0 4
Private
m . SP?SE_?}.’MII endpoint Azure OpenAl
m Microsoft Azure 1001135 X

Landing zone virtual network
1000.1.0/24
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Microsoft Teams

Azure OpenAl

B HEES (Economist) E, MERENEEES T SURERAIIRESZS A
ChatGPT, M& AlFERRIEHHREN TS

MBI, ZAREEMRAERFEREFMMZFLE=ESH LHBEEIHL
) B B A ChatGPTM AV it, SVRMEFSEFERRHEEANEHE. &5
IR EREERIEREE, LR — AR EE BT EEN XTI EREE, REHEY,
—ZEREER R TIEEMEE HEE X R MR IRERIEER, NEFEMERE
B EBLEIChatGPTH RS, USHESEERAE,

Z N FRARERAREEL 8 THEAChatGPT, ZATEEREAIEA R EER
ﬁﬁAlﬂﬂﬂf1‘%%§)\HE?% SANMBFEETERTHERES, HRQENERES

T RIAEREEA,
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+ @ + Microsoft Azure mmm Secured

Networking/Security Enterprise ChatGPT


https://www.ithome.com.tw/news/156291

ﬂ @ Megan Bowen Chat 4 more + ;& &

Referenced Architecture for Production

Hello, Megan, do yau know we can chat with ChatGPT bot over here

Authentication
E8  Miriam Graham added TeamsGPT here Authorization Provision/Deploy/Publish

5 @ Megan Bowen Vesterday 1:38 PM . 8]
N @
Developer . . really? how to do so? '

Teams App  Visual Studio Code
Microsoft 365 Developer Teams Toolkit

TeamsGPT e
Hella, thank you

a mention @TeamsGPT if in group chat.
Appes ' P' l Azure OpE‘ﬂAl
Vesterday 1:39 PM T é
you just need to send your question with mentioning TeamsGPT, try it ) FrontDoor (2 ‘ — ChatGPT Model

r using TeamsGPT bet, please send question with

—
WAF
e B S S  * .*

\
@' Megan Bowen Yesterday 1:40 PM
TeamsGPT what is teamsgpt? o e Azure App Service  Azure Bot Service
Teams bt Management
User v"’; ( ) 3
ey TeamsGPT  ‘esterday 1:40 PM Throttle Control
Teamsgpt is a custom Microsoft Teams application that is integrated with App Gateway rottie Lontro ) a
Azure and Opendl's chat GPT model. It can be added into a chat group as WAF Microso
Purview

an Al assistant to help answer questions and provide assistance. Its Azure Redis Cache Key Vault
answering style is short, simple, and easy to understand, and it leverages

Azure Bot Service, App Service, and Cognitive Service Opendl to provide its Endpoint Protection Custom App Workload Data Catalog

functionality.

T~
5

hello

Y 1 20 0O@BP RS Q8B - o B
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2 & & # GitHub - Template project for integrating ChatGPT with Microsoft Teams



https://github.com/denlai-mshk/teamsgpt-azureopenai
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