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Welcome to our #virtual Roundtable

We start with a Road to the Cloud to ensure a common End2End 

understanding and wording. This session will be followed by 

more interactive conversation based on your questions in the 2nd

Roundtable Session. 

Please continuously race your questions and ideas in our Chat.

HOW

2. 

3. 

1.

1. Press the “Chat” icon in Teams

2. Ongoing Ask your questions in the Chat

3. Continuously vote questions –then 

more thumbs up then higher the priority 

in the 2nd Roundtable Session



Aktuelle Cyberangriffe in der Schweiz 

SRF Rundschau Sendung vom 13.10

https://www.srf.ch/play/tv/redirect/detail/1a95e764-7e1d-4c3c-8462-72dc6c8a8fe6


• Cybersicherheit ist die Praxis, Computer, Server, mobile Geräte, elektronische Systeme, Netzwerke und Daten vor böswilligen Angriffen zu 

schützen. 

• Es ist auch als Informationstechnologiesicherheit oder elektronische Informationssicherheit bekannt. 

• Der Begriff gilt in einer Vielzahl von Kontexten, von Business bis Mobile Computing, und kann in einige gängige Kategorien unterteilt werden.



Kosten für 

Sicherheitsverletzungen steigen 

2

1 Poneman Institute Cost of Breach Data, 2021
2 Poneman Institute Cost of Insider Risk,  2020

1

1



Angriffsdienste sind billig

Ransomware: 

Zero-days: 

Breaching services on 

a per job basis: 

Exploit kits: 

Loads (kompromittiertes Gerät): 

Spearphishing services:

Compromised accounts: 

Denial of Service: 

Höchster Durchschnittspreis





DIFFERENT SECURITY MODEL

SECURITY BENEFITS
• Secure/consistent platform 

• Better visibility, control, and threat detection

• Less direct responsibility

• Automated routine hygiene functions

• Easier compliance management/reporting

REQUIRES
• Learn New Platform and Controls

• Learn shared responsibility model

• Increase Identity & Access hygiene

BIG CHANGES

NO PERMANENT PRIVILEGES
• Just in Time access for all resources

• Used to secure cloud platform and your tenant

IDENTITY & ACCESS IS THE FRONT LINE
• Primary security perimeter for all workloads

• Firewalls/network still required for legacy workloads



Managing an ever-changing modern 

workplace and enterprise security 

with:

 Use Microsoft recommended practices to "never 

trust, always verify“.



Responsibility S
o

ft
w

a
re

 a
s 

a
 

S
e
rv

ic
e
 (

S
a
a
S
)

P
la

tf
o

rm
 a

s 
a
 

S
e
rv

ic
e
 (

P
a
a
S
)

In
fr

a
st

ru
c
tu

re
 a

s 
a
 

S
e
rv

ic
e
 (

Ia
a
S
)

O
n

-p
re

m

C C C C

C C C C

C C C C

S S C C

M S C C

M S C C

M M C C

M M M C

M M M C

M M M C

M Microsoft

Your organization’s responsibility for 

security is based on the type of cloud 

service selected.

https://aka.ms/cloudsecurityposter

https://aka.ms/cloudsecurityposter


Heute bietet Security neue Möglichkeiten, um Ihr Unternehmen 
zu schützen, aber auch Herausforderungen 

Transformational Challenges

Technology

20%

Process

40%

People

40%



THEORIE
Typical Attack Timeline & Observations



61 Days (EMEA Internal)

Typical Attack Timeline & Observations
First Host Compromised Domain Admin Compromised Attack Discovered

Research & Preparation Attacker Undetected (Data Exfiltration)

24-48 Hours



Tier 2 
Workstation 

& Device 

Admins

Tier 0
Domain & 

Enterprise 

Admins

Tier 1
Server 

Admins 

1. Beachhead (Phishing Attack, etc.)

2. Lateral Movement
a. Steal Credentials

b. Compromise more hosts & 

credentials

3. Privilege Escalation
a. Get Domain Admin credentials

4. Execute Attacker Mission
a. Steal data, destroy systems, etc.

b. Persist Presence

24-48 Hours



Cyberattacke @Griesser
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Tuesday
13.04.2021

20



Cyberangriff Marke Griesser

1:46 AM 

Alarming

ERP PROD 

SQL DB 

Failover

≈2:00 AM

Griesser IT 

detected a 

Ransomware

≈2:30 AM 

Shutdown 

all systems

Impact analysis

Isolation of

infected servers

7:00 AM

First meeting with

Technical Taskforce 

≈08:00 AM

Inside 

Communication

09:30 AM 

Meeting with Cyber-

Assurance & Taskforce & 

Forensics

≈09:00 AM

Reactivation O365 

services (EXO, MS 

Teams, SPO,…) CRM 

365, Phone 

CallCenter

Searching patient Zero &

Classification of the

servers restore 

priorization (Prio 1 – 5)

13.04.2021

Start Cyberattack



Cyberangriff Marke Griesser
22

14.04.2021

Patient Zero 

found

14. – 17.04.2021

Start Restoring

critical servers

(Prio 1 & Prio 2)

17.04.2021

Technical 

Testing

18.04.2021

Key User 

Testing/Mini 

GoLive

Mo 19.04.2021

GoLive critical

systems

20. – 25.04.2021

Restoring Prio 3 & 4 

servers (INT-Systems, 

DEV-Systems)

Restoring server

finished

Final tasks in 

progress

26. – 30.04.2021

Restoring Prio 4 & 5 

servers



Wie lief der Hack technisch ab?



Cyberattack Griesser

SSL VPN 
Appliance DEV Server Server Data Server

Proxy Server

Servers EU

Firewall

1

2

3

4

5

6

7
External User A

External User B

Domain Admin

Data Extraction

Deployment 

of backdoor

Network scan

RDP Session
Data Collection

Lateral Movement

C2 Traffic

Cloud Storage A

Cloud Storage B

Public Cloud 

Provider



Kommunikation mit den Hackern



Kommunikationsverlauf

Hacker platzierte 

Kommunikations-Datei

auf allen Server 

Cybersecurity

Versicherung

Techniker

CIO



Hallo, es sieht so aus, als hätten Sie unsere Umgebung 

verschlüsselt. Was sind die nächsten Schritte?

Guten Tag, wir lassen es Ihnen so schnell wie möglich wissen.

Wie sie ja Wissen haben wir (CONTI Team), ihre Daten 

verschlüsselt. Wir haben grosse Mengen von internen Daten 

heruntergeladen. Sollten Sie nicht auf unsere Forderungen 

eingehen, dann werden diese Daten veröffentlicht. Der Preis dafür 

beträgt $ XY in Bitcoin.

Wenn wir zu einer Einigung kommen, geben wir Ihnen die Daten 

zurück und erteilen Ihnen einige Security Vorschläge, um 

zukünftige Hacks zu verhindern.

.



Wir sind über die höhe des Geldbetrages überrascht, da 

normalweise in solchen Fällen einen kleinen Prozentsatz des 

Umsatzes verlangt wird.

Wir sind nicht am Umsatz Ihrer Firma interessiert, sondern am Wert 

der Daten. Wenn wir diese Woche eine Einigung erzielen könnten, 

gewähren wir Ihnen einen Rabatt.

Gerne senden wir Ihnen eine Datei zur Überprüfung.

Danke, können Sie uns einen Beweis geben ob sie die Daten 

wirklich haben?

.



Lessons learned

Technisch: Operativ: Prozess:



Technisch:

• Aktivierung MFA für alle

• Keine Internetzugriffsrechte für die Admins

• O365 Dienste waren nicht betroffen

• Virenscanner hatte nicht reagiert!

• Offline Backup unvollständig



Operativ:

• Priorisierung Security Themen (Reactive Operation) 

• Einführung CISO@a Service

• Regelmässige Pentesting von extern durchführen

• Sich challengen lassen und reflektieren 

• Positives aus dieser Erfahrung extrahieren 

• Disaster Recovery Tests haben gefruchtet

• Backup Konzept / Backup Recovery Tests



Prozess:

• Interne/externe Kommunikation sehr wichtig (Transparenz)

• Notfallpläne erarbeiten/regelmässig testen

• Cyberversicherung war sinnvoll (Fachleute umgehend am Tisch)

• Einführung eines SOC (Security Operations Center) 



ZERO Trust 

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWJJdT


Let’s have a 15min break

Roundtable and Q/A starts at 14:45



Bitte geben Sie Feedback zum Roundtable

https://forms.office.com/r/9J460UxpKL


• NIST Zero Trust - https://csrc.nist.gov/publications/detail/sp/800-207/draft

• Microsoft

• MWT313W Integration Workshop: Zero Trust and the Modern SOC
https://myready.microsoft.com/sessions/details/MWT313W?catalogMode=ondemand

• https://myready.microsoft.com/winter2020/page/DownloadDocument?documentid=21d10e17-26b4-43c5-8729-0013296c7d04

• https://www.microsoft.com/security/blog/2018/08/30/building-the-security-operations-center-of-tomorrow-harnessing-the-law-

of-data-gravity/

• Microsoft Zero Trust Maturity Model

• Zero Trust web page

• Microsoft Security blog post

• CISO Zero Trust workshop series

• Zero Trust e-book

• 10 tips for enabling Zero Trust security

• Securing privileged access overview | Microsoft Docs

• Azure Active Directory security operations guide | Microsoft Docs

https://csrc.nist.gov/publications/detail/sp/800-207/draft
https://myready.microsoft.com/sessions/details/MWT313W?catalogMode=ondemand
https://myready.microsoft.com/winter2020/page/DownloadDocument?documentid=21d10e17-26b4-43c5-8729-0013296c7d04
https://www.microsoft.com/security/blog/2018/08/30/building-the-security-operations-center-of-tomorrow-harnessing-the-law-of-data-gravity/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdownload.microsoft.com%2Fdownload%2Ff%2F9%2F2%2Ff92129bc-0d6e-4b8e-a47b-288432bae68e%2FMicrosoft%2520Zero%2520Trust%2520Maturity%2520Model-%2520Oct%25202019.pdf&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154727756&sdata=lM7qSpHWTlIvcIuINwwlR9%2BF3w4MRrSHsUMuC1%2BYaFk%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsecurity%2Fzero-trust%3Frtc%3D1&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154737747&sdata=rIRKZ2XP6R%2BQ%2F3PnCPahROVjMHw8ji%2BAvc5Gk%2BeMKJw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fblog%2F%3Fp%3D89995&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154747746&sdata=bJUV8KQHibMRTBXOj3ex3yKcO6tiOHbc%2B7884zos7Ew%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fciso-workshop-module-3&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154747746&sdata=v0pwHftPEpI2L1xz4u3cXCfxbm0sJkeCvfrR5BVIqJ8%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fquery.prod.cms.rt.microsoft.com%2Fcms%2Fapi%2Fam%2Fbinary%2FRE3YnRL&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154757741&sdata=xX7sRWBZ4qncTWU1rvcmfjfFdXtefYkaUemampOetEc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdiscover.microsoft.com%2F10-tips-for-enabling-zero-trust-ebook%2F&data=02%7C01%7CGladys.Rodriguez%40microsoft.com%7C27286c8afbf941fc14b208d75ca541ea%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637079737154767736&sdata=WOj%2BbtzP8D9g8kDnDx%2FGKFf9cQULztkKiC1pGvQNpl4%3D&reserved=0
https://docs.microsoft.com/en-us/security/compass/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/security-operations-introduction


© Copyright Microsoft Corporation. All rights reserved. 

Thank you

The following slides contain preliminary information that may be changed substantially prior to final commercial release of the software described herein.

The information contained represents the current view of Microsoft Corporation on the issues discussed as of the date of the presentation. Because 

Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot 

guarantee the accuracy of any information presented after the date of the presentation.

This presentation is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION 

IN THE ROADMAP PORTION OF THIS PRESENTATION.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this 

presentation. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this information does not give you any license 

to these patents, trademarks, copyrights, or other intellectual property.

© 2020 Microsoft Corporation. All rights reserved.


