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Premises Infrastructure

Microsoft Threat Detection - Everywhere they want to be

Expertise on demand through Professional services to assist 
with deployment, ongoing threat detection, incident 
response and recovery, and proactive hunting for advanced 
attackers

Easy to integrate with existing SIEM 
capabilities, security vendors already 
in Azure marketplace of security, and 
includes partnerships with industry

Threat detection across the attack chain powered by experienced 
threat hunters, cloud analytics, and attack telemetry

https://azure.microsoft.com/en-us/marketplace/
https://www.microsoft.com/security
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://azure.microsoft.com/en-us/services/security-center/
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/cloud-platform/security-and-compliance
https://products.office.com/en-us/exchange/online-email-threat-protection
http://www.microsoft.com/ata
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://azure.microsoft.com/en-us/documentation/articles/active-directory-identityprotection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://blogs.technet.microsoft.com/windowsserver/2016/04/07/ten-reasons-youll-love-windows-server-2016-1-powershell-and-dsc/
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Detect Threats with 
managed detection and 
response (MDR) service

Hunt for threats and 
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Respond to Threats with 
seasoned professionals and 
deep expertise
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https://azure.microsoft.com/en-us/services/security-center/
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/security
https://www.microsoft.com/en-us/cloud-platform/security-and-compliance
http://www.microsoft.com/ata
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://products.office.com/en-us/exchange/online-email-threat-protection
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://azure.microsoft.com/en-us/marketplace/
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Safe

Exchange Online Protection
• Multiple filters 
• Three antivirus engines

Links
• Continuously updated 

lists of malicious URLs 

Recipient
Unsafe

Attachment
• Supported file type
• Clean by AV/AS filters
• Not in Reputation list

Detonation chamber 
(sandbox)
Behavioral analysis with 
machine learning

Executable? 

Registry call?

Elevation?

Sender





PRE-BREACH POST-BREACH

Windows Defender ATP

Breach detection 

investigation & 

response

Breach detection 

investigation & response

Windows Defender 
Advanced Threat Protection 

(ATP)

Device protection

Device Health 
attestation

Device Guard

Device Control

Security policies

Device 
protection

Device Health 
Attestation

Device Guard

Device Control

Security policies

Information 
protection

Device protection / 
Drive encryption

Enterprise Data 
Protection

Conditional access

Threat 
resistance

Threat resistance

SmartScreen

AppLocker

Device Guard

Windows Defender

Network/Firewall

Identity 
protection

Built-in 2FA

Account lockdown

Credential Guard

Windows Hello :)

Built-in 2FA

Account lockdown

Credential Guard 
Microsoft Passport

Windows Hello ;)

Identity 
protection

Device protection / 
Drive encryption

Windows Information 
Protection

Conditional access

Information 
protection

SmartScreen

AppLocker

Device Guard

Windows Defender

Windows Defender 
Application Guard

ADDING A POST-BREACH MINDSET



Windows Defender 

Advanced Threat Protection
Detect advanced attacks and remediate breaches

Unique threat intelligence knowledge base 
Unparalleled threat optics provide detailed actor profiles

1st and 3rd party threat intelligence data.

Rich timeline for investigation
Easily understand scope of breach. Data pivoting 

across endpoints. Deep file and URL analysis.

Behavior-based, cloud-powered breach detection
Actionable, correlated alerts for known and unknown adversaries. 

Real-time and historical data.

Built in to Windows 10
No additional deployment & infrastructure. 

Continuously  up-to-date, lower costs.



Protect your Identities





Account enumeration 

Net Session enumeration

DNS enumeration

Abnormal resource access 

Abnormal working hours 

Brute force using NTLM, Kerberos or LDAP 

Sensitive accounts exposed in plain text authentication 

Service accounts exposed in plain text authentication 

Honey Token account suspicious activities 

Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) Request 

Pass-the-Ticket 

Pass-the-Hash 

Overpass-the-Hash

Abnormal authentication requests 

Abnormal resource access 

MS14-068 exploit (Forged PAC) 

MS11-013 exploit (Silver PAC) 

Skeleton key malware

Golden ticket 

Remote execution 

Malicious replication requests

Advanced Threat Analytics (ATA)

Reconnaissance

Compromised
Credential

Lateral
Movement

Privilege
Escalation

Domain
Dominance
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A managed threat detection service



ENTERPRISE THREAT DETECTION

Analysts
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Analysts
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