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Detection Along the Kill Chain
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Microsoft Threat Detection - Everywhere they want to be

§ Threat detection across the attack chain powered by experienced
threat hunters, cloud analytics, and attack telemetry
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https://azure.microsoft.com/en-us/marketplace/
https://www.microsoft.com/security
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://azure.microsoft.com/en-us/services/security-center/
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/cloud-platform/security-and-compliance
https://products.office.com/en-us/exchange/online-email-threat-protection
http://www.microsoft.com/ata
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://azure.microsoft.com/en-us/documentation/articles/active-directory-identityprotection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://blogs.technet.microsoft.com/windowsserver/2016/04/07/ten-reasons-youll-love-windows-server-2016-1-powershell-and-dsc/
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https://products.office.com/en-us/exchange/online-email-threat-protection
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* Multiple filters

» Three antivirus engines
Attachment

* Supported file type

+ Clean by AV/AS filters
* Not in Reputation list

Links

+ Continuously updated
lists of malicious URLs

Recipient

Safe Links rewrite




Exploitation
Installation

Command & Contro
Protect your endpoints



ADDING A POST-BREACH MINDSET

PRE-BREACH > POST-BREACH >
Device Identity Information Threat Breach detection
protection protection protection resistance investigation & response

Device Health Built-in 2FA Device protection / SmartScreen Windows Defender
Attestation Account lockdown Drive encryption ApplLocker Advanced foﬁst Protection
Device Guard Windows Information Device Guard (ATP)

Credential Guard

Windows Hello :)

Protection

Device Control Windows Defender

Conditional access Windows Defender

Application Guard

Security policies




Windows Defender
Advanced Threat Protection

Detect advanced attacks and remediate breaches

Built in to Windows 10

No additional deployment & infrastructure.
Continuously up-to-date, lower costs.

.

Behavior-based, cloud-powered breach detection .
Actionable, correlated alerts for known and unknown adversaries. 4 ot
Real-time and historical data. - = iyl

&R

Rich timeline for investigation
Easily understand scope of breach. Data pivoting
across endpoints. Deep file and URL analysis.
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Unique threat intelligence knowledge base
Unparalleled threat optics provide detailed actor profiles
1st and 3rd party threat intelligence data.




Privilege Escalation
Lateral Movement

Domain Dominance
Protect your ldentities
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Advanced Threat Analytics (ATA)

Pass-the-Ticket

Account enumeration Pass-the-Hash Skeleton.key malware
Net Session enumeration Overpass-the-Hash Golden ticket |
DNS enumeration Abnormal authentication requests Ren?o'te execu't|orT
Abnormal resource access Abnormal resource access Malicious replication requests
Compromised Privilege
Credential Escalation

0 N

Reconnaissance Lateral Domain
Movement Dominance

Abnormal working hours
Brute force using NTLM, Kerberos or LDAP

Sensitive accounts exposed in plain text authentication

MS14-068 exploit (Forged PAC)
MS11-013 exploit (Silver PAC)

Service accounts exposed in plain text authentication
Honey Token account suspicious activities
Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) Request



Microsoft Threat Detection - Everywhere they want to be
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Enterprise Threat Detection
"Cybersecurity Analyst for hire”
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Enterprise Threat Detection (ETD) ‘s ®

A managed threat detection service

Advanced Threat Detection with Unigue Microsoft Capabilities

Industry Leading Telemetry
Advanced Technology
Deep Cybersecurity Experience

Provides Deep Expertise on demana

Microsoft Platform Expertise
Threat Detection

Combines Machine + Human Analysis for Power and Accuracy

Offered as an annual subscription




Enterprise Threat Detection

Managed Threat Detection Service

Alerts on urgent detections

Reports on additional
detections and findings

Analysts

Phone and Email consulting
with expert analysts

 Analysis and investigation support using
- Data and Analytics from Microsoft's Intelligent Security Graph

- Data from your deployment of Microsoft detection technologies
« Windows Operating System
« Windows Defender Advanced Threat Protection (ATP)
« Advanced Threat Analytics (ATA)

« Deep expertise on Microsoft platform, threat detection tools, and cyber attacks



INTELLIGENT SECURITY GRAPH
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