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ools



Azure landing zones
Help customers set up their Azure environment—
for scale, security, governance, networking, and identity

Azure landing zones:
« Enable migrations and net new apps
 Consider all platform resources

« Don't differentiate between laaS or PaaS




Azure landing zones
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Azure landing zone—conceptual architecture
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Everything-as-code

ify

Stand up environments in the
fastest possible way

Remove the human element
and reliably and repeatable
deploy every time

Improve environment
visibility and improve
developer efficiency

Store your configuration
definitions alongside your
application code

 OPEN EDITORS
X "% networking.tfvars configur... M
veaFpeveontaL. [ B2 © &

o launcr Ipaud
bastion.tfvars
configuration.tfvars
diagnostic_event_hub_name...
diagnostic_log_analytics.t
diagnostic_storage_accou
diagnostics_definition.tfvars
diagnostics_destinations.tfvars
dynamic_secrets.tfvars
iam_azuread_api_permission...
iam_azuread.tfvars
iam_custom_roles.tfvars
iam_keyvault_policies.tfvars
iam_managed _identities.tfvars
iam_role_mapping.tfvars
keyvaults.tfvars
networking_nsg_definition.tf...
networking.tfvars M
README.md
storage_accounts.tfvars
subscriptions.tfvars

> levell

> level2

> OUTLINE

> TIMELINE
> NPM SCRIPTS

networking.tfvars X

> sandpit > > launchpad >

vnets = {
devops_regionl = {
resource_group_key
region
vnet = {
name
address_space ["1e.160.106.08/24"]
}
specialsubnets = {}
subnets = {
AzureBastionSubnet = {
name = "AzureBastionSubnet"
cidr = ["10.100.100.24/29"]

nse kav re bastion nss"

OUTPUT DEBUG E  TERMINAL
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Why Terraform for Azure landing zones?

« Declarative code: Collaboration
enabler among team members

- Providers and skills ecosystem .H‘ Terl'aform

- State management and
operations predictability

« Version control

A

. ¢




Why CAF Terraform landing zones



Why do | need a framework when | can just Terraform.exe?

Not everyone is a developer

It's hard to ensure: consistency, readability,
maintainability, reusability

Immutable infrastructure requires: centralizing
knowledge, experience, features into Terraform

Deliver value to your customers, not modules!

State management and delegation in complex
organizations

onnectivity

connectivity

onnectivity

ser connectivity

subnet for er Jumpbox)
"azurerm_subnet"
"dev5Subnet"
resource_group_name azurerm_resource_group. rg.name
virtual_network_name azurerm_virtual_network.vnet.name
address_prefixes ["10.0.4.08/24"]
enforce_private_link_endpoint_network_policies false

e "azurerm_network_security_group" "dev-nsg" {

name = "${azurerm_virtual_network.vnet.name}-${azurerm_subnet.dev.name}

resource_group_name = aZurerm_resource_group.rg.name

location azurerm_resource_group.rg. location
security_rule {
name "SSH"

1881

"Inbound"

"Allow"

"Tep®

g

gz
var.source_address_prefix

priority

direction

access

protocol
source_port_range
destination_port_range
source_address_prefix
destination_address_prefix = "%"




Core principles



Fundamental building blocks

®,
‘000
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Enterprise as Transparent Hierarchy and
Configuration composition delegation
Whatever you Read or Write Proposed
need, don't Terraform states  hierarchical
write code, just  easily between model of
configuration landing zones. Terraform state
files. files allow
enterprise
composition

and delegates
Innovation to
business units.

)

Easy state
management

Just code, let
rover put the
sate at the right
place and
ensure its safety
and resiliency.

Developer
productivity

Run your code
on your laptop
or in your

pipelines — just
the same way.

O

DevOps
Ubiquity

Run on any
pipeline and
Cl/CD.



Seamless development experience
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Any CI/CD

f O CAF SRE Stack on Azure

i i i Project custom code (business application) Databricks, Data factory, ML workspace,
Appllcatlon landmg z0dles Infrastructure laC project specific AKS Kubernetes

— 7 -

Azure Su bSCFiptiOﬂ Vending Landing zone factory, bridge to the platform, Virtual network, RBAC mapping, backup
solutions accelerators store and policies, delegated identities for

Machine pipelines

— 7 — —~

Enterprise Scale, DevOps automation,
|dentity, Management, Connectivity

Platform control plane
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verall process

Build the Azure Platform Create the landing zones Deploy Solution landing
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Your SRE toolbox



CAF Terraform: Site reliability engineering components

Azure Landing Zone module CAF Terraform module

(policies and management (all Azure capabilities integrated)
groups)

Landing zone platform

Landing zone applications
(provisioned by subscription vending machine)

Platform automation:
rover, pipelines abstraction mechanisms (GitHub, Azure DevOps, other)

CAF
Terraform
provider

Starter
project



https://github.com/Azure/caf-terraform-landingzones
https://github.com/Azure/caf-terraform-landingzones
https://github.com/Azure/caf-terraform-landingzones-starter
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale
https://github.com/aztfmod/terraform-azurerm-caf

Zoom on CAF
module




Why using CAF module?

Bespoke vs Standard Terraform
Everyone can do a Terraform module
Difficult part #1: the integration work
Difficult part #2: adding capabilities, maintenance over time, and testing

laC: Infrastructure-as-Configuration

Not everyone wants to write code, so -> configuration is the contract
Focus on deploying new features with preserved configuration
Tested and validated against regressions

Fully Declarative and Iterative
Just declare variable, we iterate and compose for you



CAF Terraform module capabilities

« #1 VERIFIED module for Azurerm and AzAPI
with 1 M provisions

« Fully Open Source

« 80+ contributors from Microsoft engineers,
partners and customers

« Iterative by design, works on all version of
Terraform starting 0.14 (up to current 1.1.3)

- Leveraging key-association pattern for easy
composition within all* Azure capabilities

« Useable with or without rover

‘E' ?gprraform ‘ Registry Q  Search Provic

caf
AZURERM @ ™™ Partner

Terraform supermodule for the CAF Terraf
Microsoft Cloud Adoption Framework for /

Published August 19, 2022 by aztfmod
Module managed by arnaudlh

Source Code: github.com/aztfmod/terraform-azurerm

aztfmod/caf/azurerm | Terraform Registry



https://registry.terraform.io/modules/aztfmod/caf/azurerm/latest

Zoom on starter
repository




Go to file Add file ~ <> Code ~ Use this template

Starter repository

Create a new repository from caf-terraform-landingzones-platform-
starter

The new repository will start with the same files and folders as Azure/caf-terraform-landingzones-platform-

starter.

Sample of configuration repository

Ready to be cloned and started EEEE (oo v

Typlca”y |n Ol’gaﬂlzatiOnS: 1 repo for Great repository names are short and memorable. Need inspiration? How about musical-fiesta?
platform, many repos for applications

Description (optional)

] i
Contains; eormae
1. Rover version

Copy all branches from Azure/caf-terraform-landingzones-platform-starter and not just main

2. Templates

Create repository from template

Azure/caf-terraform-landingzones-platform-starter: CAF Terraform landing zone - platform confiquration starter kit (github.com)

Azure/caf-terraform-landingzones-starter: Starter project for Cloud Adoption Framework for Azure landing zones on Terraform (github.com)



https://github.com/Azure/caf-terraform-landingzones-platform-starter
https://github.com/Azure/caf-terraform-landingzones-starter

Demo: getting
starte(d|r)




CAF Terraform module

Example of key-association patterns

resource_groups = {
vnet_regionl =4
name = "vnet-hub-regionl"
}
vnet_region2 = {
name = "vnet-hub-region2"

}

vnets = {
hub_sg = {
resource_group_key = "vnet_regionl"
vnet = {
name "hub"
address_space = ["10.10.100.0/24"]
}

vnets = {
hub_sg = {

resource_group_key = "vnet_regionl" hUb_rgl—To—laUnChpad_dEVUpS -

vnet = {
il “hub™ name = "hub_rgl-TO-devops_regionl"
address_space = ["10.10.100.0/24"]
y from = {
subnets = { vnet_key = "hub_rgl"
jumphost = {
name = "jumphost"
cidr = ["10.10.100.0/25"]

key = "jumphost" :
A tfstate_key = "foundations"
} 1z_key "launchpad"
} n 1}
spokel= {} output_key vhets
spoke2 = {} vhet_key "devops_regionl"

g }

"networking™ {
souUrce = ", /modules/networkingy/vi
for_each = tryl networking.vnets,

location

resource_group_name

settings
network_security_group_definition
route_tables

tags

diagnostics

global_settings

ddos_id

allow _virtual_network_access
allow_forwarded traffic
allow_gateway_transit

lookup{each.value, "region", ) == T . resource
plascsy ' : - use_remote_gateways
.resource_groups [each.value. resource_group_key] . name

iH

each.value
-networking.network_security _group_definition
. route_tables
try(each.value.tags,
.diagnostics
.global_settings
trylazurerm_network_ddos_protection_plan.ddos_protection_plan



Getting started with CAF Terraform landing zones

“* Terraform | registy

« Explore the Azure landing zone section in CAF —
https://aka.ms/adopt/landingzones

« CAF Terraform landing zones documentation —
https://aka.ms/caf/terraform

« Explore the CAF Terraform modules in the Terraform registry —
https://aka.ms/terraformio

« Hashicorp: Industrialized Workflows - Using Microsoft CAF Patterns
and Terraform- Industrialized Workflows - Using Microsoft CAF Patterns
and Terraform (hashicorp.com)

# Top downloaded azurecaf modules

W Terraform | regisuy

Cloud Adoption Framework for Azure - Terraform module


https://aka.ms/adopt/landingzones
https://aka.ms/caf/terraform
https://aka.ms/terraformio
https://www.hashicorp.com/blog/industrialized-workflows-using-microsoft-caf-patterns-and-terraform

Case study

Multi-Cloud DevOps at
PETRONAS with Terraform

(hashicorp.com)

CASE STUDY

Multi-Cloud DevOps at PETRONAS with
Terraform

Published 4:15 PM GMT +8 Dec 10, 2021

Learn about a Malaysian energy company's DevOps journey while operating
infrastructure as code in both AWS and Azure using HashiCorp Terraform.

M Our DevOps Journey So Far (and Terraforming) — HashiConf Global 2021 ~
rlashiConf Global Shares__

Lisa Chan &
Ahmad Syafiq

PETRONAS



https://www.hashicorp.com/resources/multi-cloud-devops-at-petronas-with-terraform

GitHub 2 (LD

QCIoudAdoption Framework Introduction Fundamentals Module Rover Provider Enterprise-scale

Cloud Adoption Framework for Terraform Landing
zones

Everything-as-code. Opinionated.

Let's start deploying!

B

Configuration-driven laC Empowering the SRE on Azure DevOps by nature
Spend your time deploying what you need We equip the Site Reliability Engineering on Whichever DevOps tools you are using, we
on Azure, not writing laC modules. Azure providing community-driven and have you covered.

built artifacts.



https://aka.ms/caf/terraform

