
생산성을확보한 Built-in 보안
EOP (Exchange Online Protection) & WDAV (Windows Defender AV)

한국마이크로소프트
하석현대리



임직원의 PC 업무환경



기존환경의문제점



Microsoft Intelligent Security Graph



Exchange Online Protection



Exchange Online Protection (EOP)

바이러스및Malware 차단
다중 Anti-Virus 엔진적용
지속적으로 Anti-Spam, Anti-Phishing, Anti-Spoofing기능향상

Seamless & User Friendly
EXO에 Built-in 되어있어별도의설치없이설정만으로관리가능
Office 365 관리포탈에서설정및보고서확인가능

Zero Hour Auto Purge
탐지엔진업데이트후이미수신된메일중
스팸또는악성메일이있는경우처리

기업용안정성
지역적으로분산된데이터센터
메일유실이없도록메일큐잉
마이크로소프트 24시간 365일운영
서비스레벨계약 (SLA) 제공



Office 365 Advanced Threat Protection (ATP)

알려지지않은Malware/Virus 차단기능

• 머신러닝기법을이용한행위기반의분석

• 악성첨부파일차단

고도화된피싱탐지

• 악의적 URL에대한실시간차단

• User/Domain Impersonation 형태피싱차단

풍부한보고서및추적기능

• Built-in URL 추적

• 위협에대한상세보고서

해커들부터의지능적인공격에대항하기위한 Office365 ATP 기능은지능적인메일위협에대한고급방어기능을제공함

제로데이공격 (Zero day Attack)

• 알려지지않은보안취약점및보안패치가

개발/배포되지않은취약점을집중공격

고도화된피싱기법
• 중요업무메일로가장하여클릭유도

집중타겟포함전사차원의지능적공격
• 웹으로유출된보안취약자에대한이메일

타게팅공격및전사레벨에대한지속적이고

지능적인공격





Date Malware Family Today’s count Prior day 
message count Target Target category Top Targeted Users Actions

11/1/2017 Malware - San Diego 423 223 San Diego Location Mike Morrisey, Bella Cho, Tomer Asimov Explore 

11/1/2017 Phish - Operations 23 24 Operations Department Tim Davis Explore 

11/1/2017 Malware/Phish - Beirut 8 128 Beirut Location Samuel Swari Explore 

11/1/2017 Malware - Executives 17 8 Executives Classification/tag Alexi Paterov, Tim Davis Explore 

10/31/2017 Phish – Vice President 44 63 Vice President Title Gopi Patlela, Alexis Li, Jim Smith Explore 

10/31/2017 Malware/Phish – Product Marketing 93 73 Product Marketing Department Taylor Nguyen, Lexi Llewelyn, Bill Taylor Explore 

54 22 Explore 

The targeted campaigns display threats that appear to be targeting certain segments of your organization.  We evaluate the malware and phish attacks on your users based on titles, groups, and locations we derive 
from Active Directory data to find cases where attacks seem to cluster.   Since targeted attacks can be short-lived, the attacks in this list will typically drop off of this list after a few days. 







Office 365 위협보호
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• Protect users by enabling message reporting of potential phish







Windows 10 Edition Security differences

Cloud based

EDR Security

Basic security

Effective for targeted attacks

Virtualization-Based Security

 Windows Defender Antivirus

 Windows Defender Smart Screen

 Windows Defender Firewall

 Windows Defender Exploit Guard

Pro

Enterprise E3

Enterprise E5

Increase convenience

Security

 Group Policy

 BitLocker

 Windows Hello for Business

 Windows information Protection

 Windows Defender Device Guard

 Windows Defender Application Control

 Windows Defender Credential Guard

 Windows Defender Application Guard

 Windows Defender Advanced Threat Protection (ATP)

 Windows Trusted Boot

 Trusted Platform Module

 Windows Hello

 Windows Update

 Universal Windows Platform

For medium and large 

enterprises

For consumers

For medium and large 

enterprises

For small Businesses

27

 Including above all

 Including above all

 Including above all
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Polymorphism

























Windows Defender Antivirus Cloud Protection:
Real-time defense





Windows Defender Antivirus관리방안

45

배포 Intune PowerShell/
Group Policy SCCM

시그니처
업데이트 Windows Update WSUS SCCM

리포트 Windows Defender ATP Windows Analytics
Update Compliance SCCM

원격스캔 Windows Defender ATP Intune SCCM













라이선스



Key Takeaways




