


Microsoft Defender for Cloud 

Apps

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/?view=o365-worldwide
https://www.microsoft.com/en-us/security/business/cloud-app-security
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/defender-for-identity/?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-docs?view=o365-worldwide
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-application-guard/md-app-guard-overview


보호 Microsoft Defender in 

Active Mode

Microsoft Defender in 

Passive Mode

EDR in Block Mode

Real time protection Yes No No

Cloud delivered 

protection

Yes No No

Attack Surface Reduction Yes No No

File scanning and 

detection information

Yes Yes Yes

Threat remediation Yes
When Microsoft Defender Antivirus is in passive 

mode, threat remediation features are active only 

during scheduled or on-demand scans.

Yes

Security intelligence 

updates

Yes Yes Yes

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-real-time-protection-microsoft-defender-antivirus?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-cloud-protection-microsoft-defender-antivirus?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/review-scan-results-microsoft-defender-antivirus?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-remediation-microsoft-defender-antivirus?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-updates-baselines-microsoft-defender-antivirus?view=o365-worldwide


Defender AV가 active 일때지원되는기능





COVID를주제로한공격: 미국

뉴스헤드라인과일치하는멀웨어발생

Microsoft Digital Defense Report 2020

https://www.microsoft.com/en-us/security/business/security-intelligence-report




Endpoint Protection 

Platforms Magic Quadrant에서
Microsoft를리더

로선정

실제탐지에있어선도

지속적으로높은점수를
획득

SC Media의
완벽한별 5개등급평가

Microsoft는 RSAC 2020에서



플랫폼전반에서엔드포인트보안성기능제공

Azure Virtual Desktop































Microsoft





















AMSI

https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp






블로그

https://cloudblogs.microsoft.com/microsoftsecure/2018/10/26/windows-defender-antivirus-can-now-run-in-a-sandbox/


블로그

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/tamper-protection-now-generally-available-for-microsoft-defender/ba-p/911482


블로그

https://www.microsoft.com/security/blog/2020/06/17/uefi-scanner-brings-microsoft-defender-atp-protection-to-a-new-level/


blog

https://www.microsoft.com/security/blog/2020/03/09/behavioral-blocking-and-containment-transforming-optics-into-protection/




공격이점점더복잡해지고여러단계로확장됨에따라
탐지된위협을이해하기가어렵습니다.









Announcement blog

https://techcommunity.microsoft.com/t5/What-s-New/New-Windows-Defender-ATP-Incidents-narrate-the-end-to-end-attack/ba-p/282666










수동경고조사및해결작업에압도된분석가

분석가 1 분석가 2

Alert queue
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