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o8 Microsoft Security

Microsoft Entra

Secure access for a connected world




Azure Active Directory
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Microsoft Entra

Secure access for a
connected world.
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The new brand architecture for Identity aligns
to the Security market and product strategy

o Microsoft Security
Product categories

Identity Security Compliance Privacy Management
Microsoft Microsoft Microsoft Microsoft Microsoft
Entra Defender Purview Priva Endpoint
Manager
Microsoft

Sentinel



Product and feature name updates Features

fom
Products Azure AD Conditional Access
Azure AD MFA

from Azure AD Identity Protection

Azure Active Directory (Azure AD) L —
CloudKnox Permissions Management Azure AD Privileged Identity Management
Verifiable credentials in Azure Active Directory Azure AD Access Reviews No —
Azure Active Directory External Identities Azure AD Entitlement Management
Microsoft Authenticator Azure AD app gallery
Microsoft Passwordless M!crosoft Entra Passwordless (for commercial) Azure AD App Proxy
Microsoft Passwordless (for consumer) Active Directory Federation Services (AD FS)

Licensing SKUs Azure AD password hash synchr.oni%ation
Azure AD pass-through authentication

Azure AD Premium 1 Azure AD Connect Health
CloudKnox Permissions Management Azure AD RBAC
Azure AD roles

Microsoft Identity Platform

Microsoft Identity Management (MIM)




Microsoft’s Investments CloudKnox Security Inc )
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Microsoft acquires CloudKnox Security to offer unified privileged access and
cloud entitlement management - The Official Microsoft Blog



https://blogs.microsoft.com/blog/2021/07/21/microsoft-acquires-cloudknox-security-to-offer-unified-privileged-access-and-cloud-entitlement-management/

Microsoft Security

Microsoft Zero Trust architecture
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Microsoft Zero Trust architecture
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Zero Trust solutions
from Microsoft
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m Microsoft Security

Microsoft Entra Permissions Management (MEPM)



HHfE CEXILF IS5 R ERIC

IDIRCEDS 2 DL ED
JINTUwH 50 REAS
FIFHU TL\A 5B




YIWVF I39RDOEAICEY, N=-32v23aV (BT 3T ah 4

L

JIIREBTEESS ID. YUY,
HeaE. AT UT O MBI R

90% 8% 5 ID I, [FE5EINTIN-3Y
23Y®M 5% FKiwmUNMERLTLEL

50% ZBAB3/N-IYYayHEYRITHY.,
AR E A | X RIREEN H D




EHINTOWEWN-SyaVIcdoT

WEEH AR

yY3Y

-~

IN-

N=3vyo3aYy
FrwJ

DNAGRYVEVRUVEY WS X
SFERE R RSO AN

IAM £EXIVT1DF-LH, NIVFI5
IFBIESEFETN-ZyYIVEEETS
PERDEMEENIE K

BRNILEERHS/N-ZYvVIVDR
RICLBEEFYRIDIEM



VIVFIIIRRIBEFTN-2vY3aVE2EE TSI
T T0-FHRE

RS DFRIIT, FTL LY
FCENGYT0-F 49 oBT7T0-F

) BEDERRTCTITIETAICED N
ACRYVEVIOINE=!

AVTNYRTCHIYRIDIN-3Iv3aVIC
— R T A RA]

) WEETAAD ID ZfEEeIICEEAR L.
MERRT-TJ%BS1E




Microsoft Entra Permissions Management
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Microsoft
Entra Permissions
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https://www.microsoft.com/ja-jp/security/business/identity-access/microsoft-entra-permissions-management#office-StandaloneSKU-935qzbq
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https://aka.ms/TryPermissionsManagement
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https://aka.ms/TryPermissionsManagement
aka.ms/PermissionsManagement
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