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Welcome to your

Windows 365 Cloud PC

* A new solution for today’s flexible work needs
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Your content
wherever you go
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Consistent settings
across devices
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Scalable storage
based on your needs

0

Compute options for
different users
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The apps you need,
when you need them
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Unified security and
identity management
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Demo

« Microsoft Hosted Network % &R L 7-
Windows 365 Enterprise 1
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« Windows CPC
(Link OS)
« Boot to Cloud

Windows 10
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‘ Internal risks

‘ External threats

87% of organizations Man-in-the-
report having a data Middle attack
breach incident in (MitM)

the past 12 months'

Key Evolving Identity-based loT-based
threats attacks attacks

organizational

Up to $15 million: Malware, 27% of data

[ )
Sec u rl ty Seactr;zzlizgféeorfts Supply chain phishing, Injection security.glcidjnts
i considere
for organizations' AlEd e szgfll:g’ attacks “severe"?

challenges

Al-powered DoS and DDoS
attacks attacks

' Rethinking Security from the Inside Out by Microsoft Security, March 2024
2Data Security Index: Trends, insights, and strategies to secure data by Microsoft Security, September 2024



https://microsoft.sharepoint.com/:b:/r/teams/capcmrhubstorage/Prod/researches/669a0794-fced-47ac-b1d6-208c1b23c9ab/MSFT%20Adaptive%20Protection%20Whitepaper%202.26.24.pdf?csf=1&web=1&e=MXpBIa
https://info.microsoft.com/ww-landing-data-security-index.html?lcid=en-us

What do organizations need”

@ © ©

Protect identity across Prevent unauthorized Protect data
fragmented systems access

E

Monitor and analyze in Comply with regulations Work across different
real time systems
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How Windows Cloud solutions help

Identity provisioning

Granular IT-defined re-authentication
policies help ensure only authorized
people can access your devices

Analyze and manage
insider risk
Microsoft Defender and Microsoft

Purview Insider Risk Management help
detect and mitigate insider threats

Control access

Secured access protocols, such as
multi-factor authentication (MFA) and
Conditional Access policies, help
ensure authorized access to virtual
environments

Meet compliance
requirements

Trusted and secured solutions that

comply with over 90 global, regional,

and industry-specific standards and
regulations

Secure data

Data protection features such as
screen capture protection,
watermarking, unidirectional clipboard
and encryption (including Microsoft
Purview Customer Key) help keep your
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Interoperate

Connects with Microsoft Intune,
Microsoft Entra, and Microsoft
Defender; support from third-party
solutions and security providers



Windows Cloud solutions integrate with Microsoft Security

Zero Trust principles

Identity

Microsoft Entra

Organization policy

Classify, label,

Data security

Data

Microsoft Purview

encrypt
Management ; Apps
: 1 : | o=
Microsoft Intune ! solutions 3 Adaptlve ””” 0= Microsoft Defender for
Microsoft Defender for ﬁ ()2 ‘ access Cloud Apps
Endpoint 3 \
Devices Network

Microsoft Entra Private Access

(Physical endpoint /
Cloud PCs / . . i
Virtual Machines Threat intelligence Microsoft Entra Internet Access
Microsoft Sentinel

D i e Visibility and Analytics -------------- >

- m Automation ------------------ >

Click here to learn more about Microsoft Security



https://www.microsoft.com/security

What makes Windows Cloud solutions securea J0

Secured by default
Windows Cloud solutions security protections are enabled by default, require no extra effort for security

@I admins, and are not optional to choose
Secured identity Secured access Secured data
Securing Establish secured identities for Control access to apps and data Secure and protect data with
your users Windows experience while based on device management session hosts using Zero Trust
minimizing risks state and user’s risk profile foundation principles

Secured by design

Security is integral to our designs, ensuring each update is rigorously
vetted for access control and vulnerabilities.

Secured
platform Secured operations
Security controls and monitoring are continuously improved to mitigate current and future threats.

Zero Trust principles
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https://learn.microsoft.com/ja-jp/microsoft-365/fasttrack/introduction
https://learn.microsoft.com/ja-jp/microsoft-365/fasttrack/introduction
https://learn.microsoft.com/ja-jp/microsoft-365/fasttrack/introduction
https://learn.microsoft.com/ja-jp/microsoft-365/fasttrack/introduction
https://learn.microsoft.com/ja-jp/microsoft-365/fasttrack/introduction
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Microsoft

Best of Microsoft Recap Days Japan
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