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User credentials are constantly at risk of a breach

/8 &)

of breaches are caused of passwords of employees use non-
by credential theft are duplicates approved apps for work




Identity challenges for today’s organizations

Explosion of apps, devices,
and users outside of the
corporate network

Increase in identity
attacks and lack of
visibility and control

AN

Evolving data privacy and
security regulations to
comply with

il

Demands for increased
productivity and
IT modernization



|dentity is the new control plane
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Microsoft Azure Active Directory



The world'’s #1 enterprise identity service

19.3m

organizations

100m

paid Azure AD/EMS
seats

R

1.28

identities

8s

daily Azure AD
authentications

s

9

810«

Third-party apps
in Azure AD

90+

of Fortune 500
companies

(5

Jan 2019



Customer stories
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Shared threat data
from partners,
researchers, and
law enforcement
worldwide

6.5 trillion correlated signals per day O
Microsoft Intelligent Security Graph

OneDrive

Outlook

930M

threats detected
on devices
every month

200 T e Botnet data
global cloud consumer from Microsoft

and commercial - .
services /7 D'g'tal Crimes

Unit
*0

Xbox Live

400B

emails
analyzed

1.2B

devices scanned
each month

Microsoft
accounts

Enterprise security

for 90% of

Fortune 500

18B + Bing web
pages scanned

450B

monthly
authentications

1.1B+ Azure
user accounts




Azure AD conditional access

Azure AD
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| want to control access based on conditions

CONDITIONAL
ACCESS RISK
TRAVEL EXPENSE
APP
USER I High
@ Health:Fully patched
&B > @& Config:Managed — Medium > $
=— @ Last seen: London, UK
Allow access Q
& Role: Sales Account Rep > Low
& Group: London Users
& Client: Mobile
& Config: Corp Proxy
& Location: London, UK
& Last Sign-in: 5 hrs ago



| want to control access based on conditions

USER

A\ 4

B [

Role: VP Marketing
Group: Executive Users
Client: Mobile
Config: Corp Proxy
Location: London, UK
Last Sign-in: 5 hrs ago

User is a member of

! .
= a sensitive group.

CONDITIONAL
ACCESS RISK

I High

CONFIDENTIAL
SALES APP

@ Health:Fully patched
@& Config:Managed — Medium
@ Last seen: London, UK

> Low Require MFA

CONDITIONAL
ACCESS POLICY

Select the controls to be enforced.

O Block access
® Allow access

|z, Require multi-factor authentication
D Require Azure MFA registration

D Require password change

A 4

Application is classified
High Business Impact.



| want to control access based on conditions

CONDITIONAL
ACCESS RISK

USER I High SALES APP

& Health: Unknown
&B > =] & Client: Browser SN Medium s
I\ Config: Anonymous

!\ Last seen: Asia

& Role: Sales Account Representative > Low Block access

& Group: London Users Force password
& Client: Mobile reset

& Config: Corp Proxy

& Location: London, UK

@ Last Sign-in: 5 hrs ago

. Anonymous IP

1. Unfamiliar sign-in location for this user



Secure authentication

Getting to a world without passwords

Windows Hello Microsoft Authenticator FIDO2 Security Keys




Demo






m Microsoft

Thank You

© Copyright Microsoft Corporation. All rights reserved.



