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Welcome to our #virtual Roundtable
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I like to understand better why

the Business involvement is so

important for the Digital

Transformation Journey

HOW

We start with a Road to the Cloud to ensure a common End2End

1. Press the “Chat” icon in Teams

2. Ongoing Ask your questions in the Chat
3. Continuously vote questions —then
more thumbs up then higher the priority
in the 2"d Roundtable Session

understanding and wording. This session will be followed by
more interactive conversation based on your questions in the 2nd
Roundtable Session.

Please continuously raise your questions and ideas in our Chat.



How to monitor O
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Monitoring Challenges

() o\ s

High numbers of Complex service / Services and Lack of automated Security and
alerts (Alert Fatigue) application applications rapidly responses compliance
dependencies changing requirements



Cloud / Hybrid Monitoring Models
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Based on Cloud Adoption Framework aka.ms/caf

Monitoring Plan

What? How?

- Start ?arly during strategy and Describes goals and objectives,
planning phase of a project @ requirements and other
important details

- Include modern monitoring

disciplines: Observe, measure, n Defines the line of visibility
respond, learn, and improve ﬁ > between Service Provider and
= consumer

- Get agreement from relevant

stakeholders incl. Business I’  Describes how to develop and
stakeholder /) operate monitoring solutions


https://aka.ms/caf

Based on Cloud Adoption Framework aka.ms/caf

Monitoring Plan

Business Perspective Service Perspective Technology Perspective
« Business value streams - Definition of Service « User stories and scenarios
and risks « Service Map « Component dependency
 Stakeholders and » Roles and accountabilities map
consumers « Service agreements (incl. « Technical targets

- End-user perspective Partner/Supplier) « And more...
« And more...



https://aka.ms/caf

Data sources — Example Azure Subscription

i Logs i Log Analytics
Activity Azure Portal
Log
Service Health
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Data sources — Example Azure Resource
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Metrics

Azure Resources

Non-Azure destinations




Azure Monitor -

Workloads

Infrastructure

Azure Platform

Custom Sources
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Comparison with System Center Operations Manager

Azure Monitor

« Designed for the cloud but can monitor on-premises systems
« Modern APM capabilities (Application Insights)

 Natively integrates with Azure Platform (Diagnostic Settings)

Operations Manager

« Designed for on-premises and then extended to the cloud

« Well established for Server Workloads (existing Management Packs)
« Custom work required for Business Applications

« Lack of modern APM capabilities

Full comparison can be found here: Cloud monitoring platforms
overview - Cloud Adoption Framework | Microsoft Docs



https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/platform-overview

Skills relevant for Monitoring

- Understand the fundamentals of Cloud Infrastructure / Cloud Applications
- Understand Azure Management tools & services
- Understand diagnostic settings of Azure Resource types

- Scripting languages
- Kusto Query Language (KQL)
- Azure PowerShell / CLI
- JSON & XML



What can monitoring
learn from Cyber Security?




What is Cyber Security?

» Cybersecurity is the practice of protecting computers, servers, mobile devices, electronic systems, networks, and data from malicious attacks.
« The term applies in a variety of contexts, from business to mobile computing, and can be broken down into a few common categories.

Identity and access
management

Your universal platform
for managing and
securing identities.

Threat
protection

Stop attacks with built-in
and automated security.

Information
protection

Protect your sensitive data
— wherever it resides or
travels.

------
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Cloud
security (Security
management)

Protect your cross-cloud
resources.



Secure assets where they are with Zero Trust

Simplify security and make it more effective

Classic Approach Zero Trust
Restrict everything to a ‘secure’ network Protect assets anywhere with central policy



Cyber Monitoring Challenges
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About 70 security talent scarcity huge volume of 44 % of these alerts ~ Missing automation
products from 35 alerts (Alert go uninvestigated
different vendors Fatigue)



Correlation

Events, alerts and incidents

Incident Response requires technical

actions + process management

CASE (TICKET)
Process Elements for Managing Incidents (Owner, Activity History, etc)

INCIDENT

An occurrence that may potentially jeopardize the
confidentiality, integrity or availability of an information system

A significant &
identifiable change in the
IT environment. Usually, a

single entry in o log




Threat intelligence

- Microsoft example
- trillions of daily signals, across all clouds and all platforms
- holistic view of the global security ecosystem

- latest in machine learning and artificial intelligence techniques
- taking automated actions

- providing actionable intelligence to security teams for analysis



Native Integration

— Microsoft Threat Protection

Cloud Native SIEM + SOAR - Azure Sentinel

Built on Azure Monitor, Logic Apps, and Micrasoft's UEBA/ML Technology

+

' Identity Protection r Clowd App Securty Y r
“

Depth
* High quality alerts
* End to end investigation and remediation

. ' |

Breadth
Unified Alert Queue
Customized Alerts

ENDPOINT IDENTITY SaasS AZURE Event Log Data from Devices, Services, ond
Microsoft Defender for Microsoft Defender for Microsoft 365 Oefender Azure Defender Security Tools (3rd party and Microsoft)
Endpoint (EDR) identity + Azure AD for Office « Microsoft - : - -




Machine learning

Reducing Alert Fatigue

Analyzing activities across multiple cloud services into high-fidelity security cases

3008
p—— 28M

4 | 1 B Identity detections

S 20M 320 18
anomalous Office 365 actions
subgraphs cases
3.2B 2M
Azure admin actions Anomalous Azure actions
Service layer Anomalous behaviors Convert Score each subgraph

raw events & detections to graph with Machine Learning



User and entity behavior analytics (UEBA)

100%

of raw events

30%
of raw events Based on security research

Anomalies

10%

of raw events

<1%

of raw events

»

Reduce events volume



Automation

e When a response to an Azure Sentinel alert is triggered

I
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! Condition

And
:I u Selected.. x 5 equal to Block user and IP

-+ Add

If true If false

. Block user in Azure AD Close incident in Service Now("re

Block IP Palo Alto

i Add an action

+ New step



Community

& microsoft / AzureMonitorCommunity ' Public I\ Notifications

<> Code (@ Issues 12 i Pull requests 6 Q) Discussions () Actions [ Projects [ Wiki @ Security |~ Insights

Y master ~ ¥ 3 branches 2 tags Go to file About
An open repo for Azure Monitor queries,
e shijatsu Merge pull request #103 from aravindsundaram/master ... beaseas 20 days ago ¥ 241 commits workboaoks, alerts and more
B Azure Services Merge pull request #103 from aravindsundaram/master 20 days ago W Readme
83 MIT license
BB Scenarios Added workbook to compare MMA and AMA status last month
& Code of conduct
M Solutions multi cpi instance monitoring upgrade 13 months ago ¥ 522 stars
[ CODE_OF_ CONDUCT.md Initial CODE_OF_CONDUCT.md commit 2 years ago & 70 watching
230 fork
[ CONTRIBUTING.md Added query metadata explanation 2 years ago ¥ ks
[ LICENSE Updating LICENSE to template content 2 years ago
Releases 2
[ READMEmd Adding animated gifs for 2 workbooks 2 years ago
B ‘ > Official Microsoft Sample (:Latest:)
[ SECURITY.md Initial SECURITY.md commit 2 years ago on 23 Jun 2020 —
+ 1 release
:= README.md
H H Packages
Azure Monitor Community 9

No packages published

This public repo serves the Azure Monitor community. It contains log queries, workbooks, and alerts, shared to help Contributors 34

TOE 99
Contents - Q =l 0

Queries - copy and paste queries to your Log Analytics environment, or run on the Log Analytics Demo Environment + 23 contributors

Azure Monitor users make the most of it.

Workbooks - the workbooks in this repo can be deployed as ARM templates to your Azure Monitor environment

Alerts - the alerts in this repo are log-based, meaning they are in fact log queries. You can run them on the Log
Analytics Demo Environment or use them to create and test alerts on your own environment
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General Guidance

- Monitoring Strategy/Plan comes first,
Monitoring tools second

 Create visibility across multiple layers

- Define the right log sources

« Reduce alert noise, leverage automation
« Kusto Query Language (KQL) is key

« Machine Learning reduces the amount of
alerts




Additional Resources

- Cloud monitoring guide - Cloud Adoption Framework | Microsoft Docs

- AZ-305: Design identity, governance, and monitor solutions - Learn | Microsoft
Docs

- Monitor the usage, performance, and availability of resources with Azure
Monitor - Learn | Microsoft Docs

- Cloud monitoring strategy - Cloud Adoption Framework | Microsoft Docs

- Health Endpoint Monitoring pattern - Azure Architecture Center | Microsoft
Docs

- 6 strategies to reduce cybersecurity alert fatigue in your SOC - Microsoft
Security Blog



https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/
https://docs.microsoft.com/en-us/learn/paths/design-identity-governance-monitor-solutions/
https://docs.microsoft.com/en-us/learn/paths/monitor-usage-performance-availability-resources-azure-monitor/
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/monitoring-strategy
https://docs.microsoft.com/en-us/azure/architecture/patterns/health-endpoint-monitoring
https://www.microsoft.com/security/blog/2021/02/17/6-strategies-to-reduce-cybersecurity-alert-fatigue-in-your-soc/

= Microsoft

Thank you
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