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Welcome to our #virtual Roundtable

We start with a Road to the Cloud to ensure a common End2End 

understanding and wording. This session will be followed by 

more interactive conversation based on your questions in the 2nd

Roundtable Session. 

Please continuously raise your questions and ideas in our Chat.

HOW

2. 

3. 

1.

1. Press the “Chat” icon in Teams

2. Ongoing Ask your questions in the Chat

3. Continuously vote questions –then 

more thumbs up then higher the priority 

in the 2nd Roundtable Session



How to monitor 

from the cloud



Monitoring Challenges

High numbers of 

alerts (Alert Fatigue)

Complex service / 

application 

dependencies

Services and 

applications rapidly 

changing

Lack of automated 

responses

Security and 

compliance 

requirements



Cloud / Hybrid Monitoring Models

• Environments with different 

characteristics

• Different levels of responsibility

• Move toward SaaS services does 

not eliminate your monitoring 

responsibility

Responsibility S
o

ft
w

a
re

 a
s 

a
 

S
e
rv

ic
e
 (

S
a
a
S
)

P
la

tf
o

rm
 a

s 
a
 

S
e
rv

ic
e
 (

P
a
a
S
)

In
fr

a
st

ru
c
tu

re
 a

s 
a
 

S
e
rv

ic
e
 (

Ia
a
S
)

O
n

-p
re

m

C C C C

C C C C

C C C C

S S C C

M S C C

M S C C

M M C C

M M M C

M M M C

M M M C

M Microsoft



How to move forward?



Monitoring Plan

What?

 Start early during strategy and 

planning phase of a project

 Include modern monitoring 

disciplines: Observe, measure, 

respond, learn, and improve

 Get agreement from relevant 

stakeholders incl. Business 

stakeholder

How?

Describes goals and objectives, 

requirements and other 

important details

Defines the line of visibility 

between Service Provider and 

consumer

Describes how to develop and 

operate monitoring solutions

Based on Cloud Adoption Framework aka.ms/caf

https://aka.ms/caf


Technology Perspective

• User stories and scenarios

• Component dependency 

map

• Technical targets

• And more…

Monitoring Plan

Business Perspective

• Business value streams 

and risks

• Stakeholders and 

consumers

• End-user perspective

• And more…

Service Perspective

• Definition of Service

• Service Map

• Roles and accountabilities

• Service agreements (incl. 

Partner/Supplier)

Based on Cloud Adoption Framework aka.ms/caf

https://aka.ms/caf


Data sources – Example Azure Subscription



Data sources – Example Azure Resource

                      

             

                

    

               

                    

       

       

              

            

                  

                

                

      

   



Azure Monitor - Overview



Comparison with System Center Operations Manager

Azure Monitor

• Designed for the cloud but can monitor on-premises systems

• Modern APM capabilities (Application Insights)

• Natively integrates with Azure Platform (Diagnostic Settings)

Operations Manager

• Designed for on-premises and then extended to the cloud

• Well established for Server Workloads (existing Management Packs)

• Custom work required for Business Applications

• Lack of modern APM capabilities

Full comparison can be found here: Cloud monitoring platforms 

overview - Cloud Adoption Framework | Microsoft Docs

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/platform-overview


Skills relevant for Monitoring

 Understand the fundamentals of Cloud Infrastructure / Cloud Applications

 Understand Azure Management tools & services

 Understand diagnostic settings of Azure Resource types

 Scripting languages
 Kusto Query Language (KQL)

 Azure PowerShell / CLI

 JSON & XML



What can monitoring 

learn from Cyber Security?



• Cybersecurity is the practice of protecting computers, servers, mobile devices, electronic systems, networks, and data from malicious attacks. 

• The term applies in a variety of contexts, from business to mobile computing, and can be broken down into a few common categories.





Cyber Monitoring Challenges

About 70 security 

products from 35 

different vendors

talent scarcity huge volume of 

alerts (Alert 

Fatigue)

44 % of these alerts 

go uninvestigated

Missing automation



Correlation



Threat intelligence

 Microsoft example

 trillions of daily signals, across all clouds and all platforms

 holistic view of the global security ecosystem

 latest in machine learning and artificial intelligence techniques

 taking automated actions 

 providing actionable intelligence to security teams for analysis



Native Integration



Machine learning



User and entity behavior analytics (UEBA)



Automation



Community



Summary



General Guidance

• Monitoring Strategy/Plan comes first, 

Monitoring tools second

• Create visibility across multiple layers

• Define the right log sources

• Reduce alert noise, leverage automation

• Kusto Query Language (KQL) is key

• Machine Learning reduces the amount of 

alerts



Additional Resources

 Cloud monitoring guide - Cloud Adoption Framework | Microsoft Docs

 AZ-305: Design identity, governance, and monitor solutions - Learn | Microsoft 

Docs

 Monitor the usage, performance, and availability of resources with Azure 

Monitor - Learn | Microsoft Docs

 Cloud monitoring strategy - Cloud Adoption Framework | Microsoft Docs

 Health Endpoint Monitoring pattern - Azure Architecture Center | Microsoft 

Docs

 6 strategies to reduce cybersecurity alert fatigue in your SOC - Microsoft 

Security Blog

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/
https://docs.microsoft.com/en-us/learn/paths/design-identity-governance-monitor-solutions/
https://docs.microsoft.com/en-us/learn/paths/monitor-usage-performance-availability-resources-azure-monitor/
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/monitoring-strategy
https://docs.microsoft.com/en-us/azure/architecture/patterns/health-endpoint-monitoring
https://www.microsoft.com/security/blog/2021/02/17/6-strategies-to-reduce-cybersecurity-alert-fatigue-in-your-soc/
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Thank you

The following slides contain preliminary information that may be changed substantially prior to final commercial release of the software described herein.

The information contained represents the current view of Microsoft Corporation on the issues discussed as of the date of the presentation. Because 

Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot 

guarantee the accuracy of any information presented after the date of the presentation.

This presentation is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION 

IN THE ROADMAP PORTION OF THIS PRESENTATION.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this 

presentation. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this information does not give you any license 

to these patents, trademarks, copyrights, or other intellectual property.
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