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Complex, challenging, and increasingly dangerous

Å600 million attacks every day

ÅMeeting the challenge: focus and commitment from 
individual users to executive level

ÅGovernments must impose deterrent consequences

ÅAI can help defenders restore balance
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  Satya Nadella, Microsoft CEO
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Our presence in the
digital ecosystem
positions us to
observe key trends
in cybersecurity.
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on cybersecurity
are framed through
50 years of experience

and insight.

Billions of customers 

globally, from a 

broad and diverse 

spectrum of 

organizations,          

and consumers.

78 trillion security 

signals per day

1,500 unique threat 

groups tracked
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Chapter 1

The evolving cyber 

threat landscape

How have trends and tactics 

changed?

Nation-state threats

Ransomware

Fraud

Identity and social engineering

DDoS



Nation-state threat activity by the numbers

ÅState-affiliated threat 
actors played a persistent 
supporting role in broader 
geopolitical conflicts.

ÅThe Education and 
Research sector became 
the second most targeted 
by nation-state threat 
actors.

Source: Microsoft Threat Intelligence



Nation-state threat activity 
by the numbers
ÅState-affiliated threat actors played a persistent 

supporting role in broader geopolitical conflicts.

ÅThe Education and Research sector became the 
second most targeted by nation-state threat actors.

Threat actors from Russia, China, Iran, and North Korea 

pursued access to IT products and services, 

in part to conduct supply chain attacks against 

government and other sensitive organizations.

Source: Microsoft Threat Intelligence



Russia: Nation-state threat actor activity

Blizzard

Russia

Approximately 75% of targets were in 

Ukraine or a NATO member state, as 

Moscow seeks to collect intelligence on the 

Westõs policies on the war. Ukraine remains 

the country most targeted by Russian actors.

Russian actors focused 

their targeting against 

European and North 

American government 

agencies and think tanks, 

likely for intelligence 

collection related to the 

war in Ukraine. Actors like 

Midnight Blizzard also 

targeted the IT sector, 

suggesting it was in part 

planning supply chain 

attacks to gain access to 

these companiesõ clientõs 

networks for follow -on 

operations.

Source: Microsoft Threat Intelligence



China: Nation-state threat actor activity

Typhoon

China

Chinese threat actorsõ targeting efforts remain 

similar to the last few years in terms of 

geographies targeted and intensity of targeting 

per location. While numerous threat actors 

target the United States across a wide variety of 

sectors, targeting in Taiwan is largely limited to 

one threat actor, Flax Typhoon.

Most Chinese threat activity 

is for intelligence collection 

purposes and was especially 

prevalent in ASEAN countries 

around the South China Sea. 

Granite Typhoon and 

Raspberry Typhoon were the 

most active in the region, 

while Nylon Typhoon 

continued to target 

government and foreign 

affairs entities globally.

Source: Microsoft Threat Intelligence



Iran: Nation-state threat actor activity

Sandstorm

Iran

Iran placed significant focus on Israel, especially after 

the outbreak of the Israel-Hamas war. Iranian actors 

continued to target the US and Gulf countries, 

including the UAE and Bahrain, in part because of their 

normalization of ties with Israel and Tehranõs perception 

that they are both enabling Israelõs war efforts.

Iranian targeting focused 

on education, IT, and 

government as part of 

strategic intelligence 

collection. Iranian actors 

often target the IT sector to 

gain access to downstream 

customers, including those 

in government and the 

defense industrial base 

(DIB). òAll othersó includes 

media and think tanks or 

NGOs, which Iran often 

targets to gain insights into 

dissidents, activists, and 

persons who can impact 
policymaking.

Source: Microsoft Threat Intelligence



North Korea: Nation-state threat actor activity

Sleet

North Korea

The United States remained the most heavily 

targeted country by North Korean threat 

actors, but the United Kingdom rose up the 

ranks this year to second place. There were an 

additional 44 countries targeted by North 

Korean threat actors.

North Korean threat actors 

targeted the IT sector the 

most, particularly to 

conduct increasingly 

sophisticated software 

supply chain attacks. They 

also continued to heavily 

target experts in the 

education sector for 

intelligence collection. 

The òAll othersó category 

comprised seven other 

sectors.

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers
Regional sample of activity levels observed

Source: Microsoft Threat Intelligence data



Defending elections against 

influence campaignsñas well as 

opportunistic cybercriminal

effortsñdemands a collective 

commitment from industry, media, 

and governments alike.

The convergence and parallel nature 

of nation -state operations 

throughout 2024 underscores just 

how persistent adversarial states are 

in their attempts to exert influence 

over US elections and outcomes. 

Left unchecked, this poses a critical 

challenge to US national security 

and democratic resilience.

Election 

interference



The many faces of hybrid war
Following the outbreak of the Israel -Hamas war, Iran surged its cyber, influence, and cyber-enabled 

influence operations against Israel.

From October 7, 2023, to July 2024, nearly half of the Iranian operations Microsoft observed targeted 
Israeli companies.

Iranõs most targeted countries prior to                     

the Israel-Hamas conflict (July-October 2023)

Iranõs most targeted countries after the start of        

the Israel-Hamas conflict (October 2023-June 2024

Source: Microsoft Threat Intelligence



Deterring the most 
advanced threats
A more robust deterrent framework 
will help to promote stability,                      
protect critical infrastructure, and 
avoid some of the most harmful 
cyberattacks.

1. Strengthen international norms 
and diplomacy.

2. Sharpen government attributions 
of malicious activity.

3. Impose deterrent consequences.



Election interference
The goal of some nation-state-backed threat actor groups is to 
influence and undermine the results of democratic elections. 

A collective commitment from industry, media, and governments is 
needed to defend against these threats. 

Elections create 
impersonation 
opportunity

Microsoft Digital 

Crimes Unit monitors 

for domains related to 

elections around the 

world, to detect 

impersonations.

Source: Microsoft Threat Intelligence



Ransomware trends and insights
Organizations with ransom -linked encounters continues to increase while 
the percentage of those ransomed is decreasing (July 2022 -June 2024)

Although organizations with ransom-linked encounters continues to increase, the percentage that are ultimately 
ransomed (reaching encryption stage) decreased more than threefold over the same time period.

2.75x
Increase year over year       
in human-operated 
ransom-linked encounters

92%
Of successful ransom attacks 
leveraged an unmanaged 
device in the network

3x
Threefold decrease in ransom
Attacks reaching encryption 
stage over the past two years

Source: Microsoft Defender for Endpoint



Fraud landscape and trends
The ever-growing threat of cyber -enabled financial fraud

ÅMicrosoft suspended nearly 64 million           

abusive service accounts in 2023.

ÅWorking with industry and law enforcement 

partners to disrupt fraud actors in the real world. 

ÅWorking with law enforcement partners to 

improve intelligence exchange on cyber threats.

E-commerce fraud
ÅThe growth of the cybercrime-as-a-service economy gives criminals easier access to 

stolen data and fraudulent tools.

ÅMicrosoft conducted over 1.6 billion risk evaluations for potential payment fraud and 

rejected $1.58 billion US in fraudulent transaction requests.



Fraud landscape and trends: Impersonation
Deepfakes
As deepfakes become more common in 

the business environment, organizations 

will have to implement countermeasures, 

such as requiring additional verification 

for transactions.

Corporate 
impersonation

Account takeovers
Most ATOs still happen through 

simple methods like password 

spraying, phishing, keylogging, 

and using passwords from 

previous attacks found on the 

web.

Techscam
>70% of these malicious 

entities are active for less 

than two hours, meaning 

they may be gone before 

theyõre even detected.

The daily volume of techscam traffic 

escalated by 400% since 2022, in 

contrast to the 180% increase in 

malware and 30% in phishing.

Source: SmartScreen log data



Fraud landscape and trends: phishing

775 million
email messages contained malware

QR code phishing
By their nature, QR codes obscure the 
destination from the user, which creates 
a challenge for security



Identity attacks in perspective
Password-based attacks continue to dominate, but can be thwarted by using strong 

authentication methods.

More than 
99% of identity

attacks are
password attacks

Breach replay

Password spray

Phishing

Rely on predictable human behaviors such as 
selecting easy passwords, reusing them on multiple

websites, and fall prey to phishing attacks

<1%
of attacks

MFA attacks

    SIM swapping
    MFA fatigue
    AitM

Post-authentication attacks

    Token theft
    Consent phishing

Infrastructure  compromise

7,000
Password attacks per second

39,000
Token theft incidents per day

146% 
Rise in AiTM phishing attacks



Stormy skies:            

the rise of

cloud identity 

compromise

An attacker who manipulates 

identity can also manipulate any 

resource or process that identity 

is trusted to access, including 

email, other cloud services, or 

the on-premises environment.



DDoS:

Stealthier threats 

emerge

The increased focus of DDoS 

attacks on the application 

layer has created a greater 

risk of impact on business 

availability.



Chapter 2

Centering our 

organizations 

on security

What is the path forward 

to improve resilience?

Secure Future Initiative

Strategic cybersecurity

Incident response

Critical environments



Tackling technical debt and shadow IT for a secure future

Putting security above all else
The Microsoft Secure Future Initiative (SFI)

is a multiyear initiative to evolve the way we

design, build, test, and operate our products and 

services, to achieve the highest possible standards 

for security.

Itõs our long-term commitment to protect

both the company and our customers in the ever-

evolving threat landscape.

730k
SFI non-compliant apps 
eliminated

5.75 million
Inactive tenants eliminated, drastically reducing 
the potential cyberattack surface



Strategic approaches 
to cybersecurity:    
data security

It is no longer enough to focus solely on the 

data; itõs just as important to understand how 

that data moves within the organization, how 

users, customers or partners interact with it, 

and what level of risk is acceptable for the 

organization.

Data doesnõt move on its own. Itõs moved by 

people.



Hierarchy of cybersecurity needs
Drawing inspiration from Maslowõs hierarchy of needs, this graphic illustrates a prioritization of cybersecurity, starting with the most basic need: 

protecting identities. AI has a role at each tier, underscoring its potential to enhance security measures.

Cultivating a robust security culture within the organization, helps ensure the technological defenses 

and human practices evolve in concert to mitigate threats effectively.


