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Complex, challenging, and increasingly dangerous

• 600 million attacks every day

• Meeting the challenge: focus and commitment from 
individual users to executive level

• Governments must impose deterrent consequences

• AI can help defenders restore balance

• “All hands on deck” commitment

“This is a consequential time.”

  Satya Nadella, Microsoft CEO



Microsoft’s unique vantage point

Our presence in the
digital ecosystem
positions us to
observe key trends
in cybersecurity.
Microsoft’s perspectives
on cybersecurity
are framed through
50 years of experience

and insight.

Billions of customers 

globally, from a 

broad and diverse 

spectrum of 

organizations,          

and consumers.

78 trillion security 

signals per day

1,500 unique threat 

groups tracked

Society | Microsoft stakeholders | Microsoft Customers



Chapter 1

The evolving cyber 

threat landscape

How have trends and tactics 

changed?

Nation-state threats

Ransomware

Fraud

Identity and social engineering

DDoS



Nation-state threat activity by the numbers

• State-affiliated threat 
actors played a persistent 
supporting role in broader 
geopolitical conflicts.

• The Education and 
Research sector became 
the second most targeted 
by nation-state threat 
actors.

Source: Microsoft Threat Intelligence



Nation-state threat activity 
by the numbers
• State-affiliated threat actors played a persistent 

supporting role in broader geopolitical conflicts.

• The Education and Research sector became the 
second most targeted by nation-state threat actors.

Threat actors from Russia, China, Iran, and North Korea 

pursued access to IT products and services, 

in part to conduct supply chain attacks against 

government and other sensitive organizations.

Source: Microsoft Threat Intelligence



Russia: Nation-state threat actor activity

Blizzard

Russia

Approximately 75% of targets were in 

Ukraine or a NATO member state, as 

Moscow seeks to collect intelligence on the 

West’s policies on the war. Ukraine remains 

the country most targeted by Russian actors.

Russian actors focused 

their targeting against 

European and North 

American government 

agencies and think tanks, 

likely for intelligence 

collection related to the 

war in Ukraine. Actors like 

Midnight Blizzard also 

targeted the IT sector, 

suggesting it was in part 

planning supply chain 

attacks to gain access to 

these companies’ client’s 

networks for follow-on 

operations.

Source: Microsoft Threat Intelligence



China: Nation-state threat actor activity

Typhoon

China

Chinese threat actors’ targeting efforts remain 

similar to the last few years in terms of 

geographies targeted and intensity of targeting 

per location. While numerous threat actors 

target the United States across a wide variety of 

sectors, targeting in Taiwan is largely limited to 

one threat actor, Flax Typhoon.

Most Chinese threat activity 

is for intelligence collection 

purposes and was especially 

prevalent in ASEAN countries 

around the South China Sea. 

Granite Typhoon and 

Raspberry Typhoon were the 

most active in the region, 

while Nylon Typhoon 

continued to target 

government and foreign 

affairs entities globally.

Source: Microsoft Threat Intelligence



Iran: Nation-state threat actor activity

Sandstorm

Iran

Iran placed significant focus on Israel, especially after 

the outbreak of the Israel-Hamas war. Iranian actors 

continued to target the US and Gulf countries, 

including the UAE and Bahrain, in part because of their 

normalization of ties with Israel and Tehran’s perception 

that they are both enabling Israel’s war efforts.

Iranian targeting focused 

on education, IT, and 

government as part of 

strategic intelligence 

collection. Iranian actors 

often target the IT sector to 

gain access to downstream 

customers, including those 

in government and the 

defense industrial base 

(DIB). “All others” includes 

media and think tanks or 

NGOs, which Iran often 

targets to gain insights into 

dissidents, activists, and 

persons who can impact 
policymaking.

Source: Microsoft Threat Intelligence



North Korea: Nation-state threat actor activity

Sleet

North Korea

The United States remained the most heavily 

targeted country by North Korean threat 

actors, but the United Kingdom rose up the 

ranks this year to second place. There were an 

additional 44 countries targeted by North 

Korean threat actors.

North Korean threat actors 

targeted the IT sector the 

most, particularly to 

conduct increasingly 

sophisticated software 

supply chain attacks. They 

also continued to heavily 

target experts in the 

education sector for 

intelligence collection. 

The “All others” category 

comprised seven other 

sectors.

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers

Source: Microsoft Threat Intelligence



Nation-state threat activity by the numbers
Regional sample of activity levels observed

Source: Microsoft Threat Intelligence data



Defending elections against 

influence campaigns—as well as 

opportunistic cybercriminal

efforts—demands a collective 

commitment from industry, media, 

and governments alike.

The convergence and parallel nature 

of nation-state operations 

throughout 2024 underscores just 

how persistent adversarial states are 

in their attempts to exert influence 

over US elections and outcomes. 

Left unchecked, this poses a critical 

challenge to US national security 

and democratic resilience.

Election 

interference



The many faces of hybrid war
Following the outbreak of the Israel-Hamas war, Iran surged its cyber, influence, and cyber-enabled 

influence operations against Israel.

From October 7, 2023, to July 2024, nearly half of the Iranian operations Microsoft observed targeted 
Israeli companies.

Iran’s most targeted countries prior to                     

the Israel-Hamas conflict (July-October 2023)

Iran’s most targeted countries after the start of        

the Israel-Hamas conflict (October 2023-June 2024

Source: Microsoft Threat Intelligence



Deterring the most 
advanced threats
A more robust deterrent framework 
will help to promote stability,                      
protect critical infrastructure, and 
avoid some of the most harmful 
cyberattacks.

1. Strengthen international norms 
and diplomacy.

2. Sharpen government attributions 
of malicious activity.

3. Impose deterrent consequences.



Election interference
The goal of some nation-state-backed threat actor groups is to 
influence and undermine the results of democratic elections. 

A collective commitment from industry, media, and governments is 
needed to defend against these threats. 

Elections create 
impersonation 
opportunity

Microsoft Digital 

Crimes Unit monitors 

for domains related to 

elections around the 

world, to detect 

impersonations.

Source: Microsoft Threat Intelligence



Ransomware trends and insights
Organizations with ransom-linked encounters continues to increase while 
the percentage of those ransomed is decreasing (July 2022-June 2024)

Although organizations with ransom-linked encounters continues to increase, the percentage that are ultimately 
ransomed (reaching encryption stage) decreased more than threefold over the same time period.

2.75x
Increase year over year       
in human-operated 
ransom-linked encounters

92%
Of successful ransom attacks 
leveraged an unmanaged 
device in the network

3x
Threefold decrease in ransom
Attacks reaching encryption 
stage over the past two years

Source: Microsoft Defender for Endpoint



Fraud landscape and trends
The ever-growing threat of cyber-enabled financial fraud

• Microsoft suspended nearly 64 million           

abusive service accounts in 2023.

• Working with industry and law enforcement 

partners to disrupt fraud actors in the real world. 

• Working with law enforcement partners to 

improve intelligence exchange on cyber threats.

E-commerce fraud
• The growth of the cybercrime-as-a-service economy gives criminals easier access to 

stolen data and fraudulent tools.

• Microsoft conducted over 1.6 billion risk evaluations for potential payment fraud and 

rejected $1.58 billion US in fraudulent transaction requests.



Fraud landscape and trends: Impersonation
Deepfakes
As deepfakes become more common in 

the business environment, organizations 

will have to implement countermeasures, 

such as requiring additional verification 

for transactions.

Corporate 
impersonation

Account takeovers
Most ATOs still happen through 

simple methods like password 

spraying, phishing, keylogging, 

and using passwords from 

previous attacks found on the 

web.

Techscam
>70% of these malicious 

entities are active for less 

than two hours, meaning 

they may be gone before 

they’re even detected.

The daily volume of techscam traffic 

escalated by 400% since 2022, in 

contrast to the 180% increase in 

malware and 30% in phishing.

Source: SmartScreen log data



Fraud landscape and trends: phishing

775 million
email messages contained malware

QR code phishing
By their nature, QR codes obscure the 
destination from the user, which creates 
a challenge for security



Identity attacks in perspective
Password-based attacks continue to dominate, but can be thwarted by using strong 

authentication methods.

More than 
99% of identity

attacks are
password attacks

Breach replay

Password spray

Phishing

Rely on predictable human behaviors such as 
selecting easy passwords, reusing them on multiple

websites, and fall prey to phishing attacks

<1%
of attacks

MFA attacks

    SIM swapping
    MFA fatigue
    AitM

Post-authentication attacks

    Token theft
    Consent phishing

Infrastructure  compromise

7,000
Password attacks per second

39,000
Token theft incidents per day

146% 
Rise in AiTM phishing attacks



Stormy skies:            

the rise of

cloud identity 

compromise

An attacker who manipulates 

identity can also manipulate any 

resource or process that identity 

is trusted to access, including 

email, other cloud services, or 

the on-premises environment.



DDoS:

Stealthier threats 

emerge

The increased focus of DDoS 

attacks on the application 

layer has created a greater 

risk of impact on business 

availability.



Chapter 2

Centering our 

organizations 

on security

What is the path forward 

to improve resilience?

Secure Future Initiative

Strategic cybersecurity

Incident response

Critical environments



Tackling technical debt and shadow IT for a secure future

Putting security above all else
The Microsoft Secure Future Initiative (SFI)

is a multiyear initiative to evolve the way we

design, build, test, and operate our products and 

services, to achieve the highest possible standards 

for security.

It’s our long-term commitment to protect

both the company and our customers in the ever-

evolving threat landscape.

730k
SFI non-compliant apps 
eliminated

5.75 million
Inactive tenants eliminated, drastically reducing 
the potential cyberattack surface



Strategic approaches 
to cybersecurity:    
data security

It is no longer enough to focus solely on the 

data; it’s just as important to understand how 

that data moves within the organization, how 

users, customers or partners interact with it, 

and what level of risk is acceptable for the 

organization.

Data doesn’t move on its own. It’s moved by 

people.



Hierarchy of cybersecurity needs
Drawing inspiration from Maslow’s hierarchy of needs, this graphic illustrates a prioritization of cybersecurity, starting wi th the most basic need: 

protecting identities. AI has a role at each tier, underscoring its potential to enhance security measures.

Cultivating a robust security culture within the organization, helps ensure the technological defenses 

and human practices evolve in concert to mitigate threats effectively.



Threat-informed defense
Thinking differently to address threats

Siloed approach

• Rating bugs by severity and assigning teams to fix 

them within a set compliance window.

Strategic approach

• Instead, we can use AI tools to see attack paths.

• Improve prioritization of mitigation efforts.

Attack path insights for 

threat-informed defense

Source: Microsoft Security Exposure 

Management

Scope: 112,000 organizations representing            

the full range of organization sizes. 

Snapshot: June 2024



Security incident decisions: 
Dispatches from First 
Responders of the 
cybersecurity space

Real-world experience from Microsoft’s Incident 

Response team can help to better prepare for 

cyber incidents.  

Most common challenges we encountered 

during IR engagements: 

• Reporting lines not clearly defined

• Roles and responsibilities not clearly defined

• Lack of preparedness simulation exercises

Preparation 

Identify key decision makers, business-critical  

apps and services, roles and responsibilities, and 

response and recovery processes well in advance.

Communication

Tailor communication to each audience: 

company executives, regulatory bodies, 

employees, and the public.

Execution

Established playbooks with procedural

plans to contain, recover, or remediate risks, 

and include actionable steps to address these

tasks.



Critical environments: 

security stories 

from the OT frontline

Threat actors exploit OT devices to:

• Access critical networks

• Move laterally within the network

• Establish a foothold in a supply chain

• Disrupting OT operations

Microsoft third-party OT app review 

program:

• Identify and address potential 

vulnerabilities

• Help ensure robustness and reliability

• Enhance security standards across     

the industry

Source: Microsoft third-party OT application security assessments



Collective action: The digital transformation

of defense and a call for partnership

Hybrid warfare, cyberattacks, and foreign influence

operations pose grave risks not just to IT systems,

but to the stability, prosperity and national security

of society itself.

Cloud computing, AI, and quantum computing all 

have a role in cybersecurity, but their impacts on our 

collective defense can only be maximized through 
joint action and collaboration in defense innovation.

A deeper partnership between industry and 

governments is needed to implement the 

digital transformation of the defense sector.



How Microsoft helps support 

democratic elections
During this unprecedented period of critical elections 

taking place around the world, Microsoft has worked to 

defend democratic institutions by combatting malicious 

schemes designed to disrupt or influence electoral 

processes and promoting a healthy information 

ecosystem. 

Detection. Advanced tools and capabilities to monitor, 

analyze, and attribute malicious activities or campaigns 

that aim to disrupt, influence, or manipulate elections and 

elections infrastructure. 

Response. The Digital Crimes Unit uses legal and 

technical expertise to disrupt the malicious activities 

intended to compromise, sabotage, or interfere with the 

elections. Microsoft Incident Response help respond to 

and recover from active cyber incidents.

Collaboration. Work with public and private stakeholders 

globally who share a similar goal of protecting the 

electoral process. 



Chapter 3

Early insights: 

Ai’s impact on 

cybersecurity

What do we know about 

new AI challenges and 

solutions today?

Two key insights

Emerging attack techniques

Nation-state threat actors and AI

AI for defense

Security operations efficiencies

Governments and industries 

advancing global AI security



Two key insights about securing generative AI

1. Building is easy; testing is hard

Testing and tuning the system:

• Uncommon inputs

• Adversarial inputs

• Inputs from users who think differently 

from the developers

2. Generative AI security is 

nondeterministic

• Saying the same thing twice won’t 

have the same effect

• Slight changes in phrasing may change 

the outcome

• This means “patching” is different than 

with traditional security vulnerabilities



Emerging techniques 

in AI-enabled attacks
Threat actors are using AI-enabled 
targeting aided by machine learning 
to target high-value individuals—
those with access to trade secrets, 
financial systems, key strategies, 
and other sensitive and proprietary 
intellectual property.

AI-enabled spear phishing and whaling

• AI coupled with malware; a tool that lies dormant until it identifies its 

intended target and deploys

• Threat actors focus on highly specific targets and can exfiltrate only the 

most useful information

• The AI uses device cameras, speakers, and GPS for target verification

“Résumé swarming” and steganography

• Use AI to scrape keywords from job postings and develop “perfect” 

résumés

• Generate thousands of variations of highly qualified—but imaginary—

candidates’ résumés to apply for open positions

• Use steganography to embed invisible information to increase chances 

of passing automated screening tools

• Applicant selected for interviews and ultimately hired. In this way, 

threat actors emplace insiders within an organization to steal trade 

secrets, intelligence, or other sensitive information.

When it comes to AI-enabled human targeting, threats 

will be more difficult to detect and defend against—

even with AI tools assisting defensive strategies.



Nation-state threat actors using AI for influence operations

Nation-state threat        

actor groups, such as    

those backed by         

Russia, Iran, and China, are 

increasingly incorporating 

AI-generated or enhanced 

content into their influence 

operations in search of 

greater productivity, 

efficiency, and audience 

engagement. 



AI for defense
Microsoft’s significant investment in AI innovation 

is aimed at providing cybersecurity defenders   

with an asymmetric advantage over attackers.

Using generative AI to understand 

cyberattacks and create tailored mitigations 

The traditional rules-based 
approach to defense limits options 
to predefined tasks. 

With generative AI, unique 
remediations are based on the 
predictive next step based on facts 
specific to the alert.

Rules-based approach With generative AI

Harnessing AI to detect and disrupt cyberattacks

Detecting hidden attacks with AI

Hands-on-keyboard attacks, where cybercriminals directly 

interact with compromised systems, are hard to detect. 

• LLMs fine-tuned to identify suspicious activities

• Can learn from the context and semantics and flag 

potential threats

Disrupting attacks by combining endpoint detection 

and response with AI

AI model alerts when it detects hands-on-keyboard 

attack. 

MDE automatically:

• isolates affected device

• temporarily disables compromised user accounts

Extending AI across cybersecurity

AI models can analyze and find malicious activities using 

large and complex data sources such as network logs, 

email communications, web traffic, and social media.



Seven areas of security operations efficiencies

A Microsoft case study

AI can enhance threat detection, response,

analysis, and prediction. It can process large

volumes of unstructured data to gain insights,

answer questions and make informed decisions.

Microsoft is leveraging AI in seven key areas in

order to support our security operations:

1 Triaging. Teams in a security organization 

receive large volumes of requests and 

tickets. Depending on the complexity of the 

logic that determines how these items are 

dispositioned, AI can help triage some of the 

items and increase the efficiency and 

effectiveness of responding teams. Saving at 

least 20 hours per person, per week.

2 Prioritizing work items. Assess the priority 

of a given item based on how similar items 

were prioritized in the past. 

AI can ensure that the prioritization criteria 

are up to date with the ever-evolving 

compliance requirements.

3 Knowledge gathering from diverse 

external sources. Augmenting 

proprietary in-house datasets with 

online content. AI can scrape online 

content and extract security-related 

information at scale. 

One of our internal teams identifies 

and processes 50 articles per week. 

Before: 2 hours per article

With AI: Reports within minutes

4 Knowledge retrieval. Integrate 

information about security policies, 

best practices, and the remediation 

actions necessary for compliance. 

LLMs can generate tailored answers to 

questions and follow-ups.

5 Risk assessment. Assimilate information 

from diverse sources, to conduct 

informed risk assessment. 

Leverage unstructured organizational 

knowledge and historical precedents to 

enrich the set of factors determining risk.

6 Learning from the past. Security 

operations generate large volumes of 

diverse artifacts (tickets, reports, 

playbooks). LLMs can ingest data 

about previous incidents, violations, 

and remediations to uncover valuable 

learnings.

7 Reporting. Distill artifacts such as 

documents and slides into reports 

tailored to the audience and report 

goal.



Governments and industries 

advancing global AI security

• There is a consensus on the importance of 

safety and security in the development, 

deployment, and use of AI.

• Governments have pursued different 

approaches in implementing security 
requirements.

Policy approaches vary in scope and scale

Differences among governments’ policy 

initiatives reflect:

• Core values of the governments’ 

leadership

• Countries’ legal and constitutional 

frameworks

• The state of the technology industry and 

its potential for future growth. 

International standards

International standards can help mitigate the 
fragmentation of AI security regulation. 

• There are two ISO standards (42001 and 27090) 
that relevant to AI security

• The US government’s National Institute of 
Standards and Technology has a risk management 
framework and crosswalk that address AI and 
security intersections



Collaborative policy initiatives for AI security
Organizations around the world are collaborating to advance
government policy initiatives on enhanced AI security.



Mitigating the most advanced risks in the age of AI

Microsoft policy to stay ahead of threat actors:

• Identification and action: We will disrupt their activities if we 

detect use of our AI APIs, services or systems by threat actors

• Notification to other providers: We will notify other 

providers if we detect threat actor use of their AI, AI APIs, 

services, and/or systems

• Collaboration with other stakeholders: We collaborate 

with others to regularly exchange information about detected 

threat actors’ use of AI.

• Transparency: We will inform the public and stakeholders 

about actions taken under these principles, including details 

on the use of AI within our systems and measures taken 

against them.

Forest Blizzard: 

Research into satellite 

communications 

protocols

North Korea IranRussia China

Charcoal Typhoon: Create content 

likely for use in phishing 

Salmon Typhoon: Translate technical 

papers and assist with coding

Crimson Sandstrom: 

Research ways malware 

can evade detection

Emerald Sleet: 

Identify experts focused 

on Asia-Pacific defense 

issues 

Source: Staying ahead of threat actors in the age of AI  (in 

collaboration with OpenAI). Microsoft Security Blog | February 2024 

https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/


Microsoft Digital 
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We'd love to hear your 

feedback! 

Scan the QR Code or press the links in the announcements
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