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The Enterprise Mobility Suite (EMS) provides organizations with robust and flexible
solutions to meet the challenges created by proliferation of mobile devices and the
desire to use them in the workplace.

This guide provides a comprehensive series of practical walkthroughs that show you
how to configure Intune and other related cloud-based services to bring mobile devices
into management and ensure compliance when used to access company resources.

By performing the walkthroughs in this guide, you will learn how mobile devices,
whether owned by the organization or by the users, can be used to increase
productivity and at the same time ensure that access to corporate resources is both
secure and compliant with the organization'’s policies.
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This document supports a preliminary release of a software product that may be
changed substantially prior to final commercial release. This document is provided

for informational purposes only, and Microsoft makes no warranties, either express

or implied, in this document. Information in this document, including URL and other
Internet Web site references, is subject to change without notice. The entire risk of

the use or the results from the use of this document remains with the user. Unless
otherwise noted, the companies, organizations, products, domain names, e-mail
addresses, logos, people, places, and events depicted in examples herein are fictitious.
No association with any real company, organization, product, domain name, e-mail
address, logo, person, place, or event is intended or should be inferred. Complying with
all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright, no part of this document may be reproduced, stored in or introduced
into a retrieval system, or transmitted in any form or by any means (electronic,
mechanical, photocopying, recording, or otherwise), or for any purpose, without the
express written permission of Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as
expressly provided in any written license agreement from Microsoft, the furnishing of
this document does not give you any license to these patents, trademarks, copyrights,
or other intellectual property.

Copyright 2016 © Microsoft Corporation. All rights reserved.
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Part One:

Introduction

As the popularity of mobile devices, such as smartphones and tablets, has grown rapidly in the past
few years and as more cloud-based mobile apps that enable work-related productivity become
available, the pressure exerted by end users at all levels of the organization to use their personal
mobile devices for work-related tasks has increased tremendously. Likewise, many organizations
see numerous advantages in allowing and, in fact, promoting the use of personal mobile devices
for work-related tasks. This pressure to incorporate personal devices for work-related tasks is so
prevalent that it even has its own catch phrase: the consumerization of IT.

The consumerization of IT creates challenges for organizations. Foremost among these challenges
is ensuring that the use of personal mobile devices and the data on those devices is compliant
with business and security requirements established by the organization or required by law and
government regulation. While meeting these requirements, organizations have to ensure that they
are also able to meet users’ expectations with regard to being able to use a variety of devices that
are not limited to a single vendor or operating system version.

To meet these challenges, organizations need to adopt and enable enterprise mobility
strategies and solutions that:

« Allow users the ability to use a variety of devices of choice, either their own
choice or the organization’s choice.

« Ensure IT has some variable degree of control over those devices and the data
on those devices, ranging from complete control of both the device and data or
partial control of the device and corporate data on that device at the very least.

» Provide users with a common identity to gain access to applications and
corporate data regardless of the device they are using.

« Give IT the ability to deploy and manage applications for all types of devices.

« Protect the confidentiality, integrity, and availability of corporate data, both at
rest and in transit.

« Ensure regulatory compliance when required by government legislation.

« Provide flexibility for policies and policy enforcement, allowing for a range of
restrictions and controls to be applied according to particular contexts and

factors, such as location, device type, device ownership, and so on.
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To address these challenges and to enable a robust and secure and enterprise mobility strategy, Microsoft
offers a cloud-based solution known as the Enterprise Mobility Suite (EMS). EMS comprises three separate
cloud services and one on-premises software solution:

i

i

1. Microsoft Intune. Provides a mobile application (MAM) and 2. Azure Active Directory (AAD) Premium. Provides a hybrid
mobile device management (MDM) solution to enable management identity and access management solution to enable users to gain
of devices and applications from the cloud or on-premises through access to on-premises or cloud-based resources and applications
integration with System Center 2012 R2 Configuration Manager. Some using a single set of credentials. Some of the features available with
of the features of Microsoft Intune include: AAD include:

« Mobile device and application management for Windows, « Cloud-based self-service password reset

Windows Phone, iOS, and Android devices. Group management

Management and control of access to corporate resources

L . = Group-based provisioning and access management
based on enrollment policies and compliance policies.

Software as a Service (SaaS) applications.
Simplified administration through a single management «  Multi-factor (MFA) options.

console in the cloud with Intune or on-premises through L . . .
P 9 Synchronization of users’ identities from on-premises

integration with System Center 2012 R2 configuration manager. directories, including write back of changes.
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3. Azure Rights Management (Azure RMS). Azure RMS 4. Advanced Threat Analytics. An on-premises software

is a cloud-based service that is integrated into other Microsoft solution that provides continuous monitoring of activities to learn
cloud services, such as Office 365 and Azure Active Directory, and differentiate between normal and abnormal behavior and to
and can be used with on-premises application and services. alert to the presence of suspicious activity and to block attacks.

Using encryption, identity, and authorization policies, Azure RMS
provides protection of data from unauthorized access, whether
in transit or at rest.

In this guide, you will focus on two of the cloud services available in the Enterprise Mobility Suite: Microsoft
Intune and Azure Active Directory Premium. This guide will show how easy it is to enable robust and flexible
policies for mobile device users to protect your corporate data and to meet your organizational or regulatory
requirements.
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What You Will Learn:

In the subsequent walkthroughs presented in this guide, you will learn how to
implement Microsoft Intune and Azure Active Directory Premium to enable mobile
device management and mobile application management scenarios. This guide
comprises exercises on the following topics:

Configure Intune for Mobile Device Management and Enroll

Devices

Intune can manage iOS, Android, Mac OS X, and Windows Phone devices. In
addition, it can manage Windows RT, Windows 8.1, and Windows 10 as mobile
devices. In order to manage those devices, you must perform some basic setup,
such as configuring policies, and then enrolling devices to bring them under Intune
management.

Configure Conditional Access to Exchange

Microsoft Intune polices allows you to control and manage settings and features
on mobile devices and computer. Conditional access policies allow you to restrict
access to Exchange email (both on-premises and Exchange online) to devices that
are managed by your organization and compliant with other policies that you
define.

Configure ActiveSync Email Profiles
Email profile configuration policies allow you to create, deploy, and manage

Exchange ActiveSync settings on a variety of devices. When email configuration
policies are deployed, users can gain access to their corporate email without
having to perform any configuration and setup on their part, aside from enrolling
their devices and bringing them under control of the organization.
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Configure Mobile Application Management (MAM) Policies

MAM policies allow you to protect corporate data by giving you the ability to modify
the functionality of apps to align them with compliance and security policies. Some of
the policies you can enforce with mobile application management are:

Encrypt corporate data.
Prevent Save as.
Restrict cut, copy, and paste operations.

Prevent Android or iTunes or iCloud backups.

Require a simple PIN or corporate credentials for app access.

Open in-app website links in a managed browser application.

Configure Mobile Application Management Without Enrolling Devices

In some cases, users are not comfortable with the requirement to enroll their personal
devices and bring them under various degrees of control of the organization in order
to gain access to corporate data and application. However, using the mobile application
management policies in Microsoft Intune, IT administrators can manage applications
and corporate data on users’ devices without requiring those devices to enroll in mobile
device management. With this model, users do not have to give up control over many
aspects of their devices in order to gain access to corporate resources. Furthermore,

this functionality can work in combination both with Intune and third-party mobile
application management solutions.
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[ Something you possess and that is associated with you (phone

Deploy MSI Applications to Windows 10 Using Intune and Mobile
Device Management (MDM)

Among the benefits of using Microsoft Intune is the ability to deploy applications to
managed devices, such as PCs, phones, and tablets. Until recently, it was possible

to deploy only xap., .appx, and .appxbundle file types to managed mobile devices,
including Windows 10 devices that were enrolled in mobile device management. It is
now possible to deploy Windows Installer (*.msi) file types to Windows 10 devices that
are enrolled in and managed by Intune.

Configure Multi-Factor Authentication for Mobile Device Management
(MDM)

Azure Multi-Factor Authentication provides additional security to corporate resources
by requiring a second factor of authentication in addition to a username and password
combination. Multi-Factor Authentication requires two or more of the following
authentication methods:

Something you know (password).

or other trusted device).

Something you are (biometrics).

By implementing two or more authentication factors, you can provide greater
assurance of the identity of the person who is attempting to get authorization to access
corporate resources.

13 Enterprise Mobility Suite Guide

w
“aag,
"

L
ER v mEE
T T B

et
-
-

-
=

» .

- = -

R

o m B
S

B e
'."IQ’J',
pems

S S
'!E.g.n?lﬁ
e AT B g
e
e

P



Intended Audience:

This guide is intended as an introduction to mobile device and application
management using Windows Intune and Azure Active Directory Premium. Anyone who
has an interest in learning how to configure and test Intune policies to enable MAM and
MDM scenarios can use this book and, it is hoped, find some value in it.

Hardware and Software Requirements:

The following are the minimum hardware and software requirements to perform the
exercises in this guide:

A computer running Windows 7 or higher.

This computer will be used as your management computer to connect to the
management portals. If you use a computer running Windows 10, it can be used both
as a management and test computer to demonstrate enrollment into Intune, MSI
installation and multi-factor authentication.

NET Framework 4.

The Microsoft Intune Software Publisher requires that .NET Framework 4 be installed on
your management computer.

A browser with Microsoft Silverlight plug-in installed.

At the time of this writing, the Microsoft Intune portal requires a browser that has
the Silverlight plug-in installed. This means that you cannot use Microsoft Edge or
recent versions of Chrome for many of the lab exercises. Please consider that these
lab exercises were tested using Internet Explorer and, consequently, assume the use
of Internet Explorer. However, the lab exercises should work using Firefox or Safari,
assuming you have installed the Silverlight plug-in. For more information, please see
https:/www.microsoft.com/getsilverlight/Get-Started/Install/Default.aspx.
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A mobile device that can receive text messages.
A number of the lab exercises require that you respond to text messages sent to a
mobile device.

An Android and/or iOS device.

Most of the exercises are focused on policies for Android and iOS devices. If you
wish to test the results of your Intune configurations, you will need access to an
Android or iOS device. The following provides information on the recommended
OS version of the iOS and Android devices you can use for the walkthroughs in
this guide.

e iOSrelease 9.2.1 or higher. There is an issue with iOS 9.2 that could cause problems
with the exercises in this guide. For more information, please see http://blogs.technet.
com/b/microsoftintune/archive/2015/12/11/important-issue-with-the-ios-9-2-release.

aspx.

« Android version 5.0.2 or higher. The exercises in this guide were tested against a
Samsung device running Android version 5.0.2. Please note that if you want to test
email profiles on an Android device you will need to use a Samsung device running
KNOX standard 4.0 or higher.

# Microsoft Intune is compatible with iOS 7.1 and higher and Google Android 4.0. For
more information on mobile device management capabilities, please see https://technet.
microsoft.com/en-ca/library/dn600287.aspx.

© IMPORTANT: You use your own device at your own risk. Once you bring it under Intune
management, you will be able to perform remote wipe operations. Additionally,
because some labs in this series require that you start with clean device configurations,
you may want to wipe your devices before you begin a particular lab. Please make sure
you can afford to lose the data on your device if you make an error or wish to reset it
to a factory default state. Please ensure you perform a backup of your device before
performing any of the steps to verify your Intune configuration.
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Windows 10 device.

Some of the steps in the walkthroughs require that you have access to a Windows
10 device. The device should not be domain-joined. This device can also be used
as your management computer to connect to the Office 365, Azure, and Microsoft
Intune portals. If you do not have access to Windows 10 device, you will not be able
to test the deployment of MSI files to the Windows 10 device via Intune.

Windows Phone (optional).
If you have access to a Windows Phone device, you can use it to test some of the
scenarios, for example, conditional access and email profiles.

Apple ID.

To enroll'iOS and Mac OS X devices and deploy policies and applications to them,
you must acquire an Apple Push Notification (APN) certificate using your Apple ID.
If you do not have an Apple ID, you can sign up for one here: https:/appleid.apple.
com.

# Even if you do not have an iOS device to use for these walkthroughs, it is recommended
you acquire an Apple ID so that you can perform the steps to request and upload an APN
certificate.

Personal OneDrive account.

To test separation of personal data from corporate data, you will need access to
a personal OneDrive account that contains at least one document. The OneDrive
account can be associated with any Microsoft account that have for your own
personal use and are not using to set up trial accounts as part of the steps in this
guide. If you do not have personal OneDrive account, you can sign up for an
additional Microsoft account after you complete the Get Started section.
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How to Use This Guide

This guide provides a series of practical walkthroughs (exercises) that show you
how to configure Intune for mobile device and mobile application management.
Each of the walkthroughs provides steps, replete with screenshots, to configure
Windows, i0S, and Android devices, as appropriate, to test the results of the Intune
configurations.

The topics are presented in a logical sequence that, when followed, allow you to
build a solid foundation to start managing mobile devices.

Each section of this guide is dependent on the section that precedes it. You must
perform each section in the sequence presented in this guide. For example, in order
to configure and test managed applications, you must first have configured mobile
application policies.

One notable exception to this rule is the device-specific instructions to test the
results of your configurations. For example, if you have only an Android device to
test and verify your Intune and Azure Active Directory configurations, you can skip
any instructions that specifically require you to perform configuration tasks on a
Windows Phone or iOS device. This said, within the Intune administrative console %
you should configure settings for all device types as provided in this guide.

# Please note that the instructions contained in the walkthroughs that follow were valid at
the time of this writing. However, over time, some discrepancies may be introduced by
changes in the various sign-up pages and management portals for Azure, Intune, and
Office 365 as well as the OS versions in mobile devices. As a consequence, you may need
to make some minor allowances and adjustments, depending on when you are using this

guide.

17 Enterprise Mobility Suite Guide



Part Two:
Get Started



Part Two:

Get Started

In order to perform the exercises in this guide, you will need to have access to the
following free trial accounts:

« Enterprise Mobility Suite (EMS) trial account. This gives you access to trial
Microsoft Intune and to Azure Active Directory Premium licenses.

« Azure free trial account. This gives you access to Azure Active Directory.

« Office 365 Trial account. This gives you access to mobile applications licenses for
Office applications.

To acquire these trial accounts, you will need to create a dedicated Microsoft
account, a Hotmail.com, Outlook.com, or Live.com account, to sign up for the free
EMS, Azure, and Office 365 trial accounts.

Once you have signed up for the free trial accounts, you will need to create users,
create an Azure Active Directory security group, and assign licenses to the users.

The steps that follow walk you through configuring these requirements.
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Sign Up for a Microsoft Account © [« Outlook

Microsoft account What's this?

A Microsoft account is one that has hotmail.com, outlook.com, or live.com suffix.

You will not be able to sign up for a free Azure trial account if you use any Microsoft
account that has been previously associated with an Azure subscription. If you have a
Microsoft account that has never been associated with an Azure subscription and wish

‘ Email or phone

Password

Keep me signed in

to use that account, you can skip this task and continue to the next one. | sanin |
© For best results, please use inPrivate, Incognito, or equivalent browser mode to ensure Cant access your account?
you are not automatically logged on with previously cached credentials. Sign in with a single-use code

/  Perform this task using Internet Explorer or other compatible browser.

1. Open a browser and navigate to https:/outlook.com. rDO"'t have a Microsoft account? Sign up now

2. Click Sign up now.

3. On the Create an account page, enter your first name, last name, unique username,
password, country, birthdate, gender, phone country code, phone number, alternate e_wmﬂ

email address, and verification characters.
Create an account

If you already sign in to a Windows PC, tablet, or phone, Xbox Live, Outlook.com, or OneDrive, use

# Please make sure you enter a real phone number and alternate email address. that emal address 10 s in. Otherwis, create a new Outlook.com email adress.

First name Last name

#  For best results, please ensure you do not choose a user name that has a country code in [ ][ \
the DNS suffix, such as .ca, .de, .uk, etc. The DNS suffix should be Hotmail.com, live.com, User name
or Outlook.com. |

@outlook.com [ i I

@outlook.com is available.

A NOTE: In this and subsequent lab steps, you will be prompted to enter your country.
Please make sure that you enter the same country as your credit card billing address. In

&-character minimum; case sensitive

a subsequent lab exercise to create an Azure free trial account, you will be prompted for Reenter password
your credit card. You must enter accurate billing information on this page. You won't be [essnsaenes |
able to enter your billing address if you specify a country other than the one used for your Countayjregion
credit card billing address. [uned s 2
Birthdate
#  Please note that your credit card will incur only a small, temporary charge when you sign | - [z ~ | =

Gender

| = ‘

up this account.
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4. Clear the Send me promotional offers from Microsoft check box, and then
click Create Account.

D Send me promotional offers from Microsoft. You can unsubscribe at any time.

Clicking Create account means that you agree to the Microsoft Services Agreement and privacy
and cookies statement.

Create account

5. Close any welcome pop-ups or messages that may appear, and follow the

prompts to open new inbox. Leave Outlook Mail Inbox open for subsequent
steps.

Qutlook Mail

Search Mail and People }3 {‘B‘ Mew | ¥

~ Folders |ﬂbO>(
Inbox

Junk Email
Drafts
Sent ltems

Deleted ltems
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Sign Up for Enterprise
Mobility Suite Trial Account

As noted earlier, the Enterprise Mobility Suite (EMS) comprises 3 cloud-based services:
Microsoft Azure Active Directory (AAD) Premium, Microsoft Intune, and Microsoft
Azure Rights Management. And, more recently, it now includes Advanced Threat
Analytics. Although it is possible to purchase these products individually, you will
achieve cost savings by purchasing them bundled as EMS.

In this task, you will sign up for an EMS trial account using the Microsoft account you
created previously.

@ If you skipped the previous exercise, please ensure you use a Microsoft account that has
never been associated with an Azure subscription.

/' Forthe best results, please use the same browser session that is open to your Outlook
Mail Web page.

1. In your browser, stay logged on to your Outlook Mail Web page, and open a new
tab.

# By remaining in the same browser session, you may be able to leverage your currently
logged on credentials to save time and avoid errors.

2. In the new tab, navigate to https://www.microsoft.com/en-us/server-cloud/
enterprise-mobility/ems-trial.aspx.
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3. On the Try the Microsoft Enterprise Mobility Suite page, click Try now. e

4. On the Welcome, Let's get to know you page, select the county used for your
credit card billing address.

10 =]« | c i = |5 B
i |in]--]alo]s]

Try the Microsoft Enterprise Mobility
Suite

# Please ensure you use the same country as the billing address for your credit card,
which you will need to sign up for a free Azure trial later on.

Test drive EMS today for free for 30 days. Your free
trial will include Azure Active Directory Premium,
Microsoft Intune, and Azure Rights Management.

Bl X

5. Enter your first and last names, the email address of the Microsoft account
your created earlier, and your cell phone number.

6. Enter a company name, select 301-1000 people as the organization size, and
click Next.

/. On the Create your user ID page, in the Enter a user name field, type Admin.

: 6 Nterprise Mobility
# You ma.y use any name you wish for the user accgunt. However, subsequent lab JI— V\/e|C0me
steps will refer to this account by the name Admin. /
/
| | Let's get to know you
8. In the Yourcompany field, enter a unique name. 9 Y
. . United States j
9. In the password and confirm password fields, enter a password of your Step 1 o s
choosing. . —
: Step 2 @outlook.com
Create an ID
Step 3

You're in

Contoso
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10. Record the username and password and click Next.

© Make sure you record your user name and password. In subsequent steps, your
user name will be referred to as Admin@[OrgName].onmicrosoft.com. This
account is also known as your tenant admin account and will be also referred to
by this name in this guide.

© You will use this account exclusively to perform administrative tasks in Microsoft

Intune, Office 365, and Azure Active Directory.

11. On the Prove. You're. Not. A. Robot. Page, enter a valid cell phone
number, and then click Text me.

12. Wait to receive the verification code.

13. On the Prove. You're. Not. A. Robot. Page, enter the verification code, and
click Create my account.

14. On the Save this info page, note the Office 365 sign in page and your user
ID, and then click You're ready to go.

# Once you complete this page, the Activate your Microsoft Azure subscription
page opens. In the next task, you will create your Azure trial subscription.

15. Leave the browser open and logged onto the Activate your Azure

subscription page.

€ Please ensure you leave this page open for the next task.
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onmicrosoft.com

Step 1 & ik
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Step 2 @ .
Create an ID

Step 3

You're in

Mobility

uite Direct Prove. You're. Not. A. Robot.

Step $

Step 2 9

Create an ID

Step 3 e Create my account ®
You're in

1 5 _rosoft Enterprise Mobility

GET STARTED WITH

Enterprise Mobility

STEP 1 Activate your Microsoft Azure subscription

Activate your Microsoft
Azure subscription

ccess to the Microsoft Azure Portal. After activating your subscription,

Managing the Enterprise Mobility Suite requi
return for Step 2 to set up your users. Learn
STEPZ What you will need:

Create your users + Azure subscription or trial

Begin using the Enterprise
Mobility Suite



Sign Up for Azure Free Trial Account

When you created your EMS trial subscription, you also received an Azure Active Directory instance to provide identity services.
However, you need to be able to gain access to this directory in the Azure management portals. This access requires that you have an

Azure account. For this lab, you will use a free Azure trial subscription.

© NOTE: Signing up for an Azure trial requires that you provide a credit card that has NEVER been used previously to sign up for an Azure
subscription to verify your identity. Your credit card will be charged $1.00 initially to prove it is valid. The charge will later be reversed. You may
have only one trial account that uses the same billing information. If you already have a valid Azure trial account, you must use that for the labs,

or use a different credit card.

# Please ensure that you begin this task using the browser page you left open in the previous task.

0000

® #0000
0000
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1. On the Activate your Microsoft Azure subscription page, click Start.

2. Onthe Oops! Access to Azure Active Directory is not available page, select your country s
(the same country as your credit card billing address), and then click Azure subscription. 9
Mlcrosoft AZu re admin@s¢ onmicrosoft.com -
© IMPORTANT: Please make sure that you select the country associated with your credit
card billing address. You must enter accurate credit card billing address information in Oops!
subsequent lab steps. For example, if your credit card billing address is in the UK, and ACCESS TO AZURE ACTIVE DIRECTORY 1S NOT AVAILABLE
you leave United States as the default country, you will not be able to enter a UK address Automatic access to Azure Active Directory is limited to customers with

paid services. To access your Azure Active Directory you will need to

in subsequent steps. activate an Azure subscription.

© WARNING: If you proceed with the incorrect country selected and cannot enter a valid _
Select another Country/Region
billing address, you will have to redo all of the previous steps in the lab and create a new
Microsoft and EMS trial account.

3. On the Microsoft Azure Free Trial signup page, in the WORK PHONE and the Verification
by phone fields, enter your cell phone number, and then click Send text message.

© IMPORTANT: Please make sure you change the country to the one used for your credit

card billing address, if different from United States. If the country is not the same as
the billing address on your credit card, you will not be able to enter the correct billing e
address. :
Microsoft Azure admin® T
4. When you receive the phone verification code, enter it in the Verify code field, and then About you
click \/erlfy code. FIRST NAME LAST NAME COUNTRY/REGION
. . . | | { ‘ ‘United States |
# After a few moments, the payment information section expands. o — O S
| @vtookcom | |- Optoa - I |

5. In the Verification by card section, enter your credit card details. In the Agreement
section, clear the Microsoft may use my email and phone to provide special Microsoft
Azure offers checkbox. Click Sign up.

Verification by phone

@®)3end text message (O Call me

| United States (+1) ﬂ|

€ |MPORTANT: Wait for the Microsoft Signup status page to show that your subscription is - ; i : ‘

ready. Do not proceed to the next steps until you receive a notice that your subscription
is ready.

#  Leave the browser page open for the next steps.
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Verify EMS Licenses and Features

. : . . X
When you signed up for an EMS trial account, you automatically received access
to Azure Active Directory Premium. In this task, you will verify the EMS license |
assignment and then verify access to Azure Active Directory Premium features. i s T Z Y
5 All resources All resources *
/ For this task, please use the browser page that you left open in the previous task. Recent Apipns ve
1. On the Welcome to Microsoft Azure page, click Start managing my service. App Services SRIRENEI SIS =
2. Follow the prompts to open the Azure portal virtual machines (classic) App Service Environments ¥
Virtual machines App Service plans o
# If prompted to sign in to Azure, sign in as admin@[OrgName].onmicrosoft.com o App Services e
using the password you created for this account earlier.
Cloud services (classic) Application Insights PReviEw Y
# Asof December 2, 2015, the Azure portal, formerly known as the Azure preview o o
Subscriptions udit Logs
portal, is the default portal. The older default portal is now called the Azure classic i 3
portal- Browse »> J.F Automation Accounts b g
. . ) ) 4 Availability sets g
3. In the Azure portal, click Browse, and then click Active Directory.
4. As of this writing, Azure Active Directory is managed in the Azure classic
portal.
&2 DASHBOARD  USERS ~GROUPS  APPLICATIONS ~ DOMAINS  DIRECTORY INTEGRATION ~ CONFIGURE ~ REPORTS  LICENSES
# The Azure classic portal opens and displays the Windows Azure Tour pop-up.
SECURITY AND HEALTH STATUS STATUS (LAST30DAYS) | DETAILS o what's new

PrRODUCTIVITY ‘Agure AD Identity Protection is now in
publi

> Application Usage: ) View Appiication Usage

5. Click Cancel (X) to close the Windows Azure Tour.

SECURTY

6. Close all other menus or banners that appear. - . -

> SeffSenvce Passuord Resets out of Registraions 0 out of 0 View SSPR Activity

> SeffSenvice Group Management ) View SSGM Activity

# The dashboard for your Azure Active Directory instance appears.

CONFIGURE SERVICE STATUS DETAILS P
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7. Click REPORTS. a

. . . . . . &3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE LICENSES
#  The following reports are available only with Azure Active Directory Premium

Sign ins from IP addresses with suspicious activity: Sign ins from possibly infected Fou fruzats | e fromns | usen Bearch iy Name o U]
devices, Irregular sign in activity, Users who have anomalous sign in activity, —
Password reset activity, Password reset registration activity, Groups activity, HianBLoUs AT

Sign ins from unknown sources May indicate an attempt to sign in without being traced.
Application usage ————— [ —
Sign ins from multiple geographies May indicate that multiple users are signing in with the same account.

#  Most of these reports help to identify potential security threats. For a complete i e s

Users with leaked credentials Users with lesked cregentials

list of features that are available with Azure Active Directory Premium, please I o et s et o s o e,
see httpSZ//denmICFOSOftCom/|Ibrary/aZUFE/dn532272aSpX and httDS'//WWW. Sign ins from possibly infected devices May indicate an attempt to sign in from possibly infectad devices.

Irregular sign in activity May indicate events anomalous to users’ sign in patterns.

microsoft.com/en-us/server-cloud/products/azure-active-directory/features.aspx. P —————— e s s accounis ey v e compraiss

ACTIVITY LOGS

8. Click LICENSES.

A The license plans is listed as Enterprise Mobility Suite.

9. Leave your brOWSer Open for the neXt taSk PO &3 DASHBOARD ~ USERS ~ GROUPS ~ APPLICATIONS ~ DOMAINS  DIRECTORY INTEGRATION ~ CONFIGURE  REPORTS

- LICENSE PLANS ACTIVE UNITS ASSIGNED INFORMATION

.
.

H Enterprise Mobility Suite -
.

.

€ Do not close your browser at this time.
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Sign Up for Office E3 Trial Account

In subsequent tasks, you will deploy Office applications to your demonstration
mobile users. To manage and deploy Office applications, you will need to sign up
for an Office 365 E3 trial account.

# Please ensure you use the same browser session that you left open in the previous 3
«ce 365

task. SRR [t |00ks like you already have
an account

1. In the browser you left open in the previous task, open a new tab and leave the e

other tabs open. e T
2. In your browser, navigate to https://products.office.com/en-us/business/office-

365-enterprise-e3-business-software.

Check out

A TIP: You can also get to this page by performing an Internet search on Office 365
Enterprise E3 trial.

confirm your order

3. On the Office 365 Enterprise E3 Trial, click Free trial.

# A page should appear indicating that you already have an account.

4. Click Yes, add it to my account. @

order receipt

5. On the Check out page, click Try Now.
6. On the order receipt page, click continue.

#  Upon clicking continue, you will be redirected to the Office 365 admin center.

/. Ifthe confirm current password page appears, click re-enter my password, and

then sign in as admin@[OrgName].onmicrosoft.com.
firm your current password

.....................................................
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8. On the don't lose access to your account page, beside Authentication phone is
set to [phone number], click Verify. Then, click text me.

9. When you receive the verification code, enter it and then click verify.
10. On the don't lose access to your account page, click Set it up now.

11. In the authentication email field, enter the email address for the Microsoft
account you set up at the beginning of the Getting started section, and then click
email me.

12. Switch the tab showing your email inbox that you left open in a previous step.

13. Open the email from the Microsoft Online Services team, and record the code.

14. Switch to the tab showing the don't lose access to your account page.
15. Enter the verification code, and click verify.
16. Click finish.
#  The Office 365 admin center opens. At the time of this writing, the admin center has

not changed over to the new version, which is still in Preview. The subsequent steps
assume the use of the older admin center.

17. Close any pop-ups or informational messages that appear.

18. Leave the browser open for the next exercise.
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gt lose access to your account!

gt lose access to your account!
e theriication phose manbes el

d to collect some info so we

password, we need to ¢
st 2 of the options below.




Add Users, Assign
Licenses, and Create AAD Groups

To perform subsequent steps to test mobile device and mobile application
management policies, you will need to create some test users, assign licenses to them,
create an Azure Active Directory group, and then add the users to the group.

/ Ensure you are logged on the Office 365 admin center portal in the browser window you
left open in the last step.

1. In Office 365 Admin center, in the left navigation, expand Users, and then click Active
Users.
2. Click Add (plus sign).
3. On the Create new user account page, click Type password, clear Make this person
change their password the next time they sign in check box.
4. Enter the account information as shown below:

+ First name: Alice

e Last name: Ciccu

« Display name: Alice Ciccu

« UserName: alicec@[OrgName].onmicrosoft.com

e Password: PasswOrd!
¢ Re-enter password: PasswOrd!

5. Check Office 365 Enterprise E3 and Enterprise Mobility Suite.

6. Click Create, and then click Close.

7. Repeat steps 2—6 to create a user named Ben Smith (alias = bens@[OrgName].
onmicrosoft.com).

8. Optionally, repeat steps 2—6 to create additional users.
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[T

[ Make this person change their password the next time

they sign in.

*

Email password to the following recipients

admin@ onmicrosoft.com

Select licenses for this user:

[

Office 365 Enterprise E3
23 of 25 licenses available
Enterprise Mobility Suite

99 of 100 licenses available

We'll text you the download link.

Manage users with Office 365 Admin on mobile



9. On the ACTIVE USERS page, select admin@[OrgName].onmicrosoft.com, and then 118

United States v

click EDIT.
# This is your tenant admin account. In the next step, you will assign this account an Office [DHSSHPE
365 Enterprise E3 license. By mor s
10. On your tenant admin page, click Licenses.
11. Under Assign licenses, check Office 365 Enterprise E3, and then click Save. @
# In this task, you are assigning an E3 license to your admin account so that the account @ oo s
will have a valid email address. This step is necessary to configure the Intune to Exchange You have no groups. Add one to get started!
service-to-service connector in upcoming steps.

12. In your browser, switch to the tab that displays Azure Active Directory in the classic

portal.
# In the next steps, you will add an Azure AD security group and add members to the dd Group
group. Although you could perform these tasks in the Office 365 portal, they are easier to
do if performed in the Azure portal.

NAME

# TIP: If you accidentally closed the classic Azure portal, you can navigate to it from the — :
Office 365 Admin portal. In the left navigation pane, scroll to the bottom, expand ADMIN, R
and then click Azure AD. = 5
13. On the domain page, click GROUPS, and then click ADD A GROUP.
14. In the Add Group dialog box, in NAME, type Mobile Users, and then click OK (check
mark).
15. Click Mobile Users, and then click ADD MEMBERS.
16. On the Add Members page, click the plus sign to the left of Alicec@[OrgName].
onmicrosoft.com. GT - ) L
his group has no members

17. Repeat the previous step for all users you created, with the exception of your tenant -
admin account. ADD MEMBERS (3)
18. Click OK (bottom right check mark).

#  Alice Ciccu and Ben Smith are added to the group. Q’ ——

19. Close the tabs in your browser session. el g

With the completion of this step, you are now ready to begin configuring Microsoft
Intune and mobile device and application management policies.

aomne enmicroso.com
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Part Three:
Configure Intune for Device Enrollment




Part Three:

Configure Intune as the Device Management Authority

Browser Sign-up Manage
Now that you have created your trial account, you are ready through System Center. Furthermore, once you make a choice
to prepare Intune to enroll devices. This preparation requires to use either of these two management options, that choice is
that you configure Intune as the device management authority, irreversible.
create user and device groups, customize the portal, configure In this task, you will configure the Intune portal to be the device
an Apple Push Notification Certificate, and create some default management authority.

security and compliance policies. ,
© To use the Microsoft Intune management portal, you must use a

browser that has the Silverlight plug-in installed. This means that
you will not be able to use Microsoft Edge or Google Chrome for
any steps that require you to use the Intune portal.

You can manage devices from the cloud using the Intune
portal or you can manage devices from a single on-premises
console by integrating System Center 2012 R2 Configuration
Manager with Microsoft Intune. However, the choice between
the two is exclusive: You must either manage devices using the
cloud-based portal or using the integrated console available

/ To perform this task, you should open a browser using InPrivate
mode to avoid issues with shared credentials in other browser
sessions.
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1. Open your browser in InPrivate mode, if possible, and 3. In the Microsoft Intune administration console, in the left
navigate to https://manage.microsoft.com. navigation pane, click ADMIN. Under Administration, click
Mobile Device Management. In the tasks list, click manage

# Note that Office 365 also provides built-in mobile device . .
mobile devices.

management. However, the mobile device management in

Office 365 is a separate service from Intune and has different »
capabilities. For example, using Office 365, you can manage

iOS, Android, and Windows Phone devices. With Intune, you

can manage these devices, as well as Mac OS X devices and

Windows PCs. For a side-by-side comparison, please see
https://technet.microsoft.com/library/dn957912.aspx

Intune can manage mobile devices on its own or it can be
integrated with System Center Configuration Manager for
device management. At the outset, you must decide whether
you will use Intune exclusively to manage devices. Setting
Intune as the device management authority is an irreversible
act. You cannot change this configuration, for example, if you
2. When prompted, sign in using the administrative credentials later decided you wanted Configuration Manager to be the
for the tenant admin account that you created previously, device management authority for your mobile devices.
admin@[OrgName].onmicrosoft.com.

3 dcrosoft Intune

Administration

Microsoft Intune =

DASHBOARD

Mobile Device Management

Q) First Step: Choase to use Micrasoft Intune ! l

Mobile Device Management Authority

Owverdew

4 Plerts snd Notifications

Work or schoel, or personal Microsoft account

GROUPS

admin@ .onmicrosoft.com o

Tenant Administratees

[JKeep me signed in Drevce Enrcliment Mansgers

Chient Software Downioad
- g R
Sign in e e
ROLICY ol vice Mana

Can't access your account? g H | #ems and Conditions

. .
. .
. .
H H “
.
Don't have an account assigned by your work or school? 5 d ADMIN
Sign in with a Microsoft account H H
. .
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Create User and Device Groups

Groups provide you with flexibility in managing users and devices. You can plan and
implement groups according to your organizational needs. For example, you can
create groups according to location, security requirements, departments, hardware
characteristics, job role, and so on.

In this task, you will create groups that you will subsequently use to target policies that
you configure in Intune.

7/ Please ensure you are logged in to the Intune console to perform these steps.

1. In the Intune admin console, click GROUPS, and then click Overview. In the Task lists,
click Create Group. '

* Select a parent group:

Criteria Membership Intune Users

# You are creating a user group to assist with the management of your mobile device users. e Hembrshp escrpion
The group you will create includes every user except for the Company Administrator, also el
known as the tenant administrator.

2. In the Create Group dialog box, in Group Name, type Intune Users. In Select a
Parent Group, select All Users, and then click Next.

3. On the Define Membership Criteria tab, in the Start group membership with drop-
down list, select All Users in the parent group. T
4. Beside Exclude members from these security groups, click Browse and then select
Company Administrator.

# This exclusion allows you to manage all Intune Users with the exception of the Company
Administrator account, also known as the tenant administrator.
5. Click Add, click OK, and then click Next.

6. On the Define Direct Membership page, accept the default settings, and then click _—
Next.
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7. On the Summary page, click Finish. a

Group =
8. In the Intune admin console, click GROUPS, and then click Overview. In the Task et -
lists, click Create Group. — s

# In this and the next few steps, you will create a device group for assisting with the
management of your mobile devices.
9. On the Describe the group page, in Group name, type All Personal Mobile | __ L 11
Devices.
=

10. In Select a parent group, select All Devices, and then click Next.

11. On the Criteria Membership page, accept the default setting to Include all
mobile devices from the parent group, and then click Next.

12. On the Define Direct Membership page, accept the default settings, and then
click Next.

13. On the Summary page, click Finish. mcﬁmp

Specify the criteria that determine which members of the parent group will be included in this group.

Define Membership Criteria
General P
Parent Group:

Criteria Membership All Bevices

Device type:
Direct Membership Mobile -
Summary Specify the mobile devices to be included in the new group:

© Include all mabile devices from the parent group

Only include mobile devices that are managed by Micresoft Intune direct management
Only include mobile devices that are managed by Exchange ActiveSyne

Empty group
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Customize the Company Portal

When users enroll devices into Intune, they will interact with the Company
Portal. Because the portal represents an important point of contact and
information for your users, you should customize it to provide information that
is appropriate for your users.

In this task, you will customize the company portal to provide useful information
to your end users.

# Please ensure you are logged in to the Intune console to perform these steps.

1. In the Intune Admin console, click ADMIN, and then click Company Portal.
2. In the details pane, complete the form using the information as follows:

Company Name: Contoso

IT Department Contact Name: Ben Smith

IT Department phone number: 555-1212

IT Department email address: bens@[OrgName].onmicrosoft.com.
Company privacy statement URL: https://contoso.com/privacy
Support website URL: http://contoso.com/support.

Website name: Contoso support website.
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9Company Portal

Contosc{

IT department contact name:

Ben Smith

IT department phone number:

555-1212

IT department email address:

bens@: onmicrosft.com

Additional information:

Company privacy statement URL:

httpsi//contoso.com/privacy


https://contoso.com/privacy
http://contoso.com/support

3. Perform an Internet search for a Contoso logo file and download one of the a
ompany Portal
results to your computer.

Customization

You can customize your company peortal with your company logo, company name, theme colo

# Steps 3—7 are optional.

4. Click Include company logo. mmim =

P Include company logo:
5. In the Select a logo to use when the portal background is white field, click Select a logo to use when the company portal background is white.
Browse. ©

00 pixels

6. In the Open dialog box, navigate to the folder where you downloaded the contoso
graphic file, select the file, and then click Open. see '°96°“°" s
g.a\idd the same logo to use on top of the selected color theme, and then click contoso

Iil Show the company name next to your company lego

. L. Choose a background for Windows 8 Company Portal app:
# Typically, you would also add custom terms and conditions that users would see @ Dt & Soliiihie baa

when they first use the company portal. Users would have to accept the terms and
conditions before they could enroll their devices. Publishing custom terms and
conditions is not part of the configuration steps included here. If you wish to add a
terms and conditions, you can do so by navigating the Policy/Terms and Conditions in
the Intune console.
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Prepare for IOS and Mac
Device Enrollment and Management

Intune provides the ability for you to enable enrollment of iOS and Mac OS X devices,
allowing your users access to company email and applications using their iPhones,
iPads, and Mac devices. After an iOS or Mac OS X device is enrolled, it can be targeted
with policies to meet your security and other requirements; however, before you

can enroll an iOS or Mac OS X device, you must request and import an Apple Push
Notification (APN) service certificate. In this exercise, you will request an APN certificate,
and then import it to the Intune service.

© [IMPORTANT: To complete these steps, you must have an Apple ID. If you do not have an
Apple ID, you can skip these steps; however, please keep in mind that you will not be able
to enroll any iOS or Mac devices in subsequent steps. You do not need an iOS or Mac
device to sign up for an Apple ID. You can sign up for an Apple ID here: https://appleid.

apple.com.

# Please ensure you are logged in to the Intune console to perform these steps

1. In the Intune admin console, in the left navigation pane, click ADMIN.

2. Under Administration, expand Mobile Device Management, expand iOS and Mac
OS X, and then click Upload an APNs certificate.

3. In the details pane, click Download the APNs Certificate Request.

# In this step, you are creating a certificate request that is specific to your Intune site. You will
use the certificate request in subsequent steps to acquire an APN certificate from Apple.

4. In the Save As dialog box, navigate to a convenient folder. In file name, type
APNsRegq, and then click Save.
5. In the details pane, under the download link, click Apple Push Certificates portal.

# A new tab opens showing the Apple ID sign in page. The Apple ID is the account you create
to use to manage Apple devices and services. Organizations that use Intune to manage
Apple devices will want to create a special Apple ID to use for this specific purpose.
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3 Jicrosoft Intune

Administration Upload an APNs Certificate
ASHBOARD
m 1. Download a Certificate Signing Request for an APNs certificate.
&
GROUPS. Download the APNs Certificate Request ]
2. Renew tf te in the Apple Push Certificates portal using
o APNs cer
ALERTS Apple Pi
@ 3. Upload the APNs ce -ate to Microsoft Intune.
o
APPS Upload the APNs Certificate
vvvvvv
-l
REPORTS

Enroliment Rules

Company Portal


https://appleid.apple.com
https://appleid.apple.com

aple Push Certificates Portal (@D

Get Started

6. In the username and password fields, enter your Apple ID credentials.
7. On the Apple Push Certificates Portal, click Create a Certificate.

8. In the Terms of Use, check | have read and agree to these terms and conditions,
and then click Accept.

9. On the Apple Push Certificates Page, under Vendor-Signed Certificate Signing
Request, click Browse.

10. In the Choose File to Upload dialog box, select [Path\APNsRegq.csr, and then @mmemmh e
click Open. oo

1. Click Upload.
12. When prompted to download a JSON file, click Cancel.

# The page should automatically redirect after a few moments to show the certificate that
is created. If the page does not redirect after a minute or two, press F5 to refresh the

page.

13. On the Apple Push Certificate Portal, click Download. ‘| —— e |

14. When prompted to save the MDM_Microsoft Corporation_Certificate.pem file,

C“Ck Save As. @ple Push Certificates Portal [€o=n)
15. In the Save As dialog box, navigate to a convenient folder, and then click Save.

Certificates for Third-Party Servers
16. Switch to the Intune admin portal. e
17. Click Upload the APNs Certificate.

18. In the Upload the APNs Certificate dialog box, in APNs Certificate, click Browse,
and then select [Path\MDM_Microsoft Corporation_Certificate.pem.

19. In Apple ID, enter your Apple ID, and then click Upload.

20. In the Intune admin console, navigate to Administration /iOS and Mac OS X,

and verify that the console displays that the iOS and Mac devices are ready for
enrollment.
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Create Policies for Device Platforms

In this task, you will configure some demonstration security policies for 3 separate
mobile platforms: Android, iOS, and Windows 10. You will then configure a compliance
policy that devices must conform to in order to access appropriately configured
applications and services.

# Intune provides many policy settings. Only a few representative policy settings can be
covered in the scope of this guide. For more information on the policy settings available
to you for the management of mobile devices and computers, please see https://technet.
microsoft.com/en-us/library/dn743712.aspx and https://technet.microsoft.com/en-us/
library/dn646984.aspx.

» Please ensure you are logged in to the Intune console to perform these steps.

1. In the Intune admin console, click POLICY, and then click Add Policy

Policy Status

Oe

.
¥

# Asabest practice, you should configure security settings and resource access profiles to
meet your corporate or organizational policies; however, these policies have no effect on
conditional access. To configure and enable conditional access, it will also be necessary to
configure a compliance policy that determines the criteria for users to be able to access
their email. You will configure a compliance policy in later steps. | ==

Qe a New Policy
elect a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannot change a template.

2. In the Create a New Policy dialog box, expand Android, select General Configuration
(Android 4 and later, Samsung Knox 4.0 and later), ensure Create and Deploy a Custom
Policy is selected, and then click Create Policy.

4 Android “ General Configuration (Android 4 and

later, Samsung KNOX Standard 4.0 and
later)

g KNOX Standard 4.0 and later)

# Although it is possible to configure common mobile device security policy settings for
all supported devices under the Common Mobile Device Settings node, Microsoft Intune

ng KNOX Standard 40 and later)

PKCS #12 (RFX) Cer (Android 4 and later)

SCEP Certificate Profile (Android 4 and later) requirer

provides separate configuration policies for each platform. Because the mobile device T RS- i

security policy settings will disappear in the future, the current guidance is to use the
separate configuration policies. For more information, please see https://technet.microsoft.
com/en-ca/library/dn913730.aspx.
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3. On the General page, in name, type Default Android Policy Settings.

4. In the Security section, click the toggle switch to enable Require a password to
unlock mobile devices (Android 4.0+, Samsung KNOX Standard 4.0+).

5. Enable the setting to require a minimum password length of 4 characters, and

then enable the setting to enable a password quality of At least alphanumeric, as
shown in the accompanying screenshot below.

6. Spend a few moments reviewing the Android policies, and then click Save
Policy.

7. When prompted to deploy the policy, click Yes.

8. In the Select the groups to which you want to deploy this policy, select Intune
Users, and then click Add.

9. Select All Personal Mobile Devices, click Add, and then click OK.

10. In the Intune admin console, under Policy, click Overview, and then in the
Tasks pane, click Add Policy.

#  In this and subsequent steps, you will add a default iOS policy.

11. In the Create a New Policy dialog box, expand iOS, select General
Configuration (iOS 7.1 and later), ensure Create and Deploy a Custom Policy is
selected, and then click Create Policy.

12. On the General page, in Name, type Default iOS Policy Settings.

13. In the Security section, click the toggle switch to enable Require a password to
unlock mobile devices (iOS 7.1 and later).

14. Enable the Required password type (iOS 7.1 and later) and ensure the setting
is Alphanumeric.

15. Enable Minimum password length, and ensure the length is set to 4
characters.
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¥ Create Policy: Defaui

Qage Deployment: Default Android Settings =S
elect the groups to which you want to deploy this policy.
fearch groups o Selected groups: (2)
Name Path
4 All Users
Ungrouped Users Intune Users All Users
All Personal Mobile Devices All Devices
4 All Devices
All Computers
I All Mobile Devices
Ungrouped Devices
All Persanal Mobile Devices m

meaNewPucy (5]
elect a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to creste a policy, and then you can configure
the settings in that policy. You cannot change a template.

General Configuration (iOS 7.1 and later)

This template contains settings for i0S devices that
define items like password length, encryption
requirements and allowed or blocked apps. Policies
created from this template can be deployed to user or
device groups, and will only be applied to devices that
are managed by Microsoft Intune.

SCEP Certificate Profile (105 7.1 and later)
Trusted Certificate Profile ({05 7.1 and later)
VPN Profile (i0S 7.1 and later)
Wi-Fi Profile (i05 7.1 and later)

b Mac 05 X

How would you like to use the selected template?

d Deploy a Policy with the Recommended

© Create and Deploy a Custom Policy

b Windows
b Software
b Computer Management

b Commeon Mobile Device Settings

s iy [ s




I Create Pocy: Defout 105 Polcy

16. Enable Allow Simple passwords, ensure the setting is No, and then click Save
Policy.

17. When prompted to deploy the policy, click Yes.

18. In the Select the groups to which you want to deploy this policy, select Intune

Users, and then click Add. .-
19. Select All Personal Mobile Devices, click Add, and then click OK.

20. In the Intune admin console, under Policy, click Overview, and then in the

Tasks pane, click Add Policy. @> =

Select a template for the new policy
Selectthe template that includes the seti tto manage uith the new poliy. You use 3 template o Create 3 policy, and then you can configure
the setings n that polcy. You cannot change 3 template.

#  Inthe next steps, you will create a default policy for Windows 10 devices.  [———

b oS Desktop and Mobile and later)

21. In the Create a New Policy dialog box, expand Windows, select General
Configuration (Windows 10 Desktop and Mobile and later), ensure Create and
Deploy a Custom Policy is selected, and then click Create Policy.

22. On the General page, in name, type Default W10 Policy Settings.

23. In the Security section, click the toggle switch to enable Require a password to
unlock devices. Enable the Required password type, and then ensure the setting is ' =
Alphanumeric.

24. Enable Minimum password length, ensure the length is set to 6 characters, and

How would you like to use the selected template?

Depl

Crea ly a Policy with the Recommended
Setti
© Create and Deploy o Custom Palicy

< Phone 8.1 and later)

5 10 Desktop and Mobile znd later)
ter)

and later)

then click Save Policy. @5

25. When prompted to deploy the policy, click Yes. In the Select the groups to . i |

which you want to deploy this policy, select Intune Users, and then click Add. — oSN S -
26. Select All Personal Mobile Devices, click Add, and then click OK. o=

Descriptions

27. In the left navigation pane, click POLICY.

A In the next steps, you will create a compliance policy.

Security
Password

PE Require a password to unlock devices : (D)

[ves |

P8 Required password type : (i)
Alphanumeric +

Minimum number of character sets : (i)
| 13
P Minimum password length : (@)
S
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28. Under Policy, select Compliance Policies, and then in the details pane, click
Add.

Policies (0)

Compliance policy settings

Name Last Updated

# Compliance policies are necessary to enable conditional access to Exchange
ActiveSync. The compliance policy determines what compliance conditions must
be met in order for devices to gain complete access to Exchange. Compliance
policies can require that passcode settings be applied, that encryption is enabled,
that devices not be jailbroken, and that the email profile be managed by Intune.

ALERTS

@

apps

29. On the Create Policy page, in name, type Default Compliance Policy.
30. Scroll down to the encryption section, set Require encryption on mobile
devices to No, and then accept the remaining default settings.

© Please make sure you set Require encryption on mobile devices to No. Although
this setting is recommended and desirable in a production environment, it may
cause blocking issues in an environment used for testing purposes only.
31. On the Create Policy page, click Save Policy.
32. When prompted to deploy the policy, click Yes.
33. In the Select the groups to which you want to deploy this policy, select
Intune Users, click Add, and then click OK.

# Note that you target Intune Groups for the compliance policy. For the conditional
access policy, you target Azure Active Directory security groups. You will see this
in the next section.
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Part Four:

Configure and Test Conditional Access Policies

A conditional access policy restricts access to organizational email to devices that
are managed by Microsoft Intune and compliant with organizational policies. To
implement conditional access policies, you must have a number of prerequisites in
place. You must configure Intune to enroll mobile devices, and you must deploy a
compliance policy. Furthermore, you must use an Active Directory security group
(not an Intune group) as the target of the conditional access policy. You completed
these prerequisite steps earlier in this this guide.

In this section, you will configure other prerequisite settings for conditional access
and then configure a conditional access policy. After implementing the conditional
access policy, you will have an opportunity to verify the policy on an iOS, Android,
or Windows Phone device. You do not need to have any of these devices. The steps
include screenshots that will give you a good idea of the user experience. However,
to get the most of out of the exercise, having one or more of these devices is
preferable.
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Create and Send Test Email

In this task, you create and send a test email that you will use throughout this guide

to verify your configuration on various devices. :
Y J [ ] Office 365
# Please perform these steps using an InPrivate or Incognito browser session.
1. Open an InPrivate or Incognito browser session. Work or school account
#  You need to open an InPrivate browser session because you are going to be logging on bens@: onmicrosoft.com

to Office 365 Outlook Web access as one of the users you created earlier.

3

2. Browse to https://outlook.office365.com/owa.
3. When prompted, sign in as bens@[OrgName].onmicrosoft.com using PasswOrd!

as the password.
Sign in

# Ben Smith is a test user you created in an earlier step.

[]Keep me signed in

Can't access your account?
4. When prompted, select a time zone, and click Save.

5. Inthe Outlook Web Access Inbox, click New.
6. Inthe To field, type Alice Ciccu, enter a subject for the email, and enter a short

message.
G-EJ Send [ Attach @ Add-ins Discard see

A Alice Ciccu is a test user you created in an earlier step. You can use any test user that you

||ke To L Alice Ciccu X
7. Click Send. :
Test message
A You are sending the test message to verify access to the mailbox once you have WO 5 T U A M A AE:®=z =
configured conditional access to Exchange and enrolled your device(s) in subsequent This is a test message.
steps.

8. Close the browser session.
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Configure Service-to-Service Connector

An additional prerequisite for enabling conditional access for Exchange ActiveSync is
the service-to-service connector. This connector allows you to discover and manage
mobile devices that are currently connecting to your Exchange environment but are
not managed by Intune.

In this task, you will set up the service-to-service connector.

# Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune Admin console, click ADMIN. Under Administration, click Microsoft
Exchange, and then in the details pane, click Set up a connection to Exchange
environment.

2. Onthe Set Up Exchange Connection page, click Set Up Service to Service
Connector.

3. In the Set Up Service to Service Connector dialog box, read the message, and
then click OK.

# Note that the user setting up the connector must have Exchange admin rights. Your
tenant admin user was granted Exchange admin rights when you assigned an Office 365
E3 license to the user in an earlier step.

4. On the Microsoft Exchange Mobile Device Management page, click Run quick
sync, and then click Close.

# If you have any devices that are managed only by Exchange ActiveSync, they will be
blocked once you enable the conditional access policy and until they are enrolled. As a
best practice, you should alert these users to enroll their devices before you enable the
conditional access policy.
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Implement Conditional Access Policy

In this task, you will configure and implement a conditional access policy.

Exchange Online Policy

/' Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune Admin console, click POLICY.
2. Under conditional access, select Exchange Online Policy.
3. On the Exchange Online Policy page, check Enable conditional access policy.

# The page changes to show configuration settings for the conditional access policy.

4. Under Device platforms, ensure All Platforms is selected and that Windows [d]evices
must be domain joined or compliant.

Exchange Online Policy

# Under this section, you are configuring clients that can use modern authentication, which
is enabled by the Active Directory Authentication Library. This enables Office clients
to use browser-based authentication and enables conditional access scenarios. For
more information, please see https://blogs.office.com/2014/11/12/office-2013-updated-
authentication-enabling-multi-factor-authentication-saml-identity-providers/.

5. Under Exchange ActiveSync mail apps, check Require mobile device compliance,
and then configure the setting to Block access to email from devices that are not
supported by Microsoft Intune.

6. Under Targeted Groups, click Modify. In the Select Security Group dialog box, select
Mobile Users, click Add, and then click OK.

# NOTE: You created the Azure Active Directory Mobile Users security group in an earlier
step.

7. On the Exchange Online Policy page, leave the remaining settings at their default
values, and then click Save.
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Verity Exchange Conditional
Access on an 10S Device

In this section, you will configure a connection to an Exchange mailbox on an
iOS device. You will verify that, because your device is not enrolled and is out of
compliance, you are not able to access your email. You will then step through
the typical steps an end user would take to enroll the device and bring it into
compliance. After enrolling the device and ensuring it is in compliance, you will
verify that you are now able to access the Exchange mailbox.

#  NOTE: To test the compliance rules on your iOS device, you will need to have relatively

relaxed passcode settings on the device. If your passcode length is greater than 4
digits, you will not be prompted to enter a new passcode. Additionally, these steps e Google
assume you have not previously configured the built-in mail application on your iOS YAHOO!
device. Aol.
[ Outlook.com
© IMPORTANT: After verifying conditional access, you will need to remove the email

account, remove the company portal app, and perform a selective wipe of the device
to remove it from management. The selective wipe will not remove your personal
data. However, please be sure you are willing to do these things before proceeding.

/" Perform these steps on your iOS device.

1. On your iOS device, enter your passcode to sign in.

2. Tap the Mail icon.

3. On the Welcome to Mail page, click Exchange.

4. In the Email field, type alicec@[OrgName].onmicrosoft.com.
5

. In Password, type PasswOrd!, and then tap Next.
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Cancel

£ il

2 contacts

_. Calendars
Reminders

Notes

6. After the email account s
verified, tap Save.

#  The mailbox opens.

#  After a few moments, you will
receive an email from the system
informing you that you need
to install the Microsoft Intune
Company Portal app and enroll
your device before you can access
email.
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IPad F 5:04 PM 1 100% By

£ Inbox P B 0 &« @

Microsoft Outlook
To: Alice Ciccu more.

Action required to access your organization's email on your
mobile device

oday at 5:03 PM

You are receiving this message because your IT department needs you 1o install the Microsoft
Intune Company Portal app and enrcll your device in order to access Exchange email and
‘other resources on your mobile device.

Get started now. —

Cantact your IT departmaent with any questions or concerns about this mail. This email was
by Microsoft

7. In the emall, tap Get started
NOw.

A Back to Mail 507 FM 100K ==

m & portal feimsua02 managemicrosoftecom © (1] 4+ (7]

— @ Microsoft Intune Company Portal
< PR e —
=

GET — On the App Store

the [Tunes

8. On the Microsoft Intune
Company Portal page, tap View.

#  The app store opens the Microsoft
Intune Company Portal app in the
foreground.

...........................................................................



9. Depending on your settings, you may be prompted to sign 16. When prompted, enter your passcode, and then tap
in to iCloud. If prompted, enter the password for your Apple ID Install

credentials to sign in to iCloud.

10. On the Microsoft Intune Company portal app page, tap
download (cloud with down arrow). 17. Read the warning, and then tap Install.

18. At the Remote Management prompt, tap Trust, and
then tap Done.

# Awarning message appears.

#  After a few moments, the app is installed.

11. On the Microsoft Intune Company Portal app page, tap
Open. # If your passcode does not meet the Intune security
requirements, you will be prompted almost immediately

12. On the Intune Company Portal page, in user name, type
to change your passcode. If your passcode meets current

alicec@[OrgName].onmicrosoft.com. In password, type security requirements, you will not be prompted to change

PasswOrdl!, and then tap Sign in. your passcode. Your passcode must be at least 4 characters
13. On the Company Access Setup page, tap Begin. long and include both letters and numbers.

14. On the Device Enrollment page, tap Enroll.
15. On the Install Profile page, tap Install.

Intune Company Portal
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19. In the Passcode Requirement pop up, tap 24. In the Device Enrolled pop up, tap OK.
Continue. 25. Press the home button, and then tap Mail.
20. Enter your current passcode, and then tap 26. In the Mail app, tap Inbox.
continue. # 0 fresh the mail, you should be abl h

. If you refresh the mail, you should be able to see the test
21. Enter a new paSSCOde’ and then tap Continue. message you sent to this account at the beginning of the
22. Enter your new passcode a second time, and lab. Note that the message from the system informing
then tap Continue you of the need to enroll the iOS device has disappeared

from your inbox.

23. At the prompt to open the page in the
Company Portal, tap Open.
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Verify Conditional Access on Android Device
.

In this exercise, you will configure a connection to an Exchange mailbox on an Android
4.0 + device. You will verify that, because your device is not enrolled and is out of
compliance, you are not able to access your email. You will then step through the
typical steps an end user would take to enroll the device and bring it into compliance.
After enrolling the device and ensuring that it is in compliance, you will verify that you
are now able to access the Exchange mailbox.

CI0c
B0 =

Please note that the Screenshots and instructions are specific to Android devices
running Lollilop (Android version 5.0.2) on a Samsung Knox device. Because the device
used for these instructions is using Knox, you may see some instructions that are
specific to these kinds of devices only.

Microsoft Apps. FREE 3 Months

# NOTE: To test the compliance rules on your Android device, you will need to have no
password or a weak password configured on the device. Additionally, these steps assume
you have not previously configured the built-in mail application on your Android device.

3 eceseeem F 100%08:53PM

Settings SEARCH € Add account

. B s .
© |IMPORTANT: After verifying conditional access, you will need to remove the email O v @ emai
account, remove the company portal app, and perform a selective wipe of the device P @ reeroxsccoum
to remove it from management. The selective wipe will not remove your personal data. © walpaper = .
However, please be sure you are willing to do these things before proceeding. () Lock screen and sec. -
/ Perform these steps on your Android device ke inf
1. Sign in to your Android device. :m:” MimesEedemmn AR o
2. Press the Home button, taps Apps, and then tap Settings. S ) ores
3. In Settings, scroll down, tap Accounts, tap Add Account, and then tap Microsoft Sysem o i
Exchange ActiveSync. e il
4. On the Exchange ActiveSync page, in user name, type alicec@[OrgName]. O saey Bl per=one o
onmicrosoft.com. © stoage B s
(@ Accessories Sync apps with Facebook
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Sync Contacts
Sync Calendar

Sync Task

MANUAL SETUP NEXT >
1-f 200 3¢f a/f s*F 6°f 7:f a'[ o f o' Jivel
awlelrftyju]ifeo]rfa

afls|diffQagfhjijjk] ! Jjoone
tzxcfv]olnlm].t] 2}t

oul sym. e ahCus) «f»

it
N
H

is

5. In Password, type PasswOrd!, and then tap Next. If prompted
by an Activation message, tap OK.

6. On the Sync Settings page, accept the defaults, and then tap
Next.

7. On the Set up email page, accept the default account name,
and then tap Done.

8. Press the Home button, and then tap Mail.

9. In the inbox, tap the message from Microsoft Outlook, and
then review the contents.
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ntune Company Portal
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# Note that even though another message exists in your inbox,
you can view only the message from the System. Once you
follow the directions to enroll the device and bring it into
compliance, you will gain full access to Exchange ActiveSync.

10. In the message, tap Get started now. The browser
opens. On the Web page, tap Get the app.
11. On the Intune Company Portal page, tap Install.
12. When prompted, tap Accept.
#  When the app finishes installing, you are presented with the
option to open the app.



EEEEEEres

Company Portal

13. On the Intune Company Portal page, tap Open, and then tap Sign in.

14. On the Begin Company Access Setup page, tap Begin, and then on the
Device Enrollment page, tap Enroll.

15. Review the activities that you will be allowing by activating administration, and
then tap Activate.

# If you have a Samsung Knox device, you will be presented with the ELM Agent privacy
policy page. Check that you agree, and then tap Confirm.

16. On the Screen unlock settings page, tap Password.

# Recall that you set the compliance rules for Android devices to require a password.

17. Follow the prompts to enter a password of your choice. If prompted to
configure notifications on the lock screen, choose an option, and then tap Done.
18. On the Company Access page, tap Continue twice, and then tap Done.

19. Open the Mail app.

Device administrator

B comsperai

@ -

* Eraseall data

+ Change the screen-unlock password

# Note that the original system message has disappeared and any other messages in
your inbox will appear.

+ Setpassword rules

ceeeooe T 100%09:34 PM

€ Screen unlock settings

Pattern
Medium security
P
.
.
.
C PIN

Medium to high security

Password
High security

""""""""""""""""""""""""""""""""""""""""""""""""""" 19 |- % 100%£13:38 PM

Inbox ¥ SEARCH MORE
alicec@® _onmicrosoft.com

Unread 0 Last synced 3:38 PM
Tips e
Expand email preview and see available actions, such as reply, by swiping an email downwards with
two fingers.

2. PRIORITY SENDERS X

Ben Smith 9:31 AM
Test message
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Verity Conditional Access
on the Windows Phone Device

In this section, you will configure a connection to an Exchange mailbox on a
Windows Phone 8.0+ device. You will verify that, because your device is not
enrolled and is out of compliance, you are not able to access your email. You will
then step through the typical steps an end user would take to enroll the device
and bring it into compliance. After enrolling the device and ensuring it is in
compliance, you will verify that you are now able to access the Exchange mailbox.

# NOTE: To test the compliance rules on your Windows Phone device, you will need to
have no PIN configured on the device. Additionally, these steps assume you have not
previously configured the built-in mail application on your Android device.

© MPORTANT: After verifying conditional access, you will need to remove the email
account, remove the company portal app, and perform a selective wipe of the device
to remove it from management. The selective wipe will not remove your personal
data. However, please be sure you are willing to do these things before proceeding.

/ Perform these steps on your Windows Phone 8.0 or higher device.
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il wia 11:14 il w1117 il

@ SETTINGS SETTINGS ADD AN ACCOUNT

£ Settings System email+account

. Skype
§_t|_a_1_rt+theme (® add an account @8 Exchange
T SpOI‘TS SRR set up email, contacts, and others g

Exchange, Office 365
ringtones+sounds :
8¥| Storage Sense Pure &! Yahoo! Mail

om Microsoft acco

email+accounts

ﬁ Store set up email, contacts, and others | Googk—:'

lock screen .
screen ume-out. never B IC‘OLIC'

B Travel notifications+actions

W Twitter

M Linkedin

B Video airplane mode

turned off E Othel’ aCCOUHt

1. On the Windows Phone 2. In SETTINGS, tap 3. Tap add an account. 4. In ADD AN ACCOUNT,
device, swipe left, and then  email+accounts. tap Exchange.
tap Settings.
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EXCHANGE

hlicec@ .onmicrosoft.com

Password

Passtrdﬂ

Show password

W 11:41

Office

OneDrive

OneNote

Onmicrosoft

INBOX - ONMICROSOFT

all

Microsoft Outlook

iving this message because

10/

Microsoft Qutloo

Action required to access your organization’s
email on your mobile device

To: Alice Ciccu

You are receiving this message
because your IT department needs you

Intune in order to access Exchange
email and other resources on your

w1145 | @crosoﬂlntune

Work or school, or personal Microsoft account

alicec@ _onmicrosoft.com

[ Keep me signed in

1 3& Contoso &

Company access
setup

We'll help you setup your device to
access email and other company
resources, and ensure that your
device is compliant with company
security policies.

People
Phone
Photos

Podcasts

5. In EXCHANGE, in Email address, type alicec@[OrgName].
onmicrosoft.com.
6. In password, type PasswOrd!, and then tap sign in.
7. After your settings have been found and the account added,
click Done.
8. On your Windows Phone device, go to your apps list, and tap
Onmicrosoft.
9. Tap the message from Microsoft Outlook.
10. Review the message, and then tap Get started now.

# If you are prompted to use recommended Internet Explorer

settings, tap recommended.
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to enroll your device with Microsoft ‘

mobile device.
STEPS STATUS

Get started now. —

Contact your IT department with any
questions or concerns about this mail
This email was automatically generated
by Microsoft Exchange.

Device enrollment 1
Enrollment lets your company manage

@ portal.fei.msua02.mar -

fgh j k. I

" z x cvbnmda@

@ @ @ &123 |, space o s

11. On the Microsoft Intune page, in email, type alicec@
[OrgName].onmicrosoft.com.
12. In password, type PasswOrd!, and then tap Sign in.

# If prompted to remember the password for the website, tap no.

13. On the Company access setup page, review the information,
and then tap BEGIN.
14. On the Enroll your device page, tap enroll.



WO rkplace Email addre o You've successfully added your Create a hew password Company access SetUp

blicec@ .onmicrosoft.com| account. Changes from your
company policy will usually be applied on complete

Some companies offer policies, certificates, Your email address will be saved. your phone within the next hour Your phone's security policy has changed,
, 1 . i and oth
and ppsththelpyou connec 0 your [ so you'll need to change your lock screen e e B
What's a workplace account? . .
business. What's a workplace account’ senimedanadi paSSWOrd, Here are the new requirements: shortly.

SETTINGS

If, after several minutes, you still can't receive
email or access resources, contact your IT

Once you add a workplace account, your — - Must have at least 4 dlgltS
company will be able to collect personal qgwertyuioop - Can't contain number sequences like ey

information, disable apps or features,
prevent you from resetting your phone or 1234 Feel free to close this browser now that you've

qwer tyuiop completed enrolling this device.

&123 space . e @ portal.fei.msua02.mary

removing your workplace account, and all isy Kdl B8 Egl (hy WN Rkl Nl
remotely modify or delete all your content
and settings. You can talk with your A
company’s support person to find out
what your company's policy allows.

&123 com @ space o & w

iz B il Al 1B] [l [mi Bl afspellifefolsjt<gt

Z3 Bl iy Aval ibY inll Imj BT

15. On the workplace page, tap add account. was opened in a previous step.
16. On the Workplace page, type alicec@[OrgName]. # After a few moments, you should see that your phone is in
onmicrosoft.com, and then tap sign in. compliance.

17. On the Microsoft Intune page, in password, type
PasswOrd!, and then tap Sign in.
18. On the account added page, tap Done.

22. On the Company access setup complete page, tap
DONE.
23. When prompted to allow the window to close, tap yes.

» Ifyour. dewcg is confl'g'urec‘nl as per the lab recommendations, 24. Switch to Outlook, and then tap refresh.
you will receive a notification to create or set a new password

to bring the device into compliance with your policies. #  The original system message will disappear and any other

messages in your inbox will appear.
19. On the Create a new password page, tap set.

20. Enter your new password, and then tap done.

21. On your phone, switch to the Internet Explorer app that
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Reset Devices to
Prepare for Subsequent Steps

Subsequent steps in this guide require that you use devices that are not currently

enrolled in Intune. In this section, you will retire and selectively wipe any iOS, Android, s Je,
or Windows Phone 8.0 + devices you used to test Exchange conditional access. ﬁ o e [ 0 . =
Additionally, you will remove Exchange ActiveSync accounts and the company portal « B
from any devices you configured in the previous steps. s & -
© IMPORTANT: You must perform these steps for any devices you enrolled in the steps L pe ‘\ I:
above. The next exercise in this guide assumes that you are using a device that has not AJ

been enrolled.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune admin portal, click DASHBOARD.
# The dashboard provides a quick summary of important information, such as the number of
devices not in compliance or blocked by conditional access rules.

lected device?

2. Double-click the Mobile OS tile.
# The Intune admin console opens the All Mobile Devices node.

3. On the All Mobile Devices page, select one of the devices you have enrolled.

4. On the menu, click Retire/Wipe.
5. In the Retire Device dialog box, ensure Selectively wipe the device is selected, and

then click Yes.
# Depending on the device, you may also have the option of performing a full wipe of the
device and returning it to the default factory settings. There is no need for you to perform
a full wipe of the device. Once the device has been unenrolled, access to corporate email

will stop.

6. Repeat the steps to selectively wipe devices for all the devices you have enrolled.
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Perform these next steps only if you enrolled an iOS device.

1. In the Microsoft Intune admin console, click GROUPS.

2. Under Groups \ All Mobile Devices, click All Exchange ActiveSync Managed Devices.

» Ifyou enrolled an 10S device, it might revert to being managed as an Exchange ActiveSync device. Please ensure you retire the

device.

3. If an enrolled iOS device appears here, click Retire/Wipe.
4. In the Retire Device dialog box, ensure that Selectively wipe the device is selected, and then click Yes.

The next section of this guides assumes that you have not configured any corporate email settings on your device and that you
have not enrolled the device. Follow the steps below to remove the ActiveSync email account and Company Portal from Android,

i0OS, and Windows phone devices.

Android Device
To remove the Exchange ActiveSync mail
account from your Android device, follow

these instructions:

1. Go to Settings.

2. Tap Accounts, tap Microsoft Exchange
Active Sync, tap More, and then tap
Remove account twice.

To remove the Company Portal from your
Android device, follow these instructions:
3. Go to Settings. Tap Applications, tap
Application Manager, tap Company
Portal, and then tap Uninstall.
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IOS Device

To remove the Exchange ActiveSync mail
account from your iOS device, follow
these instructions:

1. Go to Settings.

2. Tap Mail, Contacts, Calendars, tap
Exchange, tap Delete Account, and then
tap Delete.

To remove the Company Portal from the
iOS device, follow these instructions:

3. Press the Home button. Tap and hold
Comp Portal until it wiggles, click X, and
then click Delete.

Windows Phone Device

To remove the Exchange ActiveSync
mail account from your Windows Phone
device, follow these instructions.

1. Wait a few minutes. A message will
appear to inform you that your account
has been deleted.

2. Tap Close.

3. Go to Settings.

4. Tap email+acccounts, tap and hold
Onmicrosoft, and then tap delete.

The company portal is removed
automatically. You do not need to
manually remove it.
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Part Five:

Configure and Deploy ActiveSync Email Profiles

Configuring policies for devices that are enrolled in Intune helps to ensure that the
devices are used in accordance with organizational requirements with minimal effort
on the part of your users. Users simply have to install the company portal and follow
any subsequent prompts to configure their devices to bring them into compliance.
You can further assist your users in getting the most out of their enrolled devices

by configuring pre-defined profiles that will automatically configure Wi-Fi, VPN, or
email settings on their devices.

In this section, you will learn how to configure email profiles for Android (Knox), iOS,
and Windows devices that will automatically configure Exchange email settings on
enrolled devices. After configuring the email profiles, you will have an opportunity
to verify the automated set up of the email settings on an iOS, Android, or Windows
Phone device. You do not need to have any of these devices. The steps include
screenshots that will give you a good idea of the user experience. However, to get
the most of out of the exercise, having one or more of these devices is preferable.

© IMPORTANT: The steps in this section assume you have completed all the previous
configuration steps in the Intune administrative console.
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Configure an Android (Knox) Email Profile

In this task, you will configure an email profile that can be deployed to Android _

(Samsung KNOX Standard 4.0 and later) devices.

# Please ensure you are signed into the Microsoft Intune administrative console at
https://manage.microsoft.com to perform these steps.

- - g -
HI@ i® fm

§

1. In the Intune admin portal, in the left navigation pane, click POLICY, and
then under Policy, click Configuration Policies.

==

#  You should see the three security policies that you created earlier.

te a New Policy B

2. C||Ck Add Select a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to create 2 policy, and then you can configure

3. Inthe Create a New Policy dialog box, expand Android, select Email Profile

(KNOX Standard 4.0 and later), and then click Create Policy.

# NOTE: Among Android devices, only Samsung devices that are running Knox
Standard 4.0 and later can have email profiles deployed to them.
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4 Android

Custom Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later)

Email Profile (Samsung KNOX Standard 4.0 and later)

General Configuration (Android 4 and later, Samsung KNOX $tandard 4.0 and later)
PKCS #12 (PFX) Certificate Profile (Android 4 and later)
SCEP Certificate Profile (Android 4 and later)
Trusted Certificate Profile (Android 4 and later)
VPN Profile (Android 4 and later)
Wi-Fi Profile (Android 4 and later)

b ics

b Mac 08 X

b Windows

P Software

b Computer Management

» Common Mobile Device Seftings

Email Profile (Samsung KNOX Standard
4.0 and later)

This template contains settings for mobile device email
profiles such as Exchange ActiveSync configuration and
synchronization. Profiles created from this template can
be deployed to user groups anly, and will enly be
applied to 2 user's device when its platform matches
those specified in the profile template. The device must
2lse be managed by Microsoft Intune.

How would you like to use the selected template?

eploy a Policy with the Recommended

nd Deploy a Custom Policy

e i s}




4. On the Create Policy page, in Name, type Email Profile - Android (Knox). 6
5. Configure the remaining properties as follows: "

Confgure a plicy containing settings foryour environment,

- Android (know)

Host: outlook.office365.com

Account name: Contoso Email

Username: User Principal Name

Email address: Primary SMTP Address
Authentication method: Username and Password

Number of days of email to synchronize: Two weeks == =

Sync schedule: Based on my usage
Content type to synchronize: select all Gploy Policy: Android (Knox) Email Profile Es

Do you want to deploy this policy now?

This policy has been saved but has not yet been deployed. Deploying this policy allows you
to send it to the devices or users in the groups that you select.

6. Accept defaults for remaining properties - BT
7. Click Save Policy.

8. When prompted to deploy the policy, click Yes.

9. In the Select the groups to which you want to deploy this policy dialog box, QageDe,,.oym.mm,mx) T
select Intune Users, click Add, and then click OK. elect the groups to which you want to deploy this policy.

3 Selected groups: (1)
Neme Path
4 All Users
Intune Users All Users.

Ungrouped Users

4 Al Devices
All Computers
b All Mobile Devices

Ungrouped Devices

All Personal Mebile Devices m

........................................................................................
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Configure an I0OS Email Profile

In this task, you will configure an email profile that can be deployed to iOS devices.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune admin portal, in the left navigation pane, click POLICY, and then under
Policy, click Configuration Policies.

# You should see the three security policies that you created earlier.

2. Click Add.
3. In the Create a New Policy dialog box, expand iOS, select Email Profile (i0S7.1 and
later), and then click Create Policy.
4. On the Create Policy page, in Name, type Email Profile - iOS.
5. Configure the remaining properties as follows:

" Host: outlook.office365.com
Account name: Contoso Email

Username: User Principal Name

Email address: Primary SMTP Address

Authentication method: Username and Password

Number of days of email to synchronize: 3 days

6. Accept remaining default values
; 7. Click Save Policy.
8. When prompted to deploy the policy, click Yes.
9. In the Select the groups to which you want to deploy this policy dialog box, select
Intune Users, click Add, and then click OK.
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te a New Policy ()
Select a template for the new policy
Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure

the settings in that policy. You cannot change 3 template.

b Android Email Profile (i0S 7.1 and later)

» Comman Maobile Device Settings

QE' Create Policy: Email Profile - i0S

Exchange ActiveSync

e vy

General
* Host:

Email Profils
misaahibsers sutioskffice365.com

* Account name:

Contoso Emaill

User Principal Name i

Email address:

Primary SMTP Address -
Authentication method:
Usermname and Passwerd v

] Use S/MIME

Synchronization Settings

Number of days of email to synchronize:

Three Days -

V] Use SSL
[] Allow messages to be moved to other email accounts
[ Allow email to be sent from third party applications

[ synchronize recently used email addresses


https://manage.microsoft.com
https://manage.microsoft.com
http://outlook.office365.com

Configure a Windows Phone Email Profile

In this task, you will configure an email profile that can be deployed to Android
(Samsung KNOX Standard 4.0 and later) devices.

# Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune admin portal, in the left navigation pane, click POLICY, and then
under Policy, click Configuration Policies.

A2 You should see the three security policies that you created earlier.

2. Click Add.

3. In the Create a New Policy dialog box, expand Windows, select Email Profile
(Windows Phone 8 and later), and then click Create Policy.

4. On the Create Policy page, in Name, type Email Profile - Windows Phone.
5. Configure the remaining properties as follows:

tings

Host: outlook.office365.com

Account name: Contoso Email

Username: User Principal Name

Email address: Primary SMTP Address
Authentication method: Username and Password
Number of days of email to synchronize: Two weeks

Sync schedule: Based on my usage

Content type to synchronize: select all

6. Accept defaults for remaining properties

7. Click Save Policy.

8. When prompted to deploy the policy, click Yes.

9. In the Select the groups to which you want to deploy this policy dialog box, select
Intune Users, click Add, and then click OK.
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Verity Deployment of
Email Profile to IOS Device

In this exercise, you will install the Company Portal app from the Apple App Store on an
iOS device, and then enroll the device. You will then confirm that the built-in email app
is automatically configured with the email profile you configured earlier.

2 NOTE: If you do not have this kind of device, you can still review the steps in this section.
They contain screenshots that will show you the process and the expected results and give
you a good idea of the user experience.

© IMPORTANT: The steps that follow assume that your iOS device conforms to the security
and compliance policies you configured previously by using this guide. Furthermore,
the steps assume that the company portal is not installed and that an Exchange email
account is not configured on the device. Please note that if your iOS device does not have
a password that contains both letters and numbers, you will be required to bring your
device into compliance once you enroll the device.

/' Perform these steps on your iOS device

1. On your iOS device, sign in (if necessary), press the Home button, and then tap App
Store.

2. Inthe search box, type Microsoft Intune Company Portal.

3. In the results, beside Microsoft Intune Company Portal, tap download (cloud icon
with down arrow).

4. Wait until the app finishes installing, and then, tap Open.
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Intune Company Portal

Install Profile Install

Device Enroliment

Enrolling this device with your company will give you access to email, apps Management Profile
you may need for your work, and other company resources, EMSITCAMP

Envollment details Signed by 10SProfileSigning. manage.microsoft.com

More information about enrolling your device rofile o get access to your company apps

evice Enroliment Challenge

More Details

5. On the sign-in page, sign in as 6. In the Device Enroliment notice, 7. In the Install Profile notice, tap

alicec@[OrgName].onmicrosoft. tap Enroll. Install.
com using PasswOrd! as the
password.
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8. When prompted, enter your passcode, tap Done, and then tap Install.
9. In the warning notice, tap Install, and then tap Trust.

#  Wait for the Password Required message to appear before moving to the next task.

10. In the Password Required box, type PasswOrd!, and then tap OK.

# You are prompted to enter the password as a consequence of the email profile you
configured in the previous exercise.

11. In the Profile Installed notice, tap Done.

12. When prompted to open page in the “Comp Portal,” tap Open.
13. When notified that the device is enrolled, tap OK.

14. Press the Home button, and then tap Settings.

15. In Settings, tap Mail, Contacts, Calendars.

# The corporate Email account is displayed.

16. Press the Home button, and then tap Mail. In Mailboxes, tap Inbox.

A The test email message you sent to Alice Ciccu’s Exchange mailbox earlier is displayed.

# Note that depending on how quickly you execute the lab steps, you may see the
conditional access email notice you saw; however, because your device is enrolled and
should be in compliance, this email will disappear and the emails in your inbox will
appear shortly.
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Verity Deployment of Email
Profile to Android (Knox) Device

In this task, you will install the Company Portal app from the Google Play store on an
Android device, and then enroll the device. You will then confirm that the built-in email
app is automatically configured with the email profile you configured earlier.

# NOTE: If you do not have this kind of device, you can still review the steps in this section.
They contain screenshots that will show you the process and the expected results and give
you a good idea of the user experience.

© IMPORTANT: The steps that follow assume that your Android device conforms to
the security and compliance policies you configured previously by using this guide.
Furthermore, the steps assume that the company portal is not installed and that an
Exchange email account is not configured on the device. Please note that if your iOS
device does not have a password that contains both letters and numbers, you will be
required to bring your device into compliance once you enroll the device.

200000000 F 100%02:54 PM

/ Perform these steps on your Android device

1. Sign in to your Android device. Press the Home button, tap Apps, and then tap Play
Store.
2. In Google Play, in search, type Microsoft Intune Company Portal.

# The Company Portal app is displayed.

3. In Google Play, tap Company Portal, and then tap Install.

4. When prompted, tap Accept.

5. When the Company Portal app finishes installing, tap Open.

6. On the Company Portal page, tap Sign in.

7. On the Sign in page, sign in as alicec@[OrgName].onmicrosoft.com using PasswOrd!
as the password.
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8. On the Device Enrollment page, tap Enroll.
9. Inthe Activate natification, tap Activate.

10. On the ELM Agent page, read the privacy policy, check | have read and agree to all
the terms and conditions above, and then tap Confirm.

# During the enrollment process, you may hear a chime and see a notification that your email
account has been received.

11. Press the Home button, tap Apps, and then tap Settings.
12. Tap Applications, and then tap Email.

#  You are prompted to validate the email configuration.

13. On the Enter valid user name and password page, in Password, type PasswOrd!, and
then tap OK.

# The email profile is deployed to your device. The configuration requires you to supply a
password to authenticate to the Exchange Server.

A The test email message you sent to Alice Ciccu's Exchange mailbox earlier is displayed.

#  Note that depending on how quickly you execute the lab steps, you may see the conditional
access email notice you saw; however, because your device is enrolled and should be in
compliance, this email will disappear and the emails in your inbox will appear shortly.
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Verity Deployment of Email
Profile to a Windows Phone Device

In this task, you will enroll your Windows Phone into Intune. You will then confirm that
the built-in email app is automatically configured with the email profile settings you
configured earlier.

# NOTE: If you do not have this kind of device, you can still review the steps in this section.
They contain screenshots that will show you the process and the expected results and give
you a good idea of the user experience.

© IMPORTANT: The steps that follow assume that your Windows Phone device conforms
to the security and compliance policies you configured previously by using this guide.
Furthermore, the steps assume that the company portal is not installed and that an
Exchange email account is not configured on the device.

Z Perform these steps on your Windows Phone device

1. Sign in to your Windows Phone device.

2. From the home screen, swipe left to access the application list.

3. Tap Settings, and then tap workplace.

4. On the workplace page, tap add account.

5. When prompted for an email address, type alicec@[OrgName].onmicrosoft.com,
and then tap sign in.

6. On the Microsoft Intune page, sign in as alicec@[OrgName].onmicrosoft.com using
PasswOrd! as the password.

7. When you have authenticated, tap Done.

# Very soon after your phone is enrolled, you will receive a notice that your Contoso email
account needs attention.
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system
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turned on
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battery

turned off, 10C
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Your email address will be saved.
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SETTINGS

workplace

Some companies offer policies, certificates,
and apps that help you connect to your
business. What's a workplace account?

Once you add a workplace account, your
company will be able to collect personal
information, disable apps or features,
prevent you from resetting your phone or
removing your workplace account, and
remotely modify or delete all your content
and settings. You can talk with your
company's support person to find out
what your company’s policy allows.

7 801

<2 Your Contoso Email account requires attentio|
SETTINGS

workplace

Some companies offer policies, certificates,
and apps that help you connect to your
business. What's a workplace account?

Once you add a workplace account, your
company will be able to collect personal
information, disable apps or features,
prevent you from resetting your phone or

removing your workplace account, and
remotely modify or delete all your content
and settings. You can talk with your
company’s support person to find out
what your company’s policy allows.

EMSITCAMP



w4 8:06 | 8 808
Contoso Email account info is
incorrect

Us: ame
AliceC@ .onmicrosoft.com|
Pa: ord

Show password

Calculator

Calendar

Domain

.onmicrosoft.com

Camera

Contoso Email

Cortana

8. On the Windows Phone, navigate to your apps list, and then
tap Contoso Email.

9. When prompted to enter the correct settings for the Contoso
email account, in Password, type PasswOrd! in domain, type
[OrgName].onmicrosoft.com, and then tap save.

#  You will receive the conditional access message, asking you to take

action to enroll your phone and bring your device into compliance.

You receive this message because your device has not completely
synced with Intune. In the next steps, you will go through the
enrollment process again to speed up the process of validating
device compliance.

10. Open the email you received from Microsoft Outlook, and
then tap Get started now.
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W 8:31

INBOX - CONTOSO EMAIL

all

Ben Smith

2 messages, 1 unread

Activating Enrollment

This may take a few minutes...Feel free
to do something else and check back
later.

Test message

eom

11. On the Microsoft Intune page, tap Alicec@[OrgName].
onmicrosoft.com.

12. When prompted, enter PasswOrd! as the password, and then
tap Sign in.

# The Company Access Setup page appears showing that the
enrollment is being activated.

13. Wait a few moments until the activation process completes,
and then, on the Company access setup complete page, tap
DONE.

14. Tap Yes to close the Web page.

15. On the Windows Phone, open Contoso Email.

16. In the mailbox, verify that you can see the test message(s)
you sent earlier.



Remove Email Profile Targets

To avoid potential conflicts with a later lab, you will remove the target group 9 Policies (6 P

configuration for the email profiles, which will effectively disable them. hid. s Delee  Manage Deployment. E

# Please ensure you are signed into the Microsoft Intune administrative console at https://

manage.microsoft.com to perform these steps.

Name

Email Profile - Windows Phone
Email Profile - i0S

Email profile - Andraid (Knox)
Default W10 Palicy Settings
Default iOS Policy Settings

Template Name

Email Profile (Windows Phone 8 and later)

Email Profile (i0S 7.1 and later)

Email Profile (Samsung KMNOX Standard 4.0 and later)
General Configuration (Windows 10 Desktop and Mok
General Configuration (i05 7.1 and later)

1. In the Intune admin console, click POLICY, and then click Configuration Policies. Defaut Ancraid Paicy Setings General Configuration (Andreid 4 and later, Samsung
2. On the Policies page, select Email Profile - Windows Phone, and then click Manage
Deployment.

3. On the Select the groups to which you want to deploy this policy, select Intune
Users, and then select Remove.

# Rather than deleting the policy, you can remove its deployment. agcleploymenliailRroficetindowslhfiohs el
Select the groups to which you want to deploy this policy.

4. Repeat these steps for each of the remaining email profiles.

P Selected groups: (0)

Name Path
4 Al Users

. . Ungrouped Users
© Please ensure you remove the deployments for all email profiles. _—
4 All Devices
All Computers
> All Mobile Devices
Ungrouped Devices

All Personal Mebile Devices

T
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Remove Devices From
Management and Uninstall Company Portal

In this task, you will unenroll any devices you have brought into management and
selectively wipe data. By removing devices from management, you will learn what the
end users’ experience is like with regard to their email configuration. Furthermore,
you will bring your devices to a state where they can be used for subsequent steps to e = . :
configure mobile application management (MAM) without requiring device enrollment. L

,,,,,, Policy Apps

#  NOTE: In the steps that follow, you will be performing a selective wipe of your device(s). You B Oe Oo

will not be resetting the device to the factory default settings.

W

# Please ensure you are signed into the Microsoft Intune administrative console at to perform
these steps.

1. In the Intune admin portal, click DASHBOARD, and then double-click the Mobile OS
tile. The Intune admin console opens the All Mobile Devices node.

2. In the Intune admin portal, click DASHBOARD.

# The dashboard provides a quick summary of important information, such as the number of
devices not in compliance or blocked by conditional access rules.

3. Double-click the Mobile OS tile.

# TheIntune admin console opens the All Mobile Devices node.

.........................
...................
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4. On the All Mobile Devices page, select one of the devices you have enrolled.

5. On the menu, click Retire/Wipe.

6. In the Retire Device dialog box, ensure Selectively wipe the device is selected, and
then click Yes.

# Depending on the device, you may also have the option of performing a full wipe of the
device and returning it to the default factory settings. There is no need for you to perform a
full wipe of the device. Once the device has been unenrolled, access to corporate email will
stop.

7. Repeat the steps to selectively wipe devices for all the devices you have enrolled.
8. After a few minutes, check the mail application on your device.

#  You should see that the email profile you deployed in the previous steps has been removed.

# If the device still shows the email profile, wait a few moments and then try again.

Perform these next steps only if you enrolled an iOS device.
1. In the Microsoft Intune admin console, click GROUPS.
2. Under Groups \ All Mobile Devices, click All Exchange ActiveSync Managed Devices.

# If you enrolled an 10S device, it might revert to being managed as an Exchange ActiveSync
device. Please ensure you retire the device.

3. If an enrolled iOS device appears here, click Retire/Wipe.
4. In the Retire Device dialog box, ensure that Selectively wipe the device is selected,
and then click Yes.
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The next section of this guide assumes that you have not configured any corporate
email settings on your device and that you have not enrolled the device. Follow
the steps below to remove the Company Portal from Android, iOS, and Windows
phone devices.

# There is no need to remove the Exchange ActiveSync account. This is removed

automatically when the device is unenrolled from Intune management.

Android Device

To remove the Company Portal from your Android device, follow these
instructions:

« Go to Settings. Tap Applications, tap Application Manager, tap Company Portal, and
then tap Uninstall.

I0OS Device

To remove the Company Portal from the iOS device, follow these instructions:

¢ Press the Home button. Tap and hold Comp Portal until it wiggles, click X, and then
click Delete.

Windows Phone Device
The company portal is removed automatically. You do not need to manually
remove it.
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Part Six:

Configure Mobile Application Management
(MAM) Without Enrolling Devices

g 4
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Part Six:

Using the mobile application management policies in Microsoft Intune, IT
administrators can manage applications and corporate data on users’ devices
without requiring those devices to enroll in mobile device management. With this
model, users do not have to give up control over many aspects of their devices

in order to gain access to corporate resources. Furthermore, this functionality
can work in combination both with Intune and third-party mobile application
management solutions.

In this section, you will use the new Azure portal to configure mobile application
management policies for iOS and Android devices that are not enrolled in Intune.
You will then install the managed app, OneDrive, on these devices and test some
of their security features. For example, you will try to open some of the files using
an unmanaged app and, on the Android device, attempt to take a screen capture
of the files. You will also explore the multi-identity capabilities of the managed app
that allows you to use both personal and corporate data in the same app, but keep
these data separate from each other.
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Configure Mobile Application Management (MAM)

In this exercise, you will sign in to the Azure portal. From there, you will add and
configure mobile application management policies for iOS and Android devices. You
will examine the settings available with each policy and distinguish those policies that
are unigue to each device.

/ Perform this task using Internet Explorer or other compatible browser.

1. In an InPrivate or Incognito browser session, navigate to https://portal.azure.com.

2. On the sign in page, sign in as admin@[OrgName].onmicrosoft.com, the tenant
administrator account you configured at the beginning of this guide.

#  The new Azure portal will eventually become the home for a unified console to manage
and monitor all cloud-related infrastructure, from virtual machines and Web applications
to mobile device manager enrollment and Office 365 deployments. As an initial step in this
direction, Intune’s mobile application management features are managed through this
portal. W 5 09u..

3. In the left navigation pane of the Azure portal, click Browse. "

4. In search, type Intune, and then in the results, click Intune.
5. In the Intune mobile application management blade, click Pin blade to dashboard

(pinicon). PR

6. On the Settings blade, click App policy, and then in the App policy blade, click Add a :
policy. ———
7. On the Add a policy blade, in Name, type iOS secure apps policy. Make sure iOS is e
selected as the Platform. o

8. On the Add a policy blade, click Apps. >
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9. On the Apps blade, accept the default OneDrive selection, and then click Select.

#  Asyou will see in subsequent steps, iOS offers more apps for management than Android;
however, in both cases, this list will grow in the future and include third-party apps. For
more information on the future of supported mobile application management apps, please
see http://blogs.technet.com/b/microsoftintune/archive/2015/11/17/enhancing-managed-
mobile-productivity.aspx.

10. On the Add a policy blade, click Configure required settings.
11. On the Settings blade, review the settings, accept the default settings, and then click
OK.

# Asyou will learn in subsequent steps, the settings for both Android and iOS devices are
similar. The settings that are unique to iOS include Prevent iTunes and iCloud backups and
Allow fingerprint instead of Pin. Note the setting to wipe data if the device is offline for a
specified number of days. If this setting is 0, the feature is disabled. Also note the setting,
Allow app to receive data from other apps. With this setting enabled, it will not be possible
to view any documents in OneDrive unless other managed applications are available.

12. On the Add a policy blade, click Create.
13. On the App policy blade, click Add a policy.

14. On the Add a policy blade, in Name, type Android secure apps policy, and then in
platform, select Android.

15. Click Select required apps. In the Apps blade, select OneDrive, and then click Select.
16. On the add a policy blade, click Configure required settings.
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http://blogs.technet.com/b/microsoftintune/archive/2015/11/17/enhancing-managed-mobile-productivity.
http://blogs.technet.com/b/microsoftintune/archive/2015/11/17/enhancing-managed-mobile-productivity.

17. On the Settings blade, review the settings, accept the default settings, and then click
OK.

# The settings that are unique to Android include Prevent Android backups and Block screen
capture and Android assistant. Please pay particular attention to the setting Allow app to
receive data from other apps. With this setting enabled, it will not be possible to view any
documents in OneDrive unless other managed applications are available.

18. On the App policy blade, click iOS secured app policy, and then on the iOS secured
app policy blade, click User groups.
19. On the User group policy blade, click Add user group.

20. In the Add user group blade, search for and select Mobile Users, and then click
Select.

21. Repeat the steps 18—20 to target the Android secure apps policy to the Mobile
Users group.

#  Click the X in the upper-right corner of the blade to the far right to close it. Close all open
blades. Note that the dashboard displays the Intune mobile application management tile
that you pinned earlier.

22. Close the browser tab that is opened to the Azure portal.
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Add Samples Files to OneDrive

In this task, you will sign on to OneDrive as Alice Ciccu, the test user you created earlier,
and upload sample files to OneDrive. You are doing this to ensure that you have some
data in OneDrive to verify the Mobile Application Management policy.

# TIP: Before proceeding with these steps, you may find it helpful to create a folder to hold
9 y y
your sample files. Then, copy some text, Word, and PDF files to the folder. Please make sure
you include at least one text file, one Word document, and one PDF file.

# Perform this task using Internet Explorer or other compatible browser.

1. In‘an InPrivate or Incognito browser session, navigate to http://Idrv.com.
© Use http, not https in the prefix.

9

A You are redirected to the OneDrive sign in page. 4| Office 365 | OneDrive

P search ® New v 2 Upload & Sync
2. On the OneDrive sign in page, click Sign in.
3. In Enter the email address of the account you want to sign in to, type alicec@ g “' Creew Filess
[OrgName].onmicrosoft.com, and click Next. :
4. On the Office 365 sign in page, in Password, type PasswOrd!, and click Sign in. : zdfh‘d;dt"
5. On the Welcome to OneDrive for Business page, click Next. A Gp . "
6. On the OneDrivePage, click Upload. o B i
7. In the Choose File to Upload dialog box, navigate to a folder holding the sample files o oo ;#p:upm
you wish to upload. + Grome raupe B Ivestment brecutive Summary.po
8. Select all the files you wish to upload, and then click Open. @ Marketing Brochure docx

# The files displayed below are for example purposes only. Your files will differ.

9. The files appear in OneDrive.
10. Close the browser tab displaying the OneDrive files.
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Verify iOS Secure App Policy

In this task, you will install the OneDrive app on your iOS device, and then sign in using
your demonstration account (Alicec@[OrgName].onmicrosoft.com). You will then verify
that you are unable to open documents in other programs. You will add a personal
OneDrive and compare the differences between security settings.

# NOTE: To perform all the steps in this exercise, you must have a PDF reader installed on your
iOS device, and you must also have access to a personal OneDrive account that has a PDF
document available in it.

/" Perform these steps on your iOS device.

1. Sign in to your iOS device.

2. Press Home, and then tap App Store.

3. Inthe App Store, in Search, type OneDrive.

4. In the search results, to the right of OneDrive - Cloud storage for files & photos, tap
download (cloud icon with down arrow).

Restart Required
Your IT adminisiraior has made

changes thal require Onelvive 10 be
restarbed.

OK

# Please do not install OneDrive for Business. The OneDrive app you are installing is more
recent and belongs to a class of apps that support multi-identity, which enables the co-
existence of policy-managed (Intune) and unmanaged (personal) files in a single app.

5. After OneDrive finishes installing, tap OPEN.

6. On the OneDrive page, enter alicec@[OrgName].onmicrosoft.com, and then tap Go.
7. On the Office 365 sign in page, sign in as alicec@[OrgName].onmicrosoft.com using
PasswOrd! as the password.

8. When prompted, in the Restart Required natification, tap OK.

# This restart is currently required for apps that are managed by Intune. At some point in the
future, this restart will not be required.
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9. Tap the OneDrive app to open it again. When prompted, enter a 4-digit PIN. 9 Managed by your company

# Because OneDrive is a managed application, you will be prompted for a PIN when you try Confirm PIN
to access corporate data.
L] L] L]
© Please make a note of this PIN. You will be required to remember it in later steps.
a. With OneDrive open, identify a sample PDF file you uploaded earlier.
b. Press and hold the PDF file until it is selected. @ﬂ BEvSE
c. On the bottom right, tap the ellipses (. . ), and then tap Open in Another App. o S —— IS Smsuet.
#  You will receive a message stating that the file could not be opened. N W] memm———
bt Bt 8
10. Click OK to acknowledge the message.
# Thefile is encrypted and will not open outside of OneDrive or other managed applications. Move
11. Deselect PDF file. B
12. In the upper-left corner, tap the accounts icon (see the screenshot). Tap Add Rename This File
Account, and then follow the prompts to add a personal OneDrive account that you
have access 1o B -
# The OneDrive app, along with a number of other apps, supports the multi-identity feature.
Using this capability, you can kgep corporate. dat.a and personal data separate in the same e 5 E i E
app- When you are no longer with the organization, access to corporate data can be i 5 =
removed without affecting your personal data. For more information on this feature, please e~ g
see http://blogs.technet.com/b/microsoftintune/archive/2015/07/21/multi-identity-and- S O S @] !
mobile-app-management-with-microsoft-intune.aspx. ' ﬁ] 1_ |
13. Select your personal OneDrive account, and then locate and select a PDF file in h;_'] R [:] |
your OneDrive account. On the bottom right, tap the ellipses (. . .), and then tap Open ' o

in Another App. @

# You should see a list of one or more PDF reader applications that can open the file.

# Because your personal files are not encrypted, any registered PDF reader should be able to w
open the PDF file from your personal OneDrive folder.

Motes Copy to iBooks Copy to Copy to Adobe
TextEditor Acrobat
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Verify an Android Secure App Policy

In this task, you will install the OneDrive app on your Android device, and then sign FTITITITTT ¥ 100%0328
in using your demonstration account (Alicec@[OrgName].onmicrosoft.com). You will € i ¢

then verify that you are unable to open documents in other programs. You will add a
personal OneDrive and compare the differences between security settings. ("‘\ ﬂ [.
i >
# NOTE: To perform all the steps in this exercise, you must have a PDF reader installed on your

Android device, and you must also have access to a personal OneDrive account that has a
PDF document available in it.

OneDrive i OneNote i Microsoft s OverDrive

Microsedt Corporation Microsoft Corporation Outlook OverDrive, Inc
Microsoft Corporation

A4k a 40 % a ELR AEE

— Y
|
L] =

# Perform these steps on your Android device.

1. Sign in to your Android device.

2. Press Home, tap Apps, and then tap Play Store. Offelens = i Auomnc i Micosoh i VLCforAndoid :
3. In the Play Store, in Search, type OneDrive. wx  mE aew e aaw e s
4. In the search results, tap OneDrive, and then tap Install. ~ PO @
© |IMPORTANT: If OneDrive is pre-installed on your device, please make sure you update the = ".’ L
version. Or, if you have the option, uninstall the current version and install the newer one. Goekeen-  Drbox  f Coogome | Quekpecaler
5. When OneDirive finishes installing, tap OneDrive and then sign in to OneDrive as byl | D Y| e
alicec@[OrgName].onmicrosoft.com using PasswOrd! as the password. pu—— P A

# Upon sign in, you will be prompted to install the Intune Company Portal app. Please
note that you are installing the Company Portal app to provide the desired management
functionality for the OneDrive app. You are not required to enroll and bring the entire
device under Intune management.
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6. Tap Go to store to begin the installation of the app.
7. On the Intune Company Portal page, tap Install, and then tap Accept.

# You do not need to open the Company Portal app after you finish installing it.
8. On your Android device, press Recent apps (button to the left of Home), and tap
the OneDrive page.
9. Sign in to OneDrive as alicec@[OrgName].onmicrosoft.com using PasswOrd! as
the password.
10. Upon sign in, you will be prompted to enter a PIN.

# If you are not prompted for a PIN, you may have an out-of-date version of the app.
Please verify you have the most recent version. If you have the most recent version,
remove the account (on your Android device, go to Settings > Accounts to do this), and
then sign in again.

B Intune Company Portal

N
@
[ ]

m Intune Company Portal

4. OneDrive

@ OneDrive

Sign in to OneDrive
or OneDrive for Business.

CLOSEALL
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11. Choose a 4-digit PIN, and enter it. OneDrive opens.
© Please make a note of this PIN. You will be required to remember it in later steps.
12. With your OneDrive open, attempt to take a screen capture of the OneDrive
files.
# On most Android devices, you take a screen capture by pressing the Sleep/Power and
Home button simultaneously.

# You will see a message indicating that DRM is preventing you from taking a screen
capture.

13. Locate a text file and try to open it.

# You uploaded a text file to the OneDrive account.

# Note that you have no authorized apps that can open this file.

14. In the left side of the screen, tap Add another account.
15. Follow the prompts to add a personal OneDrive account that you have access to.

# The OneDrive app, along with a number of other apps, supports the multi-identity
feature. Using this capability, you can keep corporate data and personal data separate
in the same app. When you are no longer with the organization, access to corporate
data can be removed without affecting your personal data. For more information on
this feature, please see http://blogs.technet.com/b/microsoftintune/archive/2015/07/21/
multi-identity-and-mobile-app-management-with-microsoft-intune.aspx.

16. On the Android device, press Home, tap Apps, and then tap Settings.

# In the next steps you will remove the company portal app. Having the company portal
app installed before the beginning of the next section can cause problems with the
enrollment process.

© |IMPORTANT: Make sure you remove the company portal app before proceeding in this
guide.

17. Tap Applications, tap Application Manager, and then tap Company Portal.
18. Tap Uninstall.
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Part Seven:

Configure Mobile Application Management ST

In the previous section, you learned how to deploy managed applications to devices
that were not enrolled into Intune Management.

To review, mobile application management policies in Microsoft Intune allow you to
deploy managed apps that are in compliance with your organization’s security and
policy requirements. Some of the policies you can enforce with mobile application
management are:

Encrypt corporate data.

Prevent Save as.

Restrict cut, copy, and paste operations.
Prevent Android, iTunes, or iCloud backups.

Require a simple PIN or corporate credentials for
app access.

Open in-app website links in a managed
browser application.

In this section, you will configure and deploy managed apps, including the
managed browser, to iI0S and Android devices.
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Create and Send Test Email

In this task, you create and send a test email that you will use throughout this guide to
verify your configuration on various devices.

/ Please perform these steps using an InPrivate or Incognito browser session.

1. Open an InPrivate or Incognito browser session.

# You need to open an InPrivate browser session because you are going to be logging on to
Office 365 Outlook Web access as one of the users you created earlier.

2. Browse to https://outlook.office365.com/owa.
3. When prompted, sign in as bens@[OrgName].onmicrosoft.com using Passw0rd! as
the password.

# Ben Smith is a test user you created in an earlier step.

4. In the Outlook Web Access Inbox, click New.

5. Inthe To field, type Alice Ciccu.

6. In the Subject field, type Check out these Web links.
7. Type the message you find in the screenshot below.

#  When you type in the Web addresses and press Enter at the end of the line, a website
summary will appear (in this case, a summary of the Microsoft home page). Close the
website summary.

8. When you have finished typing the message, click Send.

# You are going to use the links contained in this email to verify the functionality of the
Managed Browser app.

9. Close the browser session.
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a HSend [ Attach @ Add-ins

To LN Alice Ciccu ¢
Cc

Check out these web links

W @B 1 U A AN A

Hi Alice,
Check out our new web site design:

http://www.contoso.com

Also, check out this great site for toys:

http://www.wingtiptoys.com

Ben

A

v

(|


https://outlook.office365.com/owa

Create a Mobile
Application Management (MAM) Policy

The mobile application management policy determines the restrictions that are
placed on the managed apps you deploy to your Android or iOS devices. The
policies are applied when the apps are initially deployed. They can also be applied
after the apps have already been installed by the users. Some apps, such as Outlook
for iOS and Android, support multiple identities: both a corporate account and a
personal account can be used. In the case of multi-identity apps, corporate and
personal data is kept separate. When the device is unenrolled or the app removed,
the application’s corporate data is removed, leaving the personal data behind and
unaffected by the removal of corporate data.

In this task, you will configure mobile application management policies for Android
and i0S devices.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.
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1. In the Intune admin console, click POLICY, click Configuration Policies, and then
click Add.

2. In the Create a New Policy dialog box, expand Software, select Mobile

Application Management (Android 4 and later), select Create a Custom Policy, and
then click Create Policy.

iy, and then you a0 ¢

Mobile Application Management (At

4and later)

#  You are selecting Create a Custom Policy so that you can view the default settings in the
next task. Please note that this policy will not be deployed until it is associated with a
published app.

3. Onthe General page, in Name, type Android MAM Policy.
4. Scroll down and review the default settings.

# At the bottom, note the setting to block screen captures when using the managed

app. This setting is available for Android devices only; however, screen captures on iOS
devices can be blocked using a device policy.

5. Click Save Policy. ——
6. On the Policies page, click Add.
7. In the Create a New Policy dialog box, expand Software, select Mobile Application
Management (iOS 7.1 and later), select Create a Custom Policy, and then click Create
PO'icy. a:::.rwm or access: (D

8. On the General page, in Name, type iOS MAM Policy. e e
9. Scroll down and review the default settings.
10. Click Save Policy.
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Create a Managed Browser Application Policy

Using Intune mobile application policies, you can restrict managed apps from opening Web
links in browsers other than the managed browser. If you put this restriction in place, then you
must configure a managed browser application policy and deploy the managed browser app.
In this task, you will create and configure managed browser policies for iOS and Android. In
subsequent exercises, you will add the managed browser app to the software catalog, and
then deploy it to your mobile devices.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune admin console, click POLICY, click Configuration Policies, and then click Add.

2. Inthe Create a New Policy dialog box, expand Software, select Managed Browser (Android
4 and later), select Create a Custom Policy, and then click Create Policy.

3. On the Create Policy page, in Name, type Managed Browser Policy for Android Devices.
4. Ensure that Block the managed browser from opening the URLs listed below (block list) is
selected.

5. In the URL field, type http://*wingtiptoys.com/* click Add, and then click Save Policy.

# Depending on your security model, you may wish to set an explicit allow list. This list
would contain your intranet websites and other sites that you deemed trustworthy.

6. On the Polices page, click Add.
7. In the Create a New Policy dialog box, expand Software, select Managed Browser (iOS 7.1
and later), select Create a Custom Policy, and then click Create Policy.
8. On the Create Policy page, in Name, type Managed Browser Policy for iOS Devices.
9. Ensure that Block the managed browser from opening the URLs listed below (block list) is
selected.
10. Inthe URL field, type http://*wingtiptoys.com/*, click Add, and then click Save
Policy.

# Please see https://technet.microsoft.com/en-ca/library/dn878029.aspx for more

information on URL formats allowed by the managed browser policy.
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Ite a New Policy [~
Select a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template t create a policy, and then you can configure
the settings in that palicy. You cannot change 3 template.

b Android

bios

b MacOS X

Managed Browser (Android 4 and later)

This template contains restrict

applied to the Managed

» Windews type of policy, select it in
wizard.

4 Software
Managed Browser (Android 4 and later)

Vou can use this template to create the default policy, o
reate a custom policy.

you can change the settings to create a c

Mobile Applic agement (Android 4 snd later) How would you like to use the selected template?
the Recommended Settings

licy

Mobile Applic agement (105 7.1 and later] Create a Poli

® Cre:

» Computer Managemer

b Common Mobile Device Settings

a Create Policy: Managed Browser Policy for Android Devices

General
Configure a policy

roe i | corea ]

Secure Web Viewer s for your environment.

* Name:

Managed Browser Policy for Android Devices

@ Create Policy: Managed Browser Policy for iOS Devices

~General General
; 2 Configure a policy containing settings for your enviranment.
Managed Browser

* Name:

Vanaged Browser Pl for 105 Deviee]

Description:

Managed Browser

Enable an allow list or block list to restrict the URLS the Managed Browser can open (i0S 7.0, Android
o for informatio an use

See the Intune docu n about the URL formats you c

‘owser to open only the URLs lsted below (allow list)

© Block the managed browser from opening the URLS listed below (block list)

[ [ | l
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Add Apps to the Intune Catalog

In this exercise, you will add a number of managed iOS and Android apps to the Intune _

app catalog. These apps are available in the Google Play Store and the iOS App Store. e
So, rather than adding the app itself to the catalog, you will add the links to the apps. o
Please note that not all apps can be used with mobile application management policies.
For a current list of applications that can be used with mobile application management j

policies, please see https://technet.microsoft.com/library/dn708489.aspx.

AAAAA

# NOTE: If OneDrive is not installed on your target iOS or Android device, or if you did not
perform these steps in Configure Mobile Application Management (MAM) without Enrolling
Devices earlier in this guide, please upload OneDrive to the catalog along with the other
applications you upload as part of this lab exercise. You can do this as a last step in the

are - Microsoft Intune Software Publisher

Welcome EMSITCAMP

Software setup

exercise.
Before you begin Select the platform and specify the location of the software files
/ Please ensure you are signed into the Microsoft Intune administrative console at https:// T M Sacthon b e sl o ek
manage.microsoft.com to perform these steps. . e SR ———
1. In the Intune admin console, on the left navigation bar, click APPS. Sty e
. . . . . . https://play.google.com/storefapps/details?
2. Under Tasks, click Add Apps, and then in the Application Run - Security Warning R
dialog box, click Run.
# The Microsoft Intune Software Publisher application is installed on the local workstation.
3. Onthe signin page, sign in as admin@[OrgName].onmicrosoft.com. =1 =3l
# The Before you begin page appears.
4. On the Before you begin page, click Next.
5. On the Select the platform and specify the location of the software files page, in the
drop-down list, select External link.
# For Android apps, you select External link.
6. In Specify the URL, enter https:/play.google.com/store/apps/details?id=com. T
microsoft.office.outlook, and then click Next. T
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7. On the Describe the software page, in Publisher, type Microsoft.
8. In Name, type Microsoft Outlook for Android.
9. In Description, type Microsoft Outlook for Android.

10. In Category, select Productivity, and then check Display this as a featured app, and

highlight it in the company portal.

11. On the Describe the software page, click Next, review the summary information,
and then click Upload.

12. When upload completes, click Close.
13. Under Apps, select Apps, and then on the Apps page, click Add App.

14. Using the URLs listed below, repeat steps 3-13 to add Microsoft Word and
PowerPoint apps for Android devices from the Google Play store.

# Please note that if you did not do the previous lab, or if OneDrive is not installed on the

iOS or Android device you will use for this lab, you should also upload the OneDrive app.

You can find the link to the OneDrive app by searching the Google Play store.

Microsoft Word:
https://play.google.com/store/apps/details?id=com.microsoft.office.word

Microsoft PowerPoint:
https://play.google.com/store/apps/details?id=com.microsoft.office.powerpoint

15. On the Apps page, click Add App.

16. On the Add Software - Sign in page, sign in as admin@[OrgName].onmicrosoft.
com.

17. On the Before you begin page, click Next.

18. On the Select the platform and specify the location of the software files page, in
the drop-down list, select Managed iOS App from the App Store.
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Welcome EMSITCAMP

< Previous | [ Next> Upload Cancel

Before you begin Review the software that you are adding to Microsoft Intune.

Software setup
Installer Type: App Package for Android on Google Play

URL: https://play.google.com/stare/apps/details?
Upload id=com.microsoft office. outlook

Software description

Publisher: Microsof ft

Name: Microsof ft Outlook

Category: Productivity

Description: Microsoft Outlook for Android

Featured app: Yes

Apps (1) ters: [

@ Microsoft Outook for Ancroid Microsoft

Volume-Purchased Apps

nnnnnn

@PPS(SJ Filters: | None > | | Search
Delete

View Properties  Add Agreements v Manage Deployment AddApp  Edit

Name Publisher Installer Type Size Deployed
@  Microsoh Outiook Microsoft App Package for Android No
@  Microsoft Powerpoint Microsoft App Package for Android No
@  Microsoft Word Microsoft App Package for Android Ne.



19. In Specify the URL, enter https:/itunes.apple.com/us/app/microsoft-outlook-email-

calendar/id951937596?mt=8, and then click Next.

#  Make sure you select Managed iOS App from the App Store.

20. In Publisher, type Microsoft.

21. In Name type Microsoft Outlook for iOS.

22. In Description, type Microsoft Outlook for iOS.

23. In Category, select Productivity.

24. Check Display this as a featured app, and highlight it in the company portal, and
then click Next.

25. On the Specify the requirements that must be met on the target mobile devices
before installation can start page, ensure that the Mobile device type is set to Any, and
then click Next.

26. On the Summary page, click Upload, and then click Close.

27. Under Apps, select Apps. On the Apps page, click Add App.

28. Using the URLs listed below, repeat steps 15-26 to add Microsoft Word and
PowerPoint apps for iOS devices from the Apple store.

# Please note that if you did not do the previous lab, or if OneDrive is not installed on the iOS
or Android device you will use for this lab, you should also upload the OneDrive app. You
can find the link to the OneDrive app by searching the Apple store.

Microsoft Word:
https://itunes.apple.com/us/app/microsoft-word/id586447913?mt=8

Microsoft PowerPoint:
https://itunes.apple.com/us/app/microsoft-powerpoint/id586449534?mt=8
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Select the platform and specify the location of the software files

Select how this software is made available to devices:

| anaged is App from the App Store ~T}

The link lets you manage apps from the app store that are free of charge. You can deploy this app as

iownload the app directly from the online store.
uuuuuu ‘apps and review the installation status of these
‘2pps in the Microsoft Intune administration console, The app is not hosted by Microsoft Intune.

*Specify the URL:

id0519375067mt=g

Before you begin
Software setup
Software description

Requiraments

P Software - Microsoft Intune Software Publicher

Software description

Describe the software.

Summary
Upload
Category:
Productivity
Display this as 2 featured 2pp and highlight it in the company portal. 250,05,
< Previous | [ Next> Upload Cancel
in
s Specify the requirements that must be met on the tar¢

= description

ments

I

@pps ©

View Properties

Name

Microsoft Word for Android Microsaft
Microsoft Qutiook for Android Microsoft

]
9
@  Microsoft PowerPoint for Android Micrasoft App Packege for Android
@ i Microsostt Managed i0S App from
@  Microsof oint Microsoft Managed i0S App from
®  Microsoft Outiook for iOS. Microsoft Managed i0S App from th

devices before installation can start

Mobile device type:  [Any -

- Select -

[liPsd
[C] iPhenefiPod touch

Add Agreements v Manage Deployment. AddApp  Edit  Delete

Publisher Tnstaller Type Sie
App Package for Android
App Package for Android
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Add Managed Browser App to Intune Catalog

In this task, you will add a managed browser app for Android and iOS devices to the
Intune app catalog. These apps are available in the Google Play Store and the iOS App

Store. So, rather than adding the app itself to the catalog, you will add the links to the wiraymimgn | Seloct the platform and specify the locafion of the software fes
a p p S. z::W::E T:::an s:i:m h:\; r::s Software is made available to devices:
/ Please ensure you are signed into the Microsoft Intune administrative console at https:/ . e e e

manage.microsoft.com to perform these steps.

hitps://play.google.com/store/apps/details?
i fint

1. In the Intune admin console, on the left navigation bar, click APPS.
2. On the sign-in page, sign in as admin@[OrgName].onmicrosoft.com.

#  When you have signed in, the Before you begin page appears.

3. On the Before you begin page, click Next.

4. On the Select the platform and specify the location of the software files page, in the
drop-down list, select External link.

5. In Specify the URL, enter https://play.google.com/store/apps/details?id=com.
microsoft.intune.mam.managedbrowser&hl=en, and then click Next.

6. On the Describe the software page, in Publisher, type Microsoft.
7. In Name, type Managed Browser for Android.
8. In Description, type Managed Browser for Android. ooy

9. In Category, select Productivity, and then check Display this as a featured app, and rmm————
highlight it in the company portal.

10. On the Describe the software page, click Next. bocemse e e

11. Review the summary information, and then click Upload. @

12. When the upload completes, click Close e

13. Under Apps, select Apps, and then on the Apps page, click Add App.
@  Managed Browser for Android App Package for Android
@  Microsoft Outlook for Andraid App Package for Android
(/) Managed i0S App from t
(/] App Package for Android
[/] Managed i0S App from tt
&  Microsoft Word i App Package for Android
&  Microsoft Word for i0S Microsasft Managad i0S App from th
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14. On the Add Software - Sign in page, sign in as admin@[OrgName].onmicrosoft.
com, and then on the Before you begin page, click Next.

15. On the Select the platform and specify the location of the software files page, in
the drop-down list, select Managed iOS App from the App Store.

16. In Specify the URL, enter https://itunes.apple.com/ml/app/microsoft-intune-
managed-browser/id943264951’mt=8, and then click Next.

17. On the Describe the software page, in Publisher, type Microsoft.

18. In Name, type Managed Browser for iOS.

19. In Description, type Managed Browser for iOS.

20. In Category, select Productivity, and then check Display this as a featured app,
and highlight it in the company portal.

21. On the Specify the requirements that must be met on the target mobile devices
before installation can start page, ensure that the Mobile device type is set to Any,
and then click Next.

22.  Onthe Summary page, click Upload, and then click Close.

* Specify the URL:

I
id0432649517mt=g

Managed Brawser for (05

Upload * Description:

Managed Brawser for (05

Category:
Productivity

Display this as a featured app and highlight it in the company portal.
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Deploy Apps With Mobile Application Policies

In this task, you will deploy Microsoft Outlook, Word, and PowerPoint, and then
associate these applications with the mobile application management policies you
created previously.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. On the Apps page, select the instance of Microsoft Outlook for Android, and then
select Manage Deployment.

2. Inthe Microsoft Outlook dialog box, on the Select Groups tab, select Intune Users,
click Add, and then click Next.

3. On the Deployment Action tab, in Approval, select Available Install, and then click
Next.

The approval settings are:

Required: mandatory install.

Available: users can install from the company portal on demand.
Not applicable: the app is not installed or shown in the company
portal.

Uninstall: the app will be uninstalled from targeted devices.

4. On the Mobile App Management tab, in the App Management Policy column, make
sure Android MAM Policy is selected, and then click Finish.
5. Repeat steps 1-4 to deploy Microsoft Word and Microsoft PowerPoint for Android.

© Do NOT deploy the managed browser app. You will deploy the managed browser app in
subsequent steps.

6. Select the Microsoft Outlook app for iOS, and then click Manage Deployment.
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7. In the Microsoft Outlook dialog box, in the Select Groups tab, select Intune Users,
click Add, and then click Next.

# Please note that with iOS devices, you also have the option of deploying apps to device
groups.

8. On the Deployment Action tab, in Approval, select Required Install, and then click
Next.

9. On the Mobile App Management tab, in the App Management Policy column, make
sure iIOS MAM Policy is selected, and then click Next.

10. On the VPN Profile tab, click Next, and then on the Mobile App Configuration tab,
click Finish.

# VPN Profiles are used to deploy VPN settings to devices. For more information, please see
https://technet.microsoft.com/en-ca/library/dn818905.aspx. Mobile configuration app
policies are used to supply settings that may be required when the user runs an app, for
example language and security settings. These settings can be deployed as well to reduce
the risk of misconfiguration on the part of the user. For more information, please see
https://technet.microsoft.com/en-us/library/mt481447.aspx.

11. Repeat steps 6-10 to deploy the remaining iOS apps.
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Deploy the Managed Browser App

In this exercise, you will deploy the managed browser, and then associate it with the awm FFFFFFFFFF
policies you created earlier. 0
4
g =
/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps. emiZif?i'ii’ifi;:li[i;Wmm

Approval

1. On the Apps page, select Managed Browser for Android, and then select Manage
Deployment.

2. In the Managed Browser for Android dialog box, in the Select Groups tab, select
Intune Users, click Add, and then click Next.

3. On the Mobile App Management tab, in the App Management Policy column, make
sure Android MAM Policy is selected, and then click Next.

4. On the Managed Browser tab, in the Managed Browser Policy column, select
Managed Browser Policy for Android Devices, and then click Finish.

5. On the Apps page, select Managed Browser for iOS, and then click Manage
Deployment.

6. In the Managed Browser for iOS dialog box, in the Select Groups tab, select Intune
Users, click Add, and then click Next.

7. On the Select the deployment settings for this software page, in the Approval
column, select Required Install, and then click Next.

8. On the Select the policy for this software page, in the App Management Policy
column, ensure that iOS MAM Policy is selected, and then click Next.

9. On the Specify the type of VPN that you want for this software, accept the default
setting (None), and then click Next.

10. On the Specify the Managed Browser profile that you want for this software, in the
Managed Browser Policy column, select Managed Browser Policy for iOS Devices, and
then click Next.

11. On the Mobile App Configuration tab, click Finish.

V' Available Install
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Install Managed Apps on an Android Device

In this task, you will install Microsoft Outlook, Word, PowerPoint, and the Managed

Browser on your Android device. You will then perform some simple tests to verify Seceoe0oas F 100%8239 PM
that the mobile application management policies you deployed with the application
work as expected. e

/ Perform these steps on your Android device. ALABPS. = o o
1. Sign in to your Android device. FegtiredAgpa _ _ _ _

L‘. Managed Browser for Android . Microsoft PowerPoint for Android

2. Press Home, tap Apps, and then tap Play Store. ) Moot Bl viooor
3. In the Play Store search field, tap Intune Company Portal. [P st o for Ancrok [N mcsoesttounicisananoe

# The Company Portal should not be installed on your Android device at this point.

4. On the Intune Company Portal page, tap Install, and then when the app finishes
installing, tap Open.

5. Tap Sign in, and then when prompted for your sign-in email address, enter
alicec@[OrgName].onmicrosoft.com.

6. When prompted for your password, enter PasswOrd!. When prompted, tap
ENROLL, and then tap ACTIVATE.

# On devices running KNOX 4.0 or higher, you will see an ELM Agent page. Check | have
read and agree to all the terms and conditions above, and then tap CONFIRM.

#  When you complete the enrollment of the Android device, you should see the 4 apps
you deployed in the Company Portal.

7. In the Company Portal, tap Managed Browser for Android. Tap VIEW IN GOOGLE
PLAY.
# Recall that when you deployed the app, you deployed a link to the Google Play Store,
not the actual app files themselves.

8. On the Microsoft Intune Managed Browser page, tap INSTALL, and then tap
ACCEPT.
9. Return to the Company Portal app.
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10. Tap Microsoft Outlook, and then tap VIEW IN GOOGLE PLAY.
11. On the Microsoft Outlook page, tap INSTALL, and then tap ACCEPT.
12. On the Microsoft Outlook page, tap OPEN, and then tap Get Started.

13. When presented with a tutorial on features in Outlook, tap SKIP (lower-left corner).
On the Add Account page, tap Office 365.

14. When prompted, sign in to the company portal as Alicec@[OrgName].onmicrosoft.
com, using PasswOrd! as the password.

15. When prompted, enter your PIN.

#  You configured this PIN previously. If you did not do the previous lab, you will be prompted
to create and confirm a PIN.

#  Your Inbox opens, displaying the test messages you sent earlier.

16. In the inbox, open the test email message you sent at the beginning of this exercise
that has the subject, "Check out these Web links.”

# Because Outlook is a managed app, it is not possible to provide a screenshot of the open
app on an Android device. This is the result of the default security settings for Android
devices managed by Intune.

17. In the email, tap the link to http://www.contoso.com.

# The Managed Browser should open, showing the Microsoft.com home page.

18. Switch to the Outlook app.
19. In the email, tap the link to http:/www.tailspintoys.com.

# The Managed Browser should open, denying you access to the website.
20. Tap Home, tap Apps, and then tap OneDrive.
# If prompted, sign in, and then enter your PIN.

# If you did not do the previous lab, you have to deploy OneDrive as a managed app, and
then install it on your Android device; however, please note that if you did configure
OneDrive as a managed app without enrollment in the previous lab, it coexists and
integrates with the managed apps you configured in this lab.

21. In OneDrive, select the sample PDF file you uploaded earlier.
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22. In the upper-right corner, tap Share, and then tap Send files.
23. In Share, tap Outlook.

# Note that the only two applications you can share with are managed applications,
Outlook, and OneDrive.

24. In the To field, enter Ben Smith, in Subject, type Portfolio, and then in the
message body, type Here is the material you requested.

25. In the upper-right corner, tap Send.

26. Depending on your device, Word and PowerPoint may already be downloaded
and installed by the manufacturer but not configured. If this is the case, open Word
and PowerPoint, and then sign in as alicec@[OrgName].onmicrosoft.com using
PasswOrd! as the password. Otherwise, install Word and PowerPoint using the
Company Portal.

#  When you open Word or PowerPoint for the first time, you may be prompted for your
PIN. Likewise, if you have closed the applications for a certain amount of time, you may
be prompted for your PIN again.

27. From the OneDrive, Word, or PowerPoint apps, open various documents to
demonstrate that your managed applications are working as intended.

© If you intend to use your Android device for later steps in this guide to test multi-
factor authentication, do NOT wipe or retire your device at this time. The steps related
to the multi-factor authentication assume that you are using an enrolled device that
has Outlook installed as a managed application.

.
.~

108 Enterprise Mobility Suite Guide



Install Managed Apps on an iOS Device

In this task, you will install the Company Portal on your iOS device and then enroll
the device. You will then follow the on-screen instructions on your iOS device to
install Microsoft Outlook, Word, PowerPoint, and the Managed Browser. You will then
perform some simple tests to verify that the mobile application management policies
you deployed with the application work as expected.

# Perform these steps on your Android device.

1. Sign in to your iOS device.

2. Onthe iOS device, tap App Store

3. In the search box, type Microsoft Intune Company Portal.

4. In the results, beside Microsoft Intune Company Portal, tap download (cloud icon
with down arrow).

5. Wait for the app to finish installing.

6. In the App Store, beside Microsoft Intune Company Portal, tap Open.

7. On the sign-in page, sign in as alicec@[OrgName].onmicrosoft.com using PasswOrd!
as the password.

8. In the Device Enrollment notice, tap Enroll.

9. In the Install Profile notice, tap Install.

10. When prompted, enter your passcode, tap Done, and then tap Install.

11. In the warning notice, tap Install, and then tap Trust.

12. In the Profile Installed page, tap Done.

# Pause on this screen and wait for notices to appear that indicate which software is about to
be installed. In the Profile Installed notice, tap Done.

13. When prompted to open the page in the Comp Portal, tap Open.
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14. When notified that the device is enrolled, tap OK.

# Depending on how quickly your device responds, you may be prompted to install the
required apps before you complete this step.

15. When prompted by the notice to install the Managed Browser, tap Install.
# Recall that in a previous task, you configured the managed browser and other
applications as required (mandatory) applications.
# If prompted, sign in to the iTunes store with your Apple ID.
16. You will receive notices that Outlook, Word, and PowerPoint need to be installed.
Follow the prompts to install these apps.

© For Outlook and each subsequent application you are prompted to install, wait until the
previous application is finished installing.

17. Press Home, and then wait until the Managed Browser, Outlook, Word, and
PowerPoint finish installing.

# None of the icons should be greyed out. Please see the screenshot below.
© Wait until you have installed all the apps before proceeding.
18. Tap Home, and then tap Outlook.
19. On the Outlook page, tap Get Started.
20. Scroll through the introductory tutorial, and then at the end of the tutorial, tap

Add an Account.
21. Onthe Add an Account page, tap Office 365.

# The Office 365 sign-in page appears.

22. Sign in as alicec@[OrgName].onmicrosoft.com using PasswOrd! as the password.
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23. When prompted, enter and confirm a 4-digit PIN.
#  You configured this PIN previously. If you did not do the previous lab, you will be
prompted to create and confirm a PIN.

24. In the inbox, open the test email message you sent at the beginning of this
exercise that has the subject, “Check out these Web links.”
25. In the message, tap www.contoso.com, and then when prompted, tap Open.

# The managed browser opens, and then the Web page for Contoso.com opens.

26. In the managed browser, tap Back to Outlook.
27. In the message, tap the link www.wingtiptoys.com.
28. When prompted by the alert, click Close.

# The managed browser opens. The Web page for wingtiptoys.com is blocked as per your
policy configuration.

29. Press Home, and then tap Word. Word opens with an introductory tutorial
screen.

30. Swipe to the end of the tutorial, and then sign in as Alicec@[OrgName].
onmicrosoft.com using PasswOrd! as the password.

31. On the You're all Set page, tap Create and Edit Documents.

32. Configure PowerPoint, following similar steps to the ones you used to configure
Word.
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33. Open OneDrive, and then follow the prompts to reconfigure OneDrive or
acknowledge that data in OneDrive is protected.

34. In OneDrive, tap one of the sample Word documents you uploaded previously,
and then open it in Word.

#  When the document opens in Word, you are informed that the document is protected.

35. Tap the Share icon in the upper-right corner, and then click Send Attachment.
36. In Send Attachment, tap Document, and then tap Send with Outlook.

37. In the message that is opened automatically, specify Ben Smith as the recipient,
give the message a subject and message body, and then tap Send.

# Attaching the document demonstrates that both Word and Outlook are managed
applications. If they were not managed applications, it would not be possible to send the
document as an attachment.

38. Spend a few moments testing the security of managed apps. For example, try
to open documents in other applications, and then try to copy and paste between
different applications.

# TIP: You can open additional documents to your test user’'s OneDrive. To do so, open a
Web browser using InPrivate or Incognito mode, navigate to http://1drv.com, and sign in
as alicec@[OrgName].onmicrosoft.com. For example, you might want to create a Word
document that contains links to http://www.contoso.com and http://www.wingtiptoys.
com.

© |If you intend to use your Android device for later steps in this guide to test multi-
factor authentication, do NOT wipe or retire your device at this time. The steps related
to the multi-factor authentication assume that you are using an enrolled device that
has Outlook installed as a managed application.
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Part Eight:

Deploy MSI Applications to Windows 10 Devices Using Intune

Among the benefits of using Microsoft Intune is the ability to deploy applications to
managed devices, such as PCs, phones, and tablets. Until recently, it was possible
to deploy only xap., .appx, and .appxbundle file types to managed mobile devices,
including Windows 10 devices that were enrolled in mobile device management. It
is now possible to deploy Windows Installer (*.msi) file types to Windows 10 devices
that are enrolled in and managed by Intune.

In this lab, you will learn how to upload an .msi file to the Intune catalog and deploy
it to a targeted Intune group. You will enroll a Windows 10 device and verify that
the .msi file is installed on the managed Windows 10 device.

© NOTE: In order to perform all the steps in this section, you must have access to a
Windows 10 computer, either physical or virtual. The computer should not be joined
to a domain.

.....................................................
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Download Sample MSI Application

In this task, you will download a small, sample MSI application that you will use to
demonstrate the deployment of MSI applications. Qerminals

/ Please perform these steps using a browser. [ covececoo  cowwiowss  vocowewon  oiscussions e reome ucowst
Change History (all pages) ¥ Follow (767) | [ Subscribe
1. Open an InPrivate or Incognito browser session. a

2 . N aV| g a‘[e ’[O https//term | n a |S ) Cod e p | eX CO m/ started from the need of controlling multiple connections simultancously. It is a complete |

tfor the mstsc.exe (Terminal Services) client.
Lirements

1 n " s The Proj CURRENT Version 36.1 - Release
server protocols: upport The Project
3. Click download. p e i

DATE Tue Aug 18, 2015 at 1:00 AM
dows remote desktop (RDP) Find us on £o- STATUS Stable

4. When prompted to run or save TerminalsSetup_3.6.1.msi, save the file in a 2 e o] i
convenient location.

Review this release
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Publish and Deploy Sample MSI Application

Until recently, you were able to deploy only .appx, .xap, and .appxbundle file types to

mobile devices using Microsoft Intune. It is now possible to publish and deploy MSI _
(Windows Installer) applications to mobile devices, such as Windows 8.1 and Windows
10 devices that are enrolled and managed as mobile devices. e —

O After adding apps, you can deploy to devices,
esues

In this section, you will publish a simple MSI application in the Intune catalog.
Although the lab uses a single, small application as a demonstration, the same
capabilities of Intune can be used to publish larger and more complex applications, ey
such as Office Pro Plus.

# Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the left navigation bar, click APPS, and then under Tasks, click Add Apps.
2. In the Application Run - Security Warning dialog box, click Run.

# If you have installed the Microsoft Intune Software Publisher in an earlier step, you will not
have to perform this step.

3. On the Add Software page, sign in to Intune as admin@[OrgName].onmicrosoft.
com.
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4. On the Select the platform and specify the location of the software files page, in the 4

Welcome EMSITCAMP.

Software setup
select the software installer file type drop-down list, select Windows Installer through e T Seect the pltiom and spety th locaton of the sofvare ies
MDM (*mSI) Dot o 5:::::«m5 e is made available to devices:
Z Windows Installer through MDM (*.msi) is the latest addition to this list. There [ oo —
are some rules and limitations you should consider when using Windows Installer B i i SRR
th rough MDM: Wmdmus\n;\a”erthmughMDM‘(‘.msU

« You can only upload a single file with the extension .msi.

« Thefile's product code and product version are used for app detection. 8

Welcome EMSITCAMP

Software setup
« The default restart behavior of the app will be used. Intune does not control this.

Before you begin Select the platform and specify the location of the software files
Software setup

e Per-user MSI packages will be installed for a single user.

Select the software installer fle type:
Windows Installer through MDM (*ms})

« Per-machine MSI packages will be installed for all users on the device.
*Specify the location of the software setup files:

. . CALabFiles\TerminalsSetup_3.6.1.msi
« Dual-mode MSI packages currently only install for all users on the device. e

e App updates are supported when the MSI product code of each version is the same.

5. In the Specify the location of the software setup files, click Browse.
6. In the Open dialog box, navigate to the folder where you saved the

Terminals Setup 3.6.1

Command ine arguments

Summary *Description:

TerminalsSetup_3.6.1.msi file. rmmmm—
7. Select TerminalsSetup_3.6.1.msi, and then click Open. e

8. Check Display this as a featured app and highlight it in the company portal, and then e

CIle Next Computer Management +

< Previous | [ Next> Upload Cancel

9. On the Software description page, in Publisher, type CodePlex.

10. In Name, type Terminals Setup 3.6.1.

11. In Description, type Terminals is a secure, multi-tab remote desktop client.

12. In URL for software information, type http://terminals.codeplex.com.

13. In Category, select Computer Management, and then click Next.

14. On the Specify the requirement that must be met page, accept the default setting,
and then click Next.

Specify the requirements that must be met on the target mobile
devices before installation can start

Operating system: Windows Installer through MDM (.msi)

Operating system version: 100 or later
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15. On the Command line arguments page, click Next.

16. On the Summary page, review the settings, and then click Upload.
17. When the upload is complete, click Close.

18. Select Apps. S el
19. On the Apps page, select Terminals Setup 3.6.1, and then click Manage S i

Upload Publisher: CodePlex

Deployment. .

Description: i

Review the software that you are adding to Microsoft Intune.

Software setup

Installer Type: Windows Installer through MDM ("msi)

Ii-tab remote desktop client.

Software. http//terminals.codeplexcom
information:

# Note that for this application, you are not required to have a mobile application
management (MAM) policy.

20. On the Select Groups tab, click Intune Users, click Add, and then click Next.
21. On the Deployment Action tab, under Approval, select Require Install. @
22. Under Deadline, select As soon as possible, and then click Finish.

Apps 9)

Q3000000

[ < rovou: JRNGERRY rrcn | conce ]

118 Enterprise Mobility Suite Guide



Enroll a Windows 10 Device and Install Software

In this exercise, you will enroll (workplace join) a Windows 10 device so that it can be managed by Windows Intune. You will then
verify that the MSI software deployment installs on the device.

/  Perform this task on a Windows 10 device that is not domain or workplace-joined.

Best match

Enroll in device management (MDM)
System settings

Settings

8% Qat uin finmarnrint cinn.in

1. On the Windows 10 computer, in
Search, type enroll.

2. Inthe search results, click Enroll
in device management (MDM).

e Microsoft Intune

bens@: .onmicrosoft.com

‘o.on-ooo.‘ 2

[JKeep me signed in

5. On the sign-in page, type
PasswOrd! for the password, and
then click Sign In.

6. When the sign-in process
completes, click Done.
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faccount
9 Connect to work or school

Sign-in options

Gain access to shared work or school resources (things like apps,

the network, and email) by connecting below. When you

Work access connect, your work or school might enforce certain policies on
your device.

Family & other users Use thi

Sync your settings.
h g

/our support person told you to enroll into

3. On the Connect to work or
school page, click Connect.

oo Gain access to shared work or school resources (things like apps,
the network, and email) by connecting below. When you
Work access connect, your work or school might enforce certain policies on
your
Family & other users Use this option if your support person told you to enroll into

‘management
Sync your settings

53 Contoso
bens@. onmicrosoft.com

te Romene

Palatad catbinme

7. On the Connect to work or
school account page, click the
account used for the workplace
join, and then click Sync.

Connect to work or school

After you connect, your work or school might collect information about you. It might also
install or remove apps, change settings or disable features, delete content, or reset your PC.
Every work or school handles these things differently, so talk to your support person to
leam more.

bens@ .onmicrosoft.com X

4. When prompted for an email
address, type bens@[OrgName].
onmicrosoft.com, and then click
Continue.

ently added

w

I
-.!!‘-' Terminals

8. After a minute or two, click
Start.

9. Open the Terminals application
to verify that it has been installed
correctly.



Unenroll a Windows 10 Device

In this exercise, you will unenroll the Windows 10 device to prepare it for later steps. 9
= ] X
# Perform this task on a Windows 10 device that is not domain or workplace joined. g
1. On the Windows 10 computer, in Search, type enroll. . o
. . . Connect to wor!- == --*---
2. Inthe search results, click Enroll in device management (MDM). Removing Contoso will delete all the
. L. i . Gain access to shared wi info assoglated \_Nith_this_accountfro_m
3. Click the account used for the workplace join, click Remove, and then click the network, and email) - your device. This might include business
H connect, your work or sc apps, data and files protected to the
Remove agalﬂ. your device. enterprise, password requirements, and
Use this option if your st TS
#  Previously, you used the Intune admin console to retire devices. Here, you remove the management, Are you sure you want to remove your
. . . k hool t?
device from mobile device management as the user. =3 Contoso norkersceeaceon
bens@: Remove
4. In Search, type terminals.
Sync Info Remove

# Note that the terminals application is no longer present on the system. The application
was uninstalled when the computer was removed from management. Related settings

Join or leave a domain
Join or leave Azure AD

Add or remove a package for work or school
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Part Nine:

Configure Multi-Factor Authentication for Mobile Device Management

Azure Multi-Factor Authentication provides additional security for access to corporate
resources by requiring a second factor of authentication in addition to a username
and password combination. Multi-Factor Authentication requires two or more of the
following authentication methods:

¢ Something you know (password)
« Something you possess and that is associated with you (phone or other trusted device)

« Something you are (biometrics)

By implementing two or more authentication factors, you can provide greater
assurance of the identity of the person who is attempting to get authorization to access 4
corporate resources. /[

In this section, you will learn how to configure Multi-Factor Authentication using text
message and mobile app verification to provide the second level of authentication.

You will learn how to enable Intune Multi-Factor Authentication for Windows device
enrollment. You will learn how to enable Azure Multi-Factor Authentication for users.
You will also learn what the user experience is like after users have been enabled for
Multi-Factor Authentication and have registered for Multi-Factor Authentication. Finally,
you will see how managed applications can coexist with Multi-Factor Authentication
and how to bypass Multi-Factor Authentication when devices are on trusted networks.
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Configure Multi-Factor Authentication for Windows Phone and Device Enroliment

Microsoft Intune provides a limited version of Multi-Factor Authentication for Windows
Phone 8.1 (and higher) and Windows 8.1 (and higher) device enrollment. When this
version of Multi-Factor Authentication is enabled, it is used only for device enrollment.
After the device is enrolled, no additional authentication methods are used when holfr
the user requires access to corporate resources. In this lab exercise, you will enable e
Microsoft Intune Multi-Factor Authentication. You will then enroll a Windows 10 device o
to observe the end-user process.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune admin console, in the left navigation bar, click ADMIN.

2. Under Administration, click Multi-Factor Authentication.

3. On the Multi-Factor Authentication for Microsoft Intune enrollment setup page, click
Configure Multi-Factor Authentication.

4. In the Configure Multi-Factor Authentication dialog box, check Enable Multi-Factor
Authentication, and then click OK.

5. If necessary, switch to the Windows 10 device that you will use to test enrollment in
Intune.

6. In the Windows 10 device, in Search, type enroll, and then click Enroll in device
management (MDM).

7. On the Connect to work or school page, click Connect.

8. When prompted for an email address, type bens@[OrgName].onmicrosoft.com, and
then click Continue.

Best match

Enroll in device management (MDM)
System settings

Settings >

€2 Set up fingerprint sign-in

Connect to work or school

After you connect, your work or school might collect information about you. It might also
install or remove apps, change settings or disable features, delete content, or reset your PC.
Every work or school handiles these things differently, so talk to your support person to
learn more.

pens@ .onmicrosoft.con X

Cancel Continue
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9. On the sign-in page, type PasswOrd! for the password, and then click Sign In.
10. When the sign-in process completes, click Done.
# Upon signing in, you will be prompted to set up additional security verification. You are
prompted for additional security verification because of the change you made in an

earlier step to require Multi-Factor Authentication for enrollment of Windows 8.1 (and
higher) phones and devices.

11. On the Microsoft Intune page, click Set it up now.
12. On the Additional security verification page, select Authentication phone.

# Note that you can also select Office phone and Mobile as choices for the second factor
of authentication. In later steps, you will install and configure a mobile app as the second
factor of authentication.

13. Select your country, enter your cell phone number, select Send me a code by text
message, and then click Contact me.

# Wait to receive the text message containing the verification code before proceeding.

14. On the Additional security verification page, enter the code, click Verify, and then
click Done.

# Once you enter the verification code, the enrollment process can complete.
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(© Connecting to a service

Microsoft Intune

For added security, we need to further verify your account

Bens@ onNmICros

Your admin has required that you set up this account for
additional security verification.

Set it up now

Sign out and sign in with a different account

@Additional security verification

ur account by adding phone verification to your password. View videc

@Mlcrosoﬂ Azure

Additional security verification
unt by adding phone verification to your password. View videc
Step 2: We've sent a text message to your phone at +1

When you receive the verification code, enter it here

x



Install the Azure Authenticator App on an Android Device

For Multi-Factor Authentication, you will use a device to provide the second factor _

of authentication. This device, as you learned in the previous exercise, could be a ol i 4
smartphone that can receive text and voice messages. Alternatively, and to provide
greater convenience, you can use an Azure Authenticator app that you install on ﬂ [

Hearthstone H Azure H Microsoft H Intune

your Windows, Android, or iOS device. In this exercise, you will install the Azure
Authenticator app on your Android device.

Heroes of Authenticator account Company
Blizzard Ententainme Microsofi Corporation Microsoft Corporation Microsoft Corporation
43 * REE 39 % FREE 42 * FREE 36 &

/ Perform these steps on your Android device.

4:&-_&

MORITORING

1. Sign in to your Android device.
2. Press Home, tap Apps, and then tap Play Store.
3. In the search field, enter Azure Authenticator.

) Goo'?le_ i AZDUREDH i i glu'lhenticator i Aut:]r'z-_Fac_tor i
4. In the Play Store, tap Azure Authenticator, tap Install, and then tap Accept. cogern || Vesoisomern  [{ arn i
LER 4 REE 42 * FREE 48 * 39 44 *
# Please note that this app requires that you have a QR scanner app installed. If you do not
have a QR Scanner app installed, you will be prompted to install one when you try to scan a ﬂ
QR code. e
) .. . . TwoFactor | Salesforce i
5. When the Azure Authenticator finishes installing, tap OPEN. ol e D
43 & REE 37 % FREE

# Leave the app open for subsequent steps.
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Install the Azure Authenticator App on an iOS Device

For Multi-Factor Authentication, you will use a device to provide the second factor 9 T — i
of authentication. This device, as you learned in the previous exercise, could be a O o
smartphone that can receive text and voice messages. Alternatively, and to provide s iy =

greater convenience, you can use an Azure Authenticator app that you install on
your Windows, Android, or iOS device. In this exercise, you will install the Azure
Authenticator app on your iOS device.

Z Perform these steps on your iOS device.

1. Sign in to your iOS device.
2. Tap App Store, and then in Search, enter Azure Authenticator.
3. In the Azure Authenticator tile, tap download.

4. When the app finishes downloading and installing, tap Open, and then click OK to
permit the app to send you natifications.

# Leave the app open for subsequent steps.

vancel Activate Account

Welcom
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Enable Users for Multi-Factor Authentication

Azure Multi-Factor Authentication is included in an Azure Active Directory Premium
subscription. As a result, it is also included with the Enterprise Mobility Suite (EMS).
Consequently, if you have an Enterprise Mobility Suite or Azure Active Directory
Premium subscription, you can enable a greater level of security through Multi-Factor
Authentication than is available with Intune alone. For example, when Multi-Factor
Authentication is enabled through Office 365 or Azure Active Directory, Multi-Factor
Authentication is supported for authentication to the company portal, on a per-user or
batch basis, and on Windows, iOS, and Android devices.

5

Office 365 Admin

In this task, you will enable Multi-Factor Authentication for a user. You will then sign
in as the Multi-Factor Authentication-enabled user and go through the registration
process.

65 ad

# Perform this task in an InPrivate or Incognito Web browser session

1. In your Web browser, navigate to https:/portal.office.com.

2. When prompted, sign in as admin@[OrgName].onmicrosoft.com.

3. On the home page, click Admin.

4. In the Office 365 admin center, expand USERS, and then click Active Users.
5. On the Active Users page, to the right of Set Multi-Factor authentication

0 Mokifactor huth o iy [
requirements, click Set up. - e
6. On the Multi-Factor Authentication page, check Alice Ciccu. == - Alice Ciccu
# Note the URL for the MFA page: https://account.activedirectory.windowsazure.com. This S . =

page is the same as the one that is accessible through the Azure classic portal.
7. Under quick links, click Enable.
# A pop-up window appears to inform you about enabling Multi-Factor Authentication.

8. Read the messages, click enable multi-factor auth, and then click close.
9. Optionally, enable other users.
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10. Stay signed in to Office 365 for subsequent tasks.
11. Open another InPrivate or Incognito browser session.

# In the next step you are going to sign in as Alice Ciccu. You need to open a separate browser
session to avoid being automatically logged in as your tenant admin account.

© Leave the current Web browser session open for subsequent steps.

12. In the new Web browser session, navigate to https://aka.ms/mfasetup.
13. When prompted, sign in as alicec@[OrgName].onmicrosoft.com using PasswOrd! as
the password.

#  When you sign in, the Multi-Factor Authentication setup page appears.

14. Click Set it up now.
15. On the additional security verification page, select Mobile app, select Receive
notifications for verification, and click Set up.

© Perform the next steps on either an iOS or Android device, but not both. You can set up
only one device for the second factor of authentication.

16. If you have an Android device, follow these steps:
a. In the Azure Authenticator app you left open in a previous exercise, tap SCAN QR
CODE.

# If you are prompted to install a QR code-reading app, install it, and then try again.

b. Point your camera at the code on the screen, and then tap the screen when the
code is aligned with the on-screen markers.

#  If successful, you are notified that the account was successfully added.

17. 1f you have an iOS device, follow these steps:

a. In the Azure Authenticator app you left open in a previous exercise, tap Scan
Barcode.

b. Hold the camera in front of the code and align it with the on-screen markers.

#  If successful, the account will be added.
18. Click contact me.
19. On either your Android or your iOS device, in the Azure Authenticator app, tap
Verify.

#  The screenshot below shows the app on an iOS device.
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@ Microsoft Azure

For added security, we need to further verify your account

.onmicr...

Your admin has required that you set up this account for
additional security verification.

Set it up now

Sign out and sign in with a different account

More information

@icrosoft Azure

Additional security verification

Secure your account by adding phone verification to your password. View video

Step 1: How should we contact you?

How do you want to use the mobile app?
® Receive notifications for verification
Q  Use verification code

To use these verification methods, you must set up the Azure Authentication app.

EMSITCAMP

Tap Verify to complete your sign in verification.

@ Verify

® Cancel



https://aka.ms/mfasetup

20. In the Web browser, on the Additional security verification page, enter your cell
phone number, and then click Next.

21. On the Additional security verification page, record the app password that
appears, and then click Done.

#  The app password provides an additional level of security and is used for older
nonbrowser apps. Newer apps support Multi-Factor Authentication and do not need the
app password.

22. When prompted, sign in as alicec@[OrgName].onmicrosoft.com using PasswOrd!
as the password.
23. Wait to receive the notification on your Android or iOS device, and then tap
Verify.

#  When you sign in, you will see the access panel for the user, as shown below.

24. Click Additional security verification.
# On this page, you can change and configure security verification methods. This same

page is also accessible through the user account settings on the Office 365 site.

25. On the additional security verification page, click app passwords.
26. On the app passwords page, click create.
# As noted earlier, only older apps will need to use app passwords. You will not need to use

app passwords in the currently configured environment and are performing these next
few steps as a demonstration only.

27. In the Create app password dialog box, in name, type iPad, and then click Next.

# If you use multiple devices, you need to create an app password for each device.
Even though you can use a different app password for each Office application, the
recommendation is to use app passwords on a per-device rather than a per-application
basis.
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@itional security verification
Secu by adds ol Vi o

Step 3: In case you lose access to the mobile app

United States (1) &

@iditional security verification

Secure your account by adding phone verifcation to your password. View video

ALTERNATE EMAIL
N/A

DEPARTMENT
NAA

Register for
Password Reset

MOBILE PHONE
N/A

QFFICE

or smart phone, you'll nead to create an app password. When prompted by the app, anter the 3pp

1 password for each app. How do | get my apps working with app passwords?

uuuuuuuu



28. In the Your app password dialog box, record the displayed password, and then click
close.

29. Repeat steps 26—28 to create an app password named Android.

30. Switch to the browser session that shows the Azure Multi-Factor Authentication
page you used to enable MFA for Alice Ciccu.

31. On the Multi-Factor Authentication page, note that the MULTI-FACTOR AUTH
STATUS has changed from Enabled to Enforced.

# There are 3 possible states for MFA status:
o Disabled: The default state for a new user not enrolled in MFA.

« Enabled: The user is enrolled in MFA but has not completed the registration process.
Nonbrowser apps work as before and do not require an app password.

« Enforced: The user has completed the registration process for MFA. Older nonbrowser
apps will not work until app passwords are created and used.

32. Leave this page open for subsequent tasks.
© Do NOT close this page.
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22

Your app password

Name: iPad
Password: qdvyqth

Note: This password will not be displayed again.

copy password to clipboard

close

@f tional security verification app passwords

multi-factor authentication

users service settings
Before you begin, take a look at the multi-factor auth deployment guide.
bulk update
View: |Sign-in allowed users [V MultiFactor Auth status: Ay [V
MULTI-FACTOR AUTH
[J DISPLAY NAME USER NAME STATUS
[0 Adam Barr AdamB@) . enmicrosof ft.com Disabled
O Alice Ciccu AliceC@®
O BenSmith BenS@: Disabled




Verify Multi-Factor Authentication on Your Device

In this exercise, you will verify that Multi-Factor Authentication is working as expected.

9 Intune Company Portal

/ Perform this task on either your Android or your iOS device.
1. On your Android or iOS device, tap Company Portal.

# NOTE: If you have not enrolled the device, and the Company Portal is not installed, you can
install it now. During the enrollment process, you will be prompted to provide additional
security verification.

For added security, we need to further verify your account

How do you want us to verify your account?

2. On the sign-in page, sign in as alicec@[OrgName].onmicrosoft.com, using PasswOrd!

alicec@ .onmi....
aS the paSSWOFd Use mobile ﬁppmvclifymyaccuumu

# You are prompted to perform additional verification using the mobile app.

We've sent a notification to your mobile device. Please

# If you are signed in with cached credentials and do not see a sign-in screen, close the app or i e

restart your device.

Use a different verification option
3. On your iOS or Android device, open the Azure Authenticator app, check for the Sign out and sign in with a diferent account
notification, and then tap Verify.

4. On your Android or iOS device, tap Outlook.

5. If prompted, enter the 4-digit PIN you configured for managed applications iN @ .
previous lab.

6. On the sign-in page, sign in as alicecc@[OrgName].onmicrosoft.com, using PasswOrd! e,
as the password.

# You are prompted to provide verification through the mobile app.

7. Open Azure Authenticator, check for notifications, and then tap Verify.
8. To prepare for the next exercise, restart your iOS or Android device.

# You are taking this action because you want to ensure that cached credentials will not affect
the results in the next exercise.
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Configure Trusted IP Addresses

Azure Multi-Factor Authentication allows you to configure a range of trusted 1P autifador authentication
addresses. When devices have IP addresses that belong to the defined range of trusted s service settings
IP addresses, Multi-Factor Authentication is skipped when MFA-enabled users access PP passwords jesm more

corporate resources and services from their mobile devices. ® »

In this task, you will determine the public IP address used by your Android or iOS
device. You use this IP address to simulate a trusted IP address (it may actually be a e e
trusted IP address if it represents your home or work public IP address). Finally, you will

verify that Multi-Factor Authentication is skipped when you access corporate services

from a trusted IP address.

# Perform this task using the Web browser session that displays the Multi-Factor
Authentication configuration page you left open in a previous task.

1. On the Multi-Factor Authentication page, click service settings.

# If you accidentally closed this page, open an InPrivate or Incognito browser session,
and navigate to https://account.activedirectory.windowsazure.com/UserManagement/
MfaSettings.aspx. When prompted log in as your tenant admin.

2. Switch to your Android or iOS device.

3. On the Android or iOS device, open a Web browser and navigate to
http//www.whatismyip.com.

........................................................................................
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4. Record the IP address that is displayed on the page.

#  You need to determine the public IP address of your iOS or Android device. If you are
behind a NAT device, your device knows nothing about the public IP address that is used for
its communications on the Internet.

5. Switch to the browser displaying the MFA service settings page.

6. Under trusted IPs, check Skip multi-factor authentication for requests from federated
users on my intranet.

7. Enter the IP address you determined in the previous step, and then give it a subnet
range of /28, as shown in the Screenshot below.

# By using a 28-bit subnet mask, you are specifying a narrow range of IP addresses (16
addresses).

8. Scroll down, click save, and then click close.
9. On your iOS or Android device, tap Company Portal.

#  You are required to sign in again.

10. Sign in as alicec@[OrgName].onmicrosoft.com, using PasswOrd! as the password.

# Depending on the device, you may be prompted to sign in again with a username and
P g y y be promp g g
password as some reconfiguration occurs on the device. Note that you are not required to
provide a second authentication factor.

11. On the service settings tab, clear the Skip multi-factor authentication check box,
and then click save.

133 Enterprise Mobility Suite Guide

amulti—factor authentication

service settings
apP Passwords (leam more
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Retire Devices Used in Walkthroughs



Part Ten:

Retire Devices Used in Walkthroughs

The previous walkthrough represents the end of the practical walkthroughs in this
guide. If you have used any devices for these walkthroughs, you should return the
device to its initial state at the beginning of this lab series. This means retiring or wiping
the device and removing any applications or data that the device acquired over the
course of these labs.

In this exercise, you will retire the iOS and Android devices you used in this lab series,
and then return them to their initial state.

/ Please ensure you are signed into the Microsoft Intune administrative console at https://
manage.microsoft.com to perform these steps.

1. In the Intune console, in the left navigation bar, click GROUPS.

2. Under Groups, select All Mobile Devices.

3. On the All Mobile Devices page, click Devices.

4. Select and then right-click the top device that is listed.

5. Click Retire/Wipe.

6. When prompted to retire the selected device, choose either to selectively wipe the
device or perform a full wipe of the device.

© WARNING: Performing a full wipe will return the device to its factory state. Only perform
a full wipe if you are not concerned about losing data or apps on the device.

7. Select the next device in the list, and then repeat the above steps to retire or wipe
the device.
8. Repeat until you have retired or wiped all the mobile devices.

9. If you did a selective wipe, you should remove the Company Portal and other
applications that were installed as part of this lab.
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Groups L[ All Mobile Devices  evice Group »
DASHBOARD Overview General
All Users

Devices (4)
View Properties

ALERTS Hame

@

APPS.

AliceC_Android [
AliceC_Android_|
iPad
AliceC_Outloak

POLICY

1
REPORTS

il

ADMIN

Remote Lock

AliceC_Andr|
Copy Text
Alert =

oe device: AliceC_Android_1/26/2016_10:56 PM B

1, Are you sure you want to retire the selected device?

The selected device will be removed from the Microsoft Intune inventory.

Iy company data managed by Intune, leaving personal data
pany data removed varies by platform and includes profiles,

it to factory default settings
ts factory default settings by removing all data, including


https://manage.microsoft.com
https://manage.microsoft.com

Android Device IOS Device

To remove applications, using the Company Portal as an To remove applications, using the Company Portal as an
example, from your Android device follow these instructions: example, from your iOS device follow these instructions:
1. Go to Settings. 1. Press the Home button.

2. Tap Applications, tap Application Manager, tap Company 2. Tap and hold Comp Portal until it wiggles, click X, and
Portal, and then tap Uninstall. then click Delete.
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