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The Evolving Cloud Journey — The Destination is Hybrid Multicloud 

CLOUD TRENDS

Top 5 Cloud Capabilities that Organizations Are 
Putting in Place for a Successful Cloud Journey

Solving the Cloud Journey Challenges

What is Cloud Governance?

How to Succeed in the Cloud?

Cloud 
Governance

Cloud 
governance 
requires Vision People ProcessPolicy Technology

Cloud Governance Benefits

Hybrid Cloud Adoption and Cloud 
Challenges Vary by Country
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14% 34% 38% 12% 2%

Exclusively 
on-premises / 

colocation

On-premises and co-
location preferred, public 

cloud where necessary

Intelligent security and/
or digital trust

Access to integrated real-
time (less than one hour 

old) data

Adoption of multicloud 
services (ability to deploy 
and manage IT services 
across multiple cloud 
locations or providers)

Automation and 
orchestration

Programmable 
infrastructure —software-

defined storage (SDS), 
software-defined 
networking (SDN), 

serverless, containers, 
Kubernetes, etc.

Balanced approach 
on-premises and 

public cloud
Preference for public 

cloud, some on-premises
Exclusively 

public cloud

PUBLIC 
CLOUD

PUBLIC 
CLOUD

PUBLIC 
CLOUD

PUBLIC 
CLOUD

84% of European organizations use a mix 
of on-premises IT and cloud services

% of organizations using hybrid IT              

Biggest cloud challenge
84%
Average

88%
Switzerland
Security

89%
Italy
Data sovereignty 
concerns

82%
Czech Republic
Skills shortage

81%
Poland
Software licensing

87%
Spain
Security

79%
France
Security

85%
Germany
Skills shortage

79%
UK
Security

85%
Portugal
Trust

70%
Austria
Data sovereignty 
concerns

83%
Netherlands
Cost

84%
Nordics
(Denmark, Finland, 
Norway, Sweden)
Reliability

47% 43% 40% 40% 38%

The solution is 
cloud governance

Operational 
complexity 
and cloud cost 
control Data sprawl and 

siloed data

Regulatory 
compliance and 

security

Cloud skill 
shortages

69% of European organizations use formal risk 
management and governance processes 
in their IT environment to:

Unlock business 
value

Improve data 
productivity

Reduce 
compliance risk

Mitigate security 
risk

Create 
operational 
efficiency

Optimize 
cloud cost and 

utilization

•	 Is a set of rules and controls
•	 Enables IT modernization, cloud migration, 

and business innovation efforts
•	 Mitigates security and compliance risks
•	 Is a continuous process
•	 Provides transparency

DEFINE CLOUD 
STRATEGY

•	 Define business 
outcomes

•	 Define risk tolerances

•	 Define internal policies 
for controls

•	 Define required 
regulatory controls

•	 Organizational alignment

MANAGE & 
GOVERN

•	 Audit and monitor

•	 Improve 
processes

IMPLEMENT

•	 Risk tolerance 
benchmarks

•	 Iterative 
governance

•	 Configure 
architectures, 
cost,  security and 
compliance

ASSESS AND 
PLAN

•	 Discover and 
classify data

•	 Risk mitigation 
planning

•	 Skills capability

•	 Cloud 
implementation 
plan

DOWNLOAD THE FULL REPORT

http://aka.ms/IDCcloudgovernancespotlight

